
9:00 a.m. 

9:30 a.m. 

A G E N D A 

GRANT COUNTY PUBLIC UTILITY DISTRICT 
Via Conference Call 

+1 509‐703‐5291 Conference ID: 287 686 505#
COMMISSION MEETING 
Tuesday, July 13, 2021 

An Executive Session may be called at any time for purposes authorized 
by the Open Public Meetings Act 

Commission Convenes 
Review and Sign Vouchers 

Reports from staff  

12:00 Noon   Lunch  

1:00 p.m.  Safety Briefing 
Pledge of Allegiance 
Attendance 
Public requests to discuss agenda items/non‐agenda items 
Correspondence 
Business Meeting 

1. Consent Agenda

Approval of Vouchers

Meeting minutes of June 22, 2021

Special meeting minutes of July 6, 2021

2. Regular Agenda

8968 – Resolution Authorizing the Issuance and Sale of One or More Series of the District’s Priest
Rapids Hydroelectric Project Junior Lien Revenue Bonds, in the Aggregate Principal Amount of not‐
to‐exceed $300,000,000.00 to Finance Improvements to the District’s Priest Rapids Hydroelectric
Project; and Delegating Authority to Approve the Final Terms of Each Series of Bonds.

3. Review Items For Next Business Meeting

Motion authorizing the General Manager/CEO, on behalf of Grant PUD, to execute Contract 130‐
10805A with Electrical Consultants, Inc. (ECI), in an amount not‐to‐exceed $900,000.00 and with a
contract completion date of December 31, 2025. (xxxx)

Motion authorizing the General Manager/CEO, on behalf of Grant PUD, to execute Contract 130‐
10805B with Schweitzer Engineering Laboratories (SEL) Engineering Services, Inc., in an amount
not‐to‐exceed $900,000.00 and with a contract completion date of December 31, 2025. (xxxx)

4. Calendar

5. Reports from Staff (if applicable)

Adjournment 
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REGULAR MEETING 

OF PUBLIC UTILITY DISTRICT NO. 2 OF GRANT COUNTY 
 

June 22, 2021 
 

The Commission of Public Utility District No. 2 of Grant County, Washington, convened at 9:00 
a.m. via Microsoft Teams Meeting / +1 509-703-5291 Conference ID: 287 686 505# with the following 
Commissioners present:  Larry Schaapman, President; Judy Wilson, Vice-President; Nelson Cox, 
Secretary; Dale Walker, Commissioner; and Tom Flint, Commissioner.   

 
Due to technical difficulties, the Commission meeting did not convene until 9:13 a.m.  
 
The Commission convened to review vouchers and correspondence.   
 
The Commission recessed at 9:15 a.m. 
 
The Commission resumed at 9:30 a.m.   
 
A meet and greet was held with City of Quincy Administrator, Pat Haley. 
 
A round table discussion was held regarding the following topics: system update; anticipated 

extreme weather conditions; follow-up from June 8 action items; expected timeline for the Ephrata and 
Moses Lake Service center remodel project overview; COVID response partner recognition; Quincy Chute 
update; passing of Grant PUD retiree and avid fiber supporter, Vern Corkins; and report from recent 
Yakama Nation sturgeon event.   

 
RJ Fronsman, Senior Safety Coordinator, presented the June Safety Report.  

 
Craig Bressan, Senior Manager of Safety, presented the Safety Health and Improvement (SHIP) 

Plan Report. 
 
Fallon Long, Security Manager, provided the Security Report. 
 
Thomas Stredwick, Senior Manager of Organizational Development; Bross Holland, Fleet Utility 

Equipment Mechanic III; and Nels Hanson, Manager of Learning & Development, provided the 
Organizational Development Report.   

 
Trade association and committee reports were reviewed.   
 
The Commission recessed at 11:45 a.m. 
 
The Commission resumed at 12:00 p.m.  
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The Commission attended a virtual lunch meeting with Grant County Commissioners.  
 
Consent agenda motion was made Mr. Walker and seconded by Mr. Flint to approve the 

following consent agenda items: 
 

Payment Number 112078 through 112428 
 

$33,559,097.15                
 

Payroll Direct Deposit 179219 through 179977 
 

$2,020,997.03                  
 

Payroll Tax and              
Garnishments 

20210617A 
 

through 20210617B 
 

$874,784.44 
 

 
Meeting minutes of June 8, 2021. 
 
Special meeting minutes of June 15, 2021.   
 
After consideration, the above consent agenda items were approved by unanimous vote of the 

Commission and signatures were affirmed. 
 
Resolution No. 8967 declaring real property surplus to the needs of the District was presented 

to the Commission.  Motion was made by Mr. Flint  and seconded by Mr. Walker to approve Resolution 
No. 8967.  After consideration, the motion passed by unanimous vote of the Commission. 

 
RESOLUTION NO. 8967 

 
A RESOLUTION DECLARING CERTAIN REAL PROPERTY SURPLUS TO THE NEEDS OF THE 
DISTRICT AND AUTHORIZING SALE TO THE CHELAN COUNTY FIRE DISTRICT NO. 9 DBA 

LAKE WENATCHEE FIRE AND RESCUE 
 

R e c i t a l s 
 
1. RCW 54.16.180 authorizes the District to sell, convey, lease or otherwise dispose of all or any part of 

District property which has become unserviceable, inadequate, obsolete, worn out or unfit for 
District operations and which is no longer necessary, material to, and useful in such operation;  

 
2. The District owns real property described as follows: 
 

LOTS 1-10, BLOCK D, PLAT OF CASCADE GARDENS, CHELAN COUNTY, WASHINGTON 
ACCORDING TO THE PLAT THEREOF RECORDED IN VOLUME 2 OF PLATS, PAGE 62. 
 
EXCEPTING THEREFROM THAT PORTION OF LOT 5, BLOCK D, CONVEYED TO THE 
STATE OF WASHINGTON BY DEED RECORDED OCTOBER 20, 1952 UNDER AUDITOR'S 
FILE NO. 464703 IN BOOK 495 OF DEEDS, PAGE 224. 
 
TOGETHER WITH THAT PORTION OF LOTS 1-7, BLOCK E, LYING NORTHERLY OF THE 
NORTHERLY RIGHT OF WAY LINE OF STATE HIGHWAY NO. 2, ALL IN THE PLAT OF 
CASCADE GARDENS, CHELAN COUNTY, WASHINGTON, ACCORDING TO THE PLAT 
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THEREOF RECORDED IN VOLUME 2 OF PLATS PAGE 62. 
 
AND EXCEPTING THEREFROM ALL THAT PORTION CONVEYED TO THE STATE OF 
WASHINGTON BY DEED RECORDED OCTOBER 20, 1952 UNDER AUDITOR'S FILE NO. 
464703 IN BOOK 495 OF DEEDS, PAGE 224. 
 
SELLER RESERVES A NON-EXCLUSIVE PEDESTRIAN ACCESS EASEMENT FOR THE WANAPUM 
PEOPLE OVER AND ACROSS LOT 1, BLOCK D PLAT OF CASCADE GARDENS, CHELAN 
COUNTY, WASHINGTON, ACCORDING TO THE PLAT THEREOF RECORDED IN VOLUME 2 OF 
PLATS, PAGE 62. 
 
Tax Parcel ID No. 261612515220 

 
3. The District’s staff and Manager have determined that the described District Property is no longer 

necessary to the District’s operations and that it would be in the best interest of the District to 
dispose of it by sale to Chelan County Fire District No. 9 DBA Lake Wenatchee Fire and Rescue;  
 

4. The appraised fair market value of the District’s real property is $321,000.00; and 
 

5. RCW 39.33.010 provides that any municipality or any political subdivision thereof, may sell, transfer, 
exchange, lease or otherwise dispose of any property, real or personal, or property rights, including 
but not limited to the title to real property, to any municipality or any political subdivision thereof  
on such terms and conditions as may be mutually agreed upon by the proper authorities of the state 
and/or the subdivisions concerned. 

 
  NOW, THEREFORE, BE IT RESOLVED, by the Commission of Public Utility District No. 2 of 
Grant County, Washington, as follows: 
 
Section 1:    That the District Property more fully described Recital 2 above has become inadequate, 

surplus to the District’s needs, is no longer useful to present or prospective District 
operations, and is hereby declared surplus to the District’s needs. 

 
Section 2: The District’s Manager is hereby authorized to execute such documents as may be necessary 

to effectuate, at the appraised fair market value (described in recital number 4 above) 
transfer of title to Chelan County Fire and Rescue DBA Lake Wenatchee Fire and Rescue. 

 
   PASSED AND APPROVED by the Commission of Public Utility District No. 2 of Grant 

County, Washington this 22nd day of June, 2021. 
 
Motion was made by Mr. Flint and seconded by Mrs. Wilson authorizing the General 

Manager/CEO, on behalf of Grant PUD, to execute Contract 430-10967 with Washington Department of 
Fish and Wildlife (WDFW), in an amount not-to-exceed $3,492,599.00 and with a contract completion 
date of June 30, 2024. After consideration, the motion passed by unanimous vote of the Commission. 

 
Motion was made by Mr. Cox and seconded by Mr. Flint authorizing the General Manager/CEO, 

on behalf of Grant PUD, to sign the Purchase and Sale Agreement with TG Downs, LLC, to acquire 88.06 
acres of property in Quincy, Washington to allow for the Quincy Transmission Expansion Program 
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(QTEP), in the amount of $5,723,900.00. After consideration, the motion passed by majority vote of the 
Commission with Commissioner Walker casting the only opposing vote. 

 
The Commissioners reviewed future agenda items. 
 
A discussion was held regarding future Commission meeting frequency.  A proposed schedule 

will be prepared and presented at the July 15 workshop.   
 
The Commission calendar was reviewed.  
 
Daniel Blazquez, Senior Manager of Operational Excellence, provided the OPEX Quarterly 

Business Report.  
 
The Commission recessed at 1:55 p.m.  
 
The Commission resumed at 2:00 p.m. 
 
An executive session was announced at 2:00 p.m. to last until 3:30 p.m. to review performance 

of a public employee with legal counsel present pursuant to RCW 42.30.110(1)(g) and to review 
negotiations on the performance of a publicly bid contract with legal counsel present pursuant to RCW 
43.30.110(1)(d).  The executive session concluded at 3:30 p.m. and the regular session resumed. 

 
There being no further business to discuss, the June 22 meeting officially adjourned at 3:30 p.m.   
 

 
 
 
              
      Larry Schaapman, President 
 
ATTEST: 
         
        
             
Nelson Cox, Secretary     Judy Wilson, Vice President 
 
 
 
  
             
Dale Walker, Commissioner    Tom Flint, Commissioner 
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SPECIAL MEETING 
OF PUBLIC UTILITY DISTRICT NO. 2 OF GRANT COUNTY 

 
July 6, 2021 

 
The Commission of Public Utility District No. 2 of Grant County, Washington, convened at 1:00 

p.m. via Microsoft Teams with the following Commissioners present:  Larry Schaapman, President; Judy 
Wilson, Vice‐President; Nelson Cox, Secretary; Dale Walker, Commissioner; and Tom Flint, 
Commissioner.  

 
An executive session was announced at 1:00 p.m. to last until 2:00 p.m. to discuss pending 

litigation with legal counsel present pursuant to RCW 42.30.110(1)(i).  The executive session concluded 
at 2:00 p.m. 

 
The July 6, 2021 special meeting officially adjourned at 2:00 p.m.  
 

 
 
 
                           
            Larry Schaapman, President 
 
ATTEST: 
                 
               
                         
Nelson Cox, Secretary          Judy Wilson, Vice President 
 
 
 
   
                         
Dale Walker, Commissioner        Tom Flint, Commissioner 
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DISTRICT NO. 2 OF GRANT COUNTY, WASHINGTON, 
AUTHORIZING THE ISSUANCE AND SALE OF ONE OR MORE 
SERIES OF THE DISTRICT’S PRIEST RAPIDS HYDROELECTRIC 
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RESOLUTION NO. 8968 
 
 

A RESOLUTION OF THE COMMISSION OF PUBLIC UTILITY 
DISTRICT NO. 2 OF GRANT COUNTY, WASHINGTON, 
AUTHORIZING THE ISSUANCE AND SALE OF ONE OR MORE 
SERIES OF THE DISTRICT’S PRIEST RAPIDS HYDROELECTRIC 
PROJECT JUNIOR LIEN REVENUE BONDS, IN THE AGGREGATE 
PRINCIPAL AMOUNT OF NOT TO EXCEED $300,000,000 TO 
FINANCE IMPROVEMENTS TO THE DISTRICT’S PRIEST RAPIDS 
HYDROELECTRIC PROJECT; AND DELEGATING AUTHORITY TO 
APPROVE THE FINAL TERMS OF EACH SERIES OF BONDS. 

WHEREAS, Public Utility District No. 2 of Grant County, Washington (the “District”), 
owns and operates the Priest Rapids Development and the Wanapum Development, which in 2010 
were consolidated into a single electric utility system known as the “Priest Rapids Hydroelectric 
Project” pursuant to Resolution No. 8475, for the generation and transmission of electric energy 
(as further defined herein, the “Priest Rapids Project”); and  

WHEREAS, as part of the consolidation of the Priest Rapids Development and the 
Wanapum Development into the Priest Rapids Project, pursuant to Resolution No. 8475, the bond 
funds securing bonds payable from revenues of the separate developments were combined; and 

WHEREAS, the District has issued and has outstanding certain senior parity lien 
obligations of the Priest Rapids Development, the Wanapum Development and the Priest Rapids 
Project described herein (as defined herein, the “Outstanding Parity Bonds”); and 

WHEREAS, the resolutions authorizing the Outstanding Parity Bonds authorize the 
District to issue, from time to time, bonds and notes payable from and secured by a lien on revenues 
of the Priest Rapids Project junior and subordinate to the lien thereon of the Outstanding Parity 
Bonds; and 

WHEREAS, pursuant to RCW 39.59.040, any local government in the state of Washington, 
including the District, may invest in “bonds of the state of Washington and any local government 
in the state of Washington,” and pursuant to RCW 54.16.085 a public utility district may make and 
repay interfund loans between its funds; and 

WHEREAS, it is in the best interest of the District to undertake, from time to time, certain 
improvements at the Priest Rapids Project (as further described herein, the “Improvements”); and 

WHEREAS, in order to finance such Improvements, the District has issued certain junior 
lien revenue bonds of the Priest Rapids Project (as defined herein, the “Outstanding Junior Lien 
Bonds”) and sold such junior lien bonds to the Electric System; and 

WHEREAS, the resolutions authorizing the Outstanding Junior Lien Bonds (as further 
described herein, the “Outstanding Junior Lien Bond Resolutions”) authorize the District to issue, 
from time to time, bonds and notes payable from and secured by a lien on revenues of the Priest 
Rapids Project on a parity with the Outstanding Junior Lien Bonds; and 
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WHEREAS, PRP is in need of additional capital to finance additional Improvements; and 

WHEREAS, to provide additional financing for the Improvements, the Commission now 
deems it advisable to authorize the issuance of one or more series of Priest Rapids Hydroelectric 
Project Junior Lien Revenue Bonds (Taxable) in the aggregate principal amount of not to exceed 
$300,000,000 (each a “Bond” and together, the “Bonds”), which shall be sold to the District’s 
Electric System (as defined herein) on a parity of lien on revenues of the Priest Rapids Project with 
the Outstanding Junior Lien Bonds subject to the terms and conditions set forth in this resolution; 
and 

WHEREAS, debt service schedules for the Bonds authorized herein will conform to the 
Power Sales Contracts (as defined herein);  

NOW, THEREFORE, BE IT RESOLVED by the Commission of Public Utility District 
No. 2 of Grant County, Washington, as follows: 

Section 1. Definitions.  As used in this resolution the following words and phrases 
shall have the meanings herein set forth unless the context shall clearly indicate that another 
meaning is intended. 

“Additional Junior Lien Bonds” means any junior lien bonds issued on a parity of lien on 
Gross Revenues with the Bonds authorized hereunder. 

“Annual Debt Service” has the meaning set forth in the resolutions authorizing the Parity 
Bonds then Outstanding.  

 “Bond” or “Bonds” means the Priest Rapids Hydroelectric Project Junior Lien Revenue 
Bond (Taxable) of the District issued from time to time pursuant to this resolution. 

“Bond Fund” means the Priest Rapids Project Revenue Bond Fund created by the District 
for the purpose of paying the principal of and interest on the Parity Bonds. 

“Bond Register” means the records kept by the Registrar on behalf of the District 
containing the name and mailing address of each owner of the Bonds, and such other information 
as the Registrar shall determine. 

 “Commission” means the governing body of the District as the same shall be duly and 
regularly constituted from time to time. 

“Coverage Requirement” means (a) 1.15 times the Annual Debt Service in a Fiscal 
Year, plus (b) any money required to be deposited into the reserve account in the Bond Fund 
and other payments required in that Fiscal Year, less (c) any amounts transferred into the Bond 
Fund or the Junior Lien Bond Fund as surplus money as of the end of the preceding Fiscal 
Year.  

 “Current Power Sales Contracts” means the contracts entered into in December 2001 
between the District and other electric utilities for the sale of power and energy from the 
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Priest Rapids Project and as such contracts have been and may be amended or supplemented 
from time to time. 

“Designated Representative” means any of the officers of the District appointed in 
Section 9.  The signature of one Designated Representative shall be sufficient to bind the District. 

“District” means Public Utility District No. 2 of Grant County Washington, a municipal 
corporation duly organized and existing under and by virtue of the Constitution and laws of the 
State. 

“Electric System” means the electric utility and telecommunications properties, rights and 
assets, real and personal, tangible and intangible, now owned and operated by the District and used 
or useful in the generation, transmission, distribution and sale of electric energy, 
telecommunication services, and the business incidental thereto, and all properties, rights and 
assets, real and personal, tangible and intangible, hereafter constructed or acquired by the District 
as additions, betterments, improvements or extensions to said electric utility and 
telecommunications properties, rights and assets, including, but not limited to, the contract interest 
of the District in the P.E.C. Headworks Powerplant Project and in the Quincy Chute Project, but 
shall not include the Priest Rapids Project or any additions thereto, or any other generating, 
conservation, transmission or distribution facilities which heretofore have been or hereafter may 
be acquired or constructed by the District as a utility system that is declared by the Commission, 
at the time of financing thereof, to be separate from the Electric System, the revenues of which 
may be pledged to the payment of bonds issued to purchase, construct or otherwise acquire or 
expand such separate utility system or are otherwise pledged to the payment of the bonds of another 
such separate utility system of the District other than the Electric System. The Electric System 
does not include any interest of the District in contracts for the sale to other parties of power and 
energy from the Priest Rapids Project, but does include the right of the District to receive power 
and energy from the Priest Rapids Project.  

“FERC License” means the license granted by the Federal Power Commission to develop 
the Priest Rapids site on the Columbia River, which development consisted of two stages 
designated the Priest Rapids Development and the Wanapum Development, as such license has 
been amended and may be amended from time to time.  

“Fiscal Year” means the Fiscal Year used by the District at any time.  At the time of the 
adoption of this resolution, the Fiscal Year is the twelve-month period beginning January 1 of each 
year. 

“Future Parity Bonds” means any note, bonds or other obligations for borrowed money of 
the District which will have a lien upon the Gross Revenues of the Priest Rapids Project for the 
payment of the principal thereof and interest thereon equal to the lien upon the Gross Revenues of 
the Priest Rapids Project for the payment of the principal of and interest on the Outstanding Parity 
Bonds. 

“Gross Revenue” means all income, revenues, receipts and profits derived by the District 
through the ownership and operation of the Priest Rapids Project, together with the proceeds 
received by the District directly or indirectly from the sale, lease or other disposition of any of the 
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properties, rights or facilities of the Priest Rapids Project, and together with the investment income 
earned on money held in any fund or account of the District, including any bond redemption funds 
and the accounts therein and federal credit payments for interest on bonds, in connection with the 
ownership and operation of the Priest Rapids Project, exclusive of insurance proceeds and income 
derived from investments irrevocably pledged to the payment of any specific revenue bonds of the 
District, such as bonds heretofore or hereafter refunded, or any bonds defeased, or the payment of 
which is provided for, under any similar provision of any other bond resolution of the District, and 
exclusive of investment income earned on money in any arbitrage rebate fund established for any 
Parity Bonds. 

 “Improvements” mean those improvements to the Priest Rapids Project authorized by 
Section 3 of this resolution. 

“Interest Rate” means the fixed rate or rates of interest on each Bond as approved by a 
Designated Representative.   

“Interest Payment Date” for each Bond issued hereunder means January 1 and July 1, as 
provided for in such Bond. 

“Issuance Date” means the date each Bond is delivered to the Purchaser.  

“Junior Lien Bond Fund” means the fund created by the District for the purpose of paying 
the principal of and interest on the Junior Lien Bonds. 

“Junior Lien Bonds” means the Outstanding Junior Lien Bonds, the Bonds and any 
Additional Junior Lien Bonds.  

“Maturity Date” means the final date of maturity of a Bond as approved by a Designated 
Representative and set forth in such Bond. 

“Net Revenue” means, for any period, the excess of Gross Revenues over Operating 
Expenses for such period, excluding from the computation of Gross Revenues any profit or loss 
derived from the sale or other disposition, not in the ordinary course of business, of properties, 
rights or facilities of the Priest Rapids Project, or resulting from the early extinguishment of debt. 

“Operating Expenses” means the District’s expenses for operation and maintenance of the 
Priest Rapids Project, and ordinary repairs, renewals of and replacements to the Priest Rapids 
Project, including payments into working capital reserves in the Revenue Fund for items of 
Operating Expenses the payment of which is not immediately required, and shall include, without 
limiting the generality of the foregoing, operation and maintenance expenses; rents; administrative 
and general expenses; engineering expenses; legal and financial advisory expenses; required 
payments to pension, retirement, health and hospitalization funds; insurance premiums; and any 
taxes, assessments, payments in lieu of taxes or other lawful governmental charges, all to the extent 
properly allocable to the Priest Rapids Project; and the fees and expenses of the Paying Agent and 
Registrar. Operating Expenses shall not include any costs or expenses for new construction, 
interest, amortization or any allowance for depreciation. 



 5 

 

“Outstanding” when used with respect to the Parity Bonds means, as of any date, any Parity 
Bonds issued pursuant to a resolution of the Commission except (i) any Parity Bonds cancelled by 
the bond register for such bonds or paid at or prior to such date, (ii) Parity Bonds in lieu of or in 
substitution for which other Parity Bonds have been delivered, and (iii) Parity Bonds deemed no 
longer outstanding under the resolution authorizing their issuance.  

“Outstanding Junior Lien Bond Resolutions” mean the resolutions authorizing the issuance 
of the Outstanding Junior Lien Bonds, including Resolution No. 8475 adopted on October 14, 
2014, Resolution No. 8789 adopted on August 25, 2015, and Resolution No. 8826 adopted on 
August 23, 2016.  

“Outstanding Junior Lien Bonds” mean the Junior Lien Bonds outstanding on the date of 
this resolution, as identified in Exhibit A attached hereto. 

“Outstanding Parity Bonds” mean the Parity Bonds Outstanding as of the date of this 
resolution, as identified in Exhibit A attached hereto. 

“Parity Bonds” mean the Outstanding Parity Bonds and any Future Parity Bonds. 

“Permitted Investments” means any investments or investment agreements permitted 
under the laws of the State, as amended from time to time. 

“Power Sales Contracts” means the Current Power Sales Contracts, and any other 
contracts entered into by the District for the sale of power and energy from the Priest Rapids 
Project, and as such contracts may be amended and supplemented from time to time. 

“Priest Rapids Development” means the utility system of the District acquired and 
constructed pursuant to the provisions of Resolution No. 313, adopted by the Commission on June 
19, 1956, including a dam at the Priest Rapids Development, all generating and transmission 
facilities associated therewith, and all additions, betterments and improvements to and extensions 
of such system, but shall not include any additional generation, transmission and distribution 
facilities hereafter constructed or acquired by the District as a part of the Electric System or the 
Wanapum Development, or any other utility properties of the District acquired as a separate utility 
system, the revenues of which may be pledged to the payment of bonds issued to purchase, 
construct or otherwise acquire such separate utility system. 

“Priest Rapids Project” means the Priest Rapids Development and the Wanapum 
Development, which were consolidated pursuant to Resolution No. 8475. 

“Professional Utility Consultant” means the independent person(s) or firm(s) selected 
by the District having a favorable reputation for skill and experience with generation, 
transmission and distribution systems of comparable size and character to the Priest Rapids 
Project in such areas as are relevant to the purposes for which they are retained: (a) engineering 
and operations and (b) the design of rates. 

“Project Account” means the special account of that name authorized to be created 
pursuant to this resolution. 
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“Purchaser” means the District, acting through its Electric System, an enterprise fund and 
utility system separate and distinct from the Priest Rapids Project. 

“Registrar” means the Treasurer of the District.   

 “Revenue Fund” means the Priest Rapids Project Revenue Fund of the District. 

“RR&C Fund” means the Priest Rapids Project Repair, Renewal and Contingency Fund 
created by the District. 

“Rule” means the SEC’s Rule 15c2-12 under the Securities Exchange Act of 1934, as the 
same may be amended from time to time. 

“SEC” means the Securities and Exchange Commission.  

“State” means the State of Washington. 

“Treasurer” means the duly appointed and acting Treasurer of the District or any successor 
in function. 

 “Wanapum Development” means the second stage of the Priest Rapids Hydroelectric 
Project (F.P.C. (or FERC) Project No. 2114), as more fully described in Section 2.2 of Resolution 
No. 474 adopted by the Commission on June 30, 1959, or as the same may be modified in 
accordance with Section 2.3 of Resolution No. 474, but shall not include any generation, 
transmission and distribution facilities hereafter constructed or acquired by the District as a part of 
the Electric System or the Priest Rapids Development, or any other utility properties of the District 
acquired as a separate utility system, the revenues of which may be pledged to the payment of 
bonds issued to purchase, construct or otherwise acquire such separate utility system. 

Section 2. Findings.  

(a) Gross Revenues Sufficient.  The Commission hereby finds that the Gross Revenues 
to be derived by the District from the operation of the Priest Rapids Project at the rates to be 
charged for the electricity furnished thereby will be sufficient in the judgment of the Commission, 
to meet all expenses of operation and maintenance, and to make all necessary repairs, replacements 
and renewals thereof, and to permit the setting aside out of such Gross Revenues and money in the 
Revenue Fund into the Bond Fund of such amounts as may be required to pay the principal of and 
interest on the Parity Bonds and into the Junior Lien Bond Fund to pay the principal of and interest 
on the Junior Lien Bonds as the same become due and payable. 

(b) Due Regard.  The Commission hereby finds that due regard has been given to the 
cost of the operation and maintenance of the Priest Rapids Project and that it has not obligated the 
District to set aside into the Bond Fund for the account of the Parity Bonds or into the Junior Lien 
Bond Fund for the Junior Lien Bonds a greater amount of the revenues and proceeds of the Priest 
Rapids Project than in its judgment will be available over and above such cost of operation and 
maintenance and other costs payable from such revenues and proceeds. 
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(c) Compliance with Parity Conditions.  The Commission hereby finds as required by 
the Outstanding Junior Lien Bond Resolutions that the Bonds authorized herein will be issued with 
a lien junior to the lien and charge of the Parity Bonds, and on a parity with the Outstanding Junior 
Lien Bonds. The Bonds will not be subject to acceleration. 

(d) Plan and System.  The public interest, welfare, convenience and necessity require 
that the District construct the capital improvements included in the District’s capital plans at the 
Wanapum Development and Priest Rapids Development, as such plans may be amended, and other 
capital improvements (collectively, the “Improvements”). The Commission hereby specifies and 
adopts the Improvements as a plan and system for additions and betterments to the Priest Rapids 
Project. 

(e) Best Interests of the District.  The Commission hereby finds and determines that it 
is in the best interests of the District and its customers that the District from time to time issue the 
Bonds authorized herein for the purpose of financing costs of the Improvements. 

Section 3. Authorization of Bonds; Payment, Registration and Transfer.   

(a) Authorization of Bonds.  For the purpose of providing funds to finance and/or 
reimburse the District for costs of the Improvements, the District hereby authorizes the issuance 
and sale from time to time of one or more series of subordinate lien revenue bonds of the Priest 
Rapids Project in the aggregate principal amount of not to exceed $300,000,000 (each a “Bond” 
and together, the “Bonds”).   

Each Bond shall be designated as “Public Utility District No. 2 of Grant County, 
Washington, Priest Rapids Hydroelectric Project Junior Lien Revenue Bond, [year of issuance] 
(Taxable),” shall be dated as of the Issuance Date for such Bond and shall mature on the Maturity 
Date for such Bond. 

Each Bond shall bear interest at the applicable Interest Rate or Rates, as set forth in the 
Bond.  Interest on each Bond shall be payable on the Interest Payment Dates and principal of each 
Bond shall be payable as set forth in the Bond.  Interest on the Bond shall be computed on the 
basis of a 360-day year consisting of 12 months of 30 days each, except as otherwise provided for 
in the Bond.  The principal of and interest on each Bond shall be payable from the Junior Lien 
Bond Fund as described herein. 

(b) Registration and Payment.  The Bonds shall be issued in fully registered form.  
Both the principal of and interest on the Bonds shall be payable in lawful money of the United 
States of America by check, warrant, wire transfer or automatic clearinghouse funds to the 
registered owner of the Bonds.  All such payments shall be valid and shall satisfy and discharge 
the liability of the District upon such Bonds to the extent of the amount or amounts so paid. 

The Registrar and paying agent for the Junior Lien Bond shall be the Treasurer or such 
officer’s designee.  

If any Bond shall at any time become mutilated or be lost, stolen or destroyed, the District 
may execute and direct the Registrar to authenticate and deliver a new Bond. 
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(c) Limited Offering; Transfer Limitations.  Anything herein to the contrary 
notwithstanding, each Bond issued under this resolution shall be purchased and held by the Electric 
System, as Purchaser, and shall not be publicly offered or sold to any other person.  The Bonds 
shall not be transferrable.  

Section 4. Prepayment.  The Bond may be prepaid in whole or in part by the District 
at any time. 

Section 5. Payment of the Bond; Junior Lien Bond Fund; Security.  The Junior Lien 
Bonds are special limited obligations of the District secured by the Gross Revenues and the money 
and assets credited to the Revenue Fund and the RR&C Fund, and the income therefrom, which 
Junior Lien Bonds shall have a lien on such Gross Revenues and such money and assets junior to 
the payments set forth in this resolution. For so long as the Junior Lien Bonds are outstanding, the 
District shall comply with the covenants set forth in this resolution. 

The Junior Lien Bonds are payable solely out of a special fund of the District previously 
established and designated as the Priest Rapids Hydroelectric Project Junior Lien Bond Fund (the 
“Junior Lien Bond Fund”).  Amounts on deposit in the Junior Lien Bond Fund shall be drawn upon 
only for the purpose of paying the principal of and interest on the Junior Lien Bonds on a ratable 
basis as such amounts become due and payable. 

The District hereby covenants that on or before each interest or principal payment date for 
the Junior Lien Bonds it will deposit in the Junior Lien Bond Fund amounts out of the Revenue 
Fund as shall be necessary, when added to other amounts paid into the Junior Lien Bond Fund, to 
pay the interest and principal due on the Junior Lien Bonds as the same becomes due.   

There is no debt service reserve, other reserve fund or credit enhancement securing 
repayment of the Bonds.  The Bonds shall not constitute a general obligation or pledge of the faith 
and credit of the District or debt or pledge of the faith and credit of the State or any other municipal 
corporation or political subdivision thereof or a debt of any other system of the District except the 
Priest Rapids Project as described herein. 

Section 6. Revenue Fund.   

(a) A special fund of the District, known as the “Columbia River-Priest Rapids 
Hydroelectric Development Revenue Fund,” was created by Resolution No. 313. A special fund 
of the District, known as the “Columbia River-Wanapum Hydroelectric Development Revenue 
Fund” was created by Resolution No. 474. A special fund of the District, known as the “Priest 
Rapids Project Revenue Fund” (the “Revenue Fund”), which is held in trust by the District, was 
created by Resolution No. 8475. The Columbia River-Priest Rapids Hydroelectric Development 
Revenue Fund and the Columbia River-Wanapum Hydroelectric Development Revenue Fund 
were merged into the Revenue Fund by Resolution No. 8475.  

The District covenants that so long as any of the Parity Bonds then Outstanding and the 
Junior Lien Bonds are outstanding and unpaid it will continue to pay into the Revenue Fund all 
Gross Revenues, exclusive of earnings on money on hand in the RR&C Fund, the Project Account 
and the Bond Fund and the Junior Lien Bond Fund, which may be retained in such funds or 
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transferred to other funds as required by this resolution and the resolutions authorizing the Parity 
Bonds then Outstanding and the Junior Lien Bonds. 

(b) The District hereby creates a charge and obligation against the Revenue Fund, 
which charge and obligation shall remain in effect so long as any Parity Bonds or the Junior Lien 
Bonds are Outstanding, in an amount equal to the Coverage Requirement. The District shall pay 
from the Revenue Fund, after paying or making provision for the payment of Operating Expenses, 
the Coverage Requirement.  The Coverage Requirement shall be disbursed as follows: 

(1) The payments into the Bond Fund required by the resolutions authorizing 
the Parity Bonds shall be made. 

(2) The deposits into the reserve account and other payments required by the 
resolutions authorizing the Parity Bonds shall be made. 

 
(3) An amount equal to 0.0125 of Annual Debt Service shall be deposited into 

the RR&C Fund on or prior to the 25th day of each month, to the extent there is not the required 
amount in the RR&C Fund, and applied to the purposes set forth in the resolutions authorizing the 
Parity Bonds. 

 
(4) The deposit to the Junior Lien Bond Fund required by this resolution and 

the other resolutions authorizing the issuance of Junior Lien Bonds shall be made. 
 

(c) The amounts on deposit in the Revenue Fund shall be used only for the following 
purposes and in the following order of priority: 

 
(1) to pay or provide for Operating Expenses; 
 
(2) to make all payments required to be made into the interest account in the 

Bond Fund for the Parity Bonds and to make any District Payments; 
  
(3) to make all payments required to be made into the principal and bond 

retirement account in the Bond Fund for the Parity Bonds; 
 
(4) to make all payments required to be made into the reserve account in the 

Bond Fund and to make all payments required to be made pursuant to a reimbursement agreement 
or agreements (or other equivalent documents) in connection with qualified insurance or a 
qualified letter of credit obtained for the reserve account; provided that if there is not sufficient 
money to make all payments under such reimbursement agreements, the payments will be made 
on a pro rata basis; 

 
(5) to make all payments required to be made into the RR&C Fund to the extent 

such amount is not on deposit; and 
 
(6) to make all payments required to be made into any special fund or account 

created, including the Junior Lien Bond Fund, to pay or secure the payment of junior lien 
obligations, including the Bonds. 
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After all of the above payments and credits have been made, amounts remaining in the Revenue 
Fund may be used for any other lawful purpose of the District relating to the Priest Rapids Project. 
 

Section 7. Covenants.  

(a) General Rate Covenant.  The District shall establish, maintain and collect rates and 
charges in connection with the ownership and operation of the Priest Rapids Project that shall be 
fair and nondiscriminatory and adequate to provide Gross Revenues sufficient for the payment of 
the principal of and interest on all Parity Bonds then Outstanding and the Junior Lien Bonds then 
outstanding, all amounts that the District is obligated to set aside in the Bond Fund and the Junior 
Lien Bond Fund, the payment of all Operating Expenses of the Priest Rapids Project, and the 
payment of any and all amounts that the District may now or hereafter become obligated to pay 
from the Gross Revenues, including, inter alia, payments to providers of qualified insurance and 
qualified letters of credit. 

(b) Rate Covenant - Coverage Requirement.  The District shall establish, maintain and 
collect rates or charges in connection with the ownership and operation of the Priest Rapids Project 
sufficient to provide Net Revenues in any Fiscal Year hereafter in an amount that is at least equal 
to the Coverage Requirement, and such amounts as are required to pay the principal of and interest 
on any outstanding obligations of the District for the Priest Rapids Project, excluding any 
capitalized interest thereon in such Fiscal Year. 
 

The failure to collect Gross Revenues in any Fiscal Year sufficient to comply with the 
covenants contained in paragraph (a) above and this (b) shall not constitute an event of default if 
the District, before the 90th day of the following Fiscal Year, both: 
 

(1) Employs a Professional Utility Consultant to recommend changes in the 
District’s rates that are estimated to produce Gross Revenues sufficient (once the rates 
recommended by the Professional Utility Consultant have been imposed by the District) to meet 
the requirements of (a) and (b) of this Section; and 

 
(2) Imposes rates at least as high as those recommended by such Professional 

Utility Consultant. 
 

The calculation of the Coverage Requirement set forth above, and the District’s compliance 
therewith, may be made solely with reference to this resolution without regard to future changes 
in generally accepted accounting principles. If the District has changed one or more of the 
accounting principles used in the preparation of its financial statements, because of a change in 
generally accepted accounting principles or otherwise, then an event of default relating to this 
section shall not be considered an event of default if the Coverage Requirement ratio would have 
been complied with had the District continued to use those accounting principles employed at the 
date of the most recent audited financial statements prior to the date of this resolution. 
  

The debt service due in any Fiscal Year on the Junior Lien Bonds then outstanding shall 
be included in the calculation; and the Electric System covenants to pay to the Priest Rapids Project 
from the Electric System that portion of the debt service on such Junior Lien Bonds that is not 
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otherwise paid or provided for from payments received by the Priest Rapids Project from the sale 
of power and energy and related products from the Priest Rapids Project to purchasers other than 
the District. 
 

(c) Maintenance of Priest Rapids Project in Good Condition. The District will at all 
times maintain, preserve and keep the Priest Rapids Project in good repair, working order and 
condition, and will from time to time make all necessary and proper repairs, renewals, 
replacements, extensions and betterments thereto so that at all times the business carried on in 
connection therewith shall be properly and advantageously conducted, and the District will at all 
times operate such properties and the business in connection therewith in an efficient manner and 
at reasonable cost. 
 

(d)  Disposal of Properties. The District will not sell or otherwise dispose of the Priest 
Rapids Project in its entirety unless simultaneously with such sale or other disposition, provision 
is made for the payment of cash into the Bond Fund sufficient to pay the principal of and interest 
on all Parity Bonds then Outstanding and any premium upon the retirement thereof in full and in 
accordance with the requirements of the resolutions authorizing the issuance of such bonds, nor 
will it sell or otherwise dispose of any part of the useful operating properties of the Priest Rapids 
Project if such sale or disposition would result in a reduction of Net Revenues below the amounts 
required in paragraph (b) above. 
 

The District may sell or otherwise dispose of any of the properties of the Priest Rapids 
Project or any real or personal property comprising a part of the same which shall have become 
unserviceable, inadequate, obsolete or unfit to be used in the operation of the Priest Rapids Project 
or no longer necessary, material to or useful in such operation. The proceeds of any such sale or 
disposition of a portion of the properties of the Priest Rapids Project shall be deposited in any 
construction fund of the District, and may be used for any purposes for which Parity Bonds may 
be issued. Such proceeds shall be transferred to the reserve account to the extent that such transfer 
shall be necessary to make up any deficiency in the reserve account. The balance, if any, shall, at 
the option of the District, be used for repairs, renewals, replacements, or additions to or extensions 
of the Priest Rapids Project or be used in the retirement of Parity Bonds prior to maturity, either 
by purchase at prices not to exceed the next applicable redemption price or by call for redemption. 
 

If the FERC License is awarded to another party, the District shall deposit into the Bond 
Fund, promptly following receipt, any compensation received from the new licensee or otherwise 
up to the amount necessary to pay or provide for the payment of principal of and interest on the 
Parity Bonds then Outstanding and any Junior Lien Bonds. 
 

(e)  Insurance. The District will keep the Priest Rapids Project insured, and will carry 
such other insurance, with responsible insurers, with policies payable to the District, against risks, 
accidents or casualties, at least to the extent that insurance is usually carried by municipal 
corporations operating like properties; provided, however, that the District may, if deemed 
necessary and advisable by the Commission, institute or continue a self-insurance program with 
respect to any or all of the aforementioned risks. In the event of any loss or damage, the District 
will promptly deposit the insurance proceeds into any construction fund created by the District, 
and use such funds to repair or replace the damaged portion of the insured property and apply the 
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proceeds of any insurance policy or self-insurance funding for that purpose; or in the event the 
District should determine not to repair or reconstruct such damaged portion of the properties of 
the District, the proceeds of such insurance or self-insurance funding shall be transferred to the 
Reserve Account to the extent that such transfer shall be necessary to make up any deficiency in 
the Reserve Account and the balance, if any, shall, at the option of the District, be used for repairs, 
renewals, replacements, or additions to or extensions of the Priest Rapids Project or be used in the 
retirement of Parity Bonds or Junior Lien Bonds prior to maturity, either by purchase at prices not 
to exceed the next applicable redemption price or by call for redemption. 
 

(f) Books of Account. The District shall keep proper  books  of  account, showing as a 
separate utility system the accounts of the Priest Rapids Project, in accordance with the rules and 
regulations prescribed by the State Auditor’s office of the State, or other State department or 
agency succeeding to such duties of the State Auditor’s office, and if no such rules or regulations 
are prescribed as aforesaid, then in substantial accordance with the uniform system of accounts 
prescribed by the Federal Energy Regulatory Commission or other federal agency having 
jurisdiction over public electric utility companies owning and operating properties similar to the 
properties of the District, whether or not the District is at the time required by law to use such 
system of accounts. The District shall cause its books of account to be audited annually by the 
State Auditor’s office or other State department or agency as may be authorized and directed by 
law to make such audits, or if such an audit shall not be completed and the audit report presented 
within 12 months after the close of any Fiscal Year of the District, by independent certified public 
accountants. In keeping such books of account, the District shall accrue depreciation monthly 
thereon on its depreciable properties in accordance with the accounting practice prescribed by the 
public departments or agencies above mentioned. Any owner of any Bond may obtain at the office 
of the District copies of the balance sheets and statements of revenues, expenses and changes in 
net assets showing in reasonable detail the financial condition of the Priest Rapids Project as of 
the close of each Fiscal Year, and the income and expenses of such year, including the amounts 
paid into the Revenue Fund, the Bond Fund, and in any and all special funds created pursuant to 
the provisions of this resolution, and the amounts expended for maintenance, renewals, 
replacements, and gross capital additions to the Priest Rapids Project. 
 

(g)  Make Only Economically Sound Improvements. The District will not expend any 
of the revenues derived by it from the operation of the Priest Rapids Project or the proceeds of 
Parity Bonds, Junior Lien Bonds or other obligations for any extensions, betterments and 
improvements to the Priest Rapids Project which will not properly and advantageously contribute 
to the conduct of the business of the Priest Rapids Project. 

 
(h) FERC License. The District hereby covenants to use its best efforts to retain the 

FERC License and to renew the FERC License when it expires. 
 

(i) Enforcement of Power Sales Contracts. The District hereby covenants to enforce 
its rights and the obligations of power purchasers under the Power Sales Contracts. 
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Section 8. Additional Debt and Obligations.  

(a) Parity Bonds.  The District reserves the right to issue Future Parity Bonds if it meets 
the conditions to such issuance set forth in the resolutions for the Parity Bonds then Outstanding 
of the District.  

(b) Additional Junior Lien Bonds and Other Junior Lien Obligations.  The Junior Lien 
Bonds are junior lien obligations of the District, subject to the payments required under the 
resolutions authorizing the Parity Bonds. The District may issue bonds, notes, warrants or other 
obligations payable from and secured by a lien and charge equal to (“Additional Junior Lien 
Bonds”) or junior to the lien and charge of the Junior Lien Bonds.  The District may issue bonds, 
notes, warrants or other obligations payable from and secured by a lien and charge junior to the 
lien and charge created by this resolution and may create a special fund or funds for payment of 
such junior obligations; provided, however, that such obligations and the resolutions authorizing 
the same shall expressly state that the lien and charge securing such obligations is junior to the lien 
and charge created by this resolution and by the resolutions authorizing Parity Bonds. Any such 
junior lien obligations shall not be subject to acceleration.  

(c) Acceleration Prohibited.  The resolutions authorizing the Parity Bonds and Junior 
Lien Bonds shall not permit acceleration or other event or circumstance whereby the principal of 
such obligations becomes immediately due and payable as a remedy upon an event of default. 

Section 9. Sale of the Bond.  

(a) The Commission has determined that it is in the best interest of the District to 
delegate to the General Manager, Chief Financial Officer, and Treasurer (each, a “Designated 
Representative”), the authority to approve the number of series and the series designations, final 
principal amounts, Issuance Date, denominations, principal payments, Interest Rate(s), payment 
dates, redemption provisions, and Maturity Date for each Bond issued under this resolution, 
provided that: 

(1) The aggregate principal amount (face amount) of all Bonds issued under 
this resolution does not exceed $300,000,000; 

 
(2) Each Bond issued under this resolution shall bear interest at a fixed rate or 

rates, as is acceptable to the Designated Representative; 
 
(3) Each Bond shall be subject to prepayment on any date prior to its Maturity 

Date at the option of the District;  
 
(4) Interest shall be payable at fixed rates semiannually on each January 1 and 

July 1, principal shall be payable annually on each January 1 and the final maturity date for all 
Bonds issued hereunder shall not be later than January 1, 2027;  

 
(5) Each Bond shall be sold at a price of par (100%); and 
 
(6) Each Bond shall be dated as of the date of its delivery to the Purchaser. 
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The terms of each Bond issued hereunder shall be set forth in the Bond.   

Subject to the conditions set forth herein, Bonds may be issued under this resolution from 
time to time from the effective date of this resolution until December 31, 2027.  The District may 
extend such authorization and/or modify the terms and conditions relating to the issuance of the 
Bonds authorized hereunder by adopting an amending resolution.  

In determining the number of series, the series designations, final principal amounts, date 
of each Bond, denominations, interest rates, payment dates, redemption provisions, and maturity 
dates for each Bond, a Designated Representative, in consultation with other District officials and 
staff and advisors, shall take into account those factors that, in his or her judgment, will result in 
the most favorable cost of the Bond to their maturity, including, but not limited to current financial 
market conditions and current interest rates for obligations comparable to such Bond. 

Each Bond issued under this resolution shall be sold to the Electric System of the District, 
as Purchaser, upon the determination by a Designated Representative that the conditions of this 
Section have been met, which determination shall be evidenced by the issuance of the Bond. 

Each Junior Lien Bond will be printed at District’s expense and will be delivered to the 
Electric System in accordance with this resolution. 

Section 10. Disposition of Bond Proceeds; Project Account.  There is hereby authorized 
to be created a special account of the District (the “Project Account”), which shall be held by the 
District. Proceeds of any Bond issued under this resolution shall be deposited into the Project 
Account and applied to pay (or to reimburse the District for) costs of the Improvements and to pay 
costs of issuance of any Bond. Money in the Project Account may, at the option of the District, be 
invested in Permitted Investments. Interest earnings on the Project Account shall remain in such 
account and be used for capital improvements. Payments from the Project Account shall be made 
in accordance with law and the District’s rules and procedures for the management and control of 
District funds.  The Commission hereby authorizes the District staff to pay the costs associated 
with issuing all Bonds under this resolution.  

Section 11. Reporting Requirements. The Bonds are exempt from ongoing disclosure 
requirements of the Rule and other reporting requirements.   

Section 12. Form of Bond.  The Bond shall be in substantially the form set forth in 
Exhibit B, which is incorporated herein by this reference, with such changes thereto as may be 
approved by a Designated Representative, consistent with the provisions of this resolution.  

Section 13. Execution of Bond.  The Bond shall be signed in the corporate name of the 
District with the manual or facsimile signature of the President of the Commission and attested by 
the manual or facsimile signature of the Secretary of the Commission.  The seal of the District 
shall be impressed on the Bond.   

Each Bond shall bear thereon a registration certificate, in the form set forth in Exhibit B, 
executed manually by the Registrar. Only such Bond as shall bear thereon such certificate of 
authentication shall be entitled to any right or benefit under this resolution, and no Bond shall be 
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valid or obligatory for any purpose until such certificate of authentication shall have been duly 
executed by the Registrar. Such certificate of the Registrar upon any Bond executed on behalf of 
the District shall be conclusive evidence that the Bond so authenticated has been duly authenticated 
and delivered and is enforceable under this resolution and that the owner thereof is entitled to the 
benefits of this resolution. 

In case either of the officers who shall have executed the Bond shall cease to be an officer 
or officers of the District before the Bond so signed shall have been issued by the District, the 
Bond may nevertheless be delivered and issued and upon such delivery and issuance shall be as 
binding upon the District as though those who signed the same had continued to be such officers 
of the District.  The Bond may also be signed and attested on behalf of the District by such persons 
as at the actual date of execution of such Bond shall be the proper officers of the District although 
at the original date of such Bond any such person shall not have been such Officer of the District. 

Section 14. Authorization to Officials and Agents.  The General Manager, Chief 
Financial Officer, and Treasurer of the District, the President and Secretary of the Commission, 
and each of the other appropriate officers and agents of the District are each hereby authorized and 
directed to take such steps, to do such other acts and things, and to execute such letters, certificates, 
agreements, papers, financing statements, assignments or instruments as in their judgment may be 
necessary, appropriate or desirable in order to carry out the terms and provisions of, and complete 
the transactions contemplated by, this resolution.   

Section 15. Miscellaneous.   

(a) Corrections.  Upon approval of the District’s General Counsel and Bond Counsel, 
the District Secretary is hereby authorized to make necessary corrections to this resolution, 
including but not limited to the correction of clerical errors; references to other local, state or 
federal laws, codes, rules, or regulations; numbering and section/subsection numbering; and other 
similar necessary corrections. 

(b) Resolution a Contract. The District agrees to comply with the provisions of this 
resolution in connection with each Bond issued hereunder. 

(c) Severability. If any one or more of the covenants or agreements provided in this 
resolution on the part of the District to be performed shall be declared by any court of competent 
jurisdiction to be contrary to law, then such covenant or covenants, agreement or agreements shall 
be null and void and shall be deemed separable from the remaining covenants and agreements, and 
shall in no way affect the validity of the other provisions of this resolution or of each Bond issued 
hereunder. 

(d) Prior Acts. All acts taken pursuant to the authority of this Resolution but prior to 
its effective date are hereby ratified and confirmed. 

Section 16 Effective Date of Resolution.  This resolution shall be in effect from and 
after its adoption in accordance with law. 
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ADOPTED by the Commission of Public Utility District No. 2 of Grant County, 
Washington, at a regular meeting thereof this 13th day of July, 2021. 

 
 
PUBLIC UTILITY DISTRICT NO. 2 OF GRANT 
COUNTY, WASHINGTON 
 
 
By: 

President and Commissioner 
 
 

Commissioner 
 
 

Commissioner 
 
 

Commissioner 
 
 

Commissioner 
ATTEST: 
 
 
Title: _________________________ 

 



 

CERTIFICATION 

 
I, the undersigned, Secretary of the Commission of Public Utility District No. 2 of Grant 

County, Washington (the “District”), and keeper of the records of the Commission (the 
“Commission”) DO HEREBY CERTIFY: 

1. That the attached is a true and correct copy of Resolution No. 8968 (the 
“Resolution”) of the Commission, duly adopted at a regular meeting thereof held on the 13th day 
of July, 2021. 

2. That said meeting was duly convened and held in all respects in accordance with 
law, including but not limited to Washington State Governor Inslee’s emergency proclamation No. 
20-28 issued on March 24, 2020, as amended and supplemented, temporarily suspending portions 
of the Open Public Meetings Act (chapter 42.30 RCW), and to the extent required by law, due and 
proper notice of such meeting was given; that a legal quorum was present throughout the meeting 
and a legally sufficient number of members of the Commission voted in the proper manner for the 
adoption of the Resolution; that all other requirements and proceedings incident to the proper 
adoption of the Resolution have been duly fulfilled, carried out and otherwise observed; and that 
I am authorized to execute this certificate. 

Dated this 13th day of July, 2021. 

 
 

        
Secretary of the Commission of  
Public Utility District No. 2 of  

Grant County, Washington  



 

EXHIBIT A 
 

OUTSTANDING PARITY BONDS AND OUTSTANDING JUNIOR LIEN BONDS 
 

Outstanding Parity Bonds Series 
Date of Final 

Maturity 
Original Principal 

Amount ($000)  
Priest Rapids Development Bonds 2005-Z 1/1/2033 $ 43,685 
 2006-Z 1/1/2036   36,370 
    
Wanapum Development Bonds 2006-Z 1/1/2043   96,845 
    
Priest Rapids Project Bonds 2010-L 1/1/2040 $ 173,915 
 2010-M 1/1/2027   90,000 
 2010-Z 1/1/2040   34,585 
 2012-B 1/1/2023   16,235 
 2012-M 1/1/2032   42,395 
 2012-Z 1/1/2035   14,480 
 2015-M 1/1/2040   90,000 
 2017-B 1/1/2031   7,905 
 2020-Z 1/1/2043   127,115 
 
 
 
 

2020-Z2 1/1/2044        220,060 

 
Outstanding Junior Lien Bonds 

 
Series 

Date of Final 
Maturity 

Original Principal 
Amount ($000) 

Priest Rapids Project Sub. Bonds 2014 1/1/2044 $ 45,500 
 2015 1/1/2045   27,040 
 2015B 1/1/2045   7,625 
 2016 1/1/2047   30,860 
 2017 1/1/2047   25,935 
 2017B 1/1/2048 86,300 
 2019 1/1/2049 110,000 
 2020 1/1/2043 79,581 
 2021 1/1/2051 30,000 
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EXHIBIT B 
 

FORM OF BOND 
 

Each Bond issued under this resolution shall be in substantially the following form:   
 
 

THIS BOND IS NOT TRANSFERRABLE 
 
No. [BOND CERTIFICATE NUMBER] $[PRINCIPAL AMOUNT] 
 

UNITED STATES OF AMERICA 
STATE OF WASHINGTON 

PUBLIC UTILITY DISTRICT NO. 2 OF GRANT COUNTY, WASHINGTON 
PRIEST RAPIDS HYDROELECTRIC PROJECT  

JUNIOR LIEN REVENUE BOND, [YEAR OF ISSUANCE]  
(TAXABLE) 

 
MATURITY DATE:   [INSERT FINAL MATURITY DATE] 
 
INTEREST RATE: FIXED RATE INTEREST AS SHOWN IN THE 

SCHEDULE ATTACHED HERETO 
 
REGISTERED OWNER: ELECTRIC SYSTEM – GRANT PUBLIC UTILITY 

DISTRICT NO. 2 OF GRANT COUNTY, 
WASHINGTON 

 
Public Utility District No. 2 of Grant County, Washington, a municipal corporation of the 

State of Washington (the “District”), for value received, hereby promises to pay to the Registered 
Owner, the principal of and interest on this bond from the date hereof or the most recent date to 
which interest has been paid or duly provided for, as shown in the debt service schedule attached 
as Exhibit A. Interest shall be calculated on the basis of a 360-day year consisting of 12 months of 
30 days each.  Principal of and interest on this bond are payable solely out of the special fund of 
the District named the “Priest Rapids Hydroelectric Project Junior Lien Bond Fund” created and 
established pursuant to Resolution No. 8747 of the District (the “Junior Lien Bond Fund”). Both 
principal of and interest on this bond are payable in lawful money of the United States of America.  

Authorization for Issuance; Definitions.  This bond is issued under and pursuant to 
Resolution No.  _____ of the District (the “Bond Resolution”), and under the authority of and in 
full compliance with the Constitution and laws of the State of Washington, including Title 54 and 
chapter 39.46 of the Revised Code of Washington. Capitalized terms used in this bond and not 
otherwise defined herein shall have the meanings given such terms in the Bond Resolution. 
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Sale of Bond.  This bond will be sold to the District's Electric System at the aggregate 
purchase price of $______________, which is the principal (par) amount of this bond, with no 
premium/discount.  

Prepayment. This bond may be prepaid in whole or in part by the District at any time. 

Purpose of Bond; Limited Subordinate Lien Obligations.  This bond is being issued to 
finance certain costs of improvements to the District’s Priest Rapids Project. This bond is secured 
by a charge and lien on the Gross Revenues and certain other money junior to the charge and lien 
on the Gross Revenues of the Parity Bonds then Outstanding, and on a parity with the District’s 
Junior Lien Bonds outstanding at the time of issuance of this bond and any Additional Junior Lien 
Bonds that may be issued from time to time in the future.  The District has reserved the right to 
issue Additional Junior Lien Bonds subject to the terms and conditions in the Bond Resolution. 

Copies of the Bond Resolution are on file at the principal office of the District, and 
reference thereto, and to any and all modifications and amendments thereof, is hereby made for a 
more complete description of the Gross Revenues available for the payment of the principal of, 
premium, if any, and interest on this junior lien bond and the rights and remedies of the owner of 
this bond with respect thereto, the terms and conditions upon which this bond has been issued, and 
the covenants of the District made for the benefit of the owners of this bond. 

The pledge of Gross Revenues securing payment of the principal of and premium, if any, 
and interest on the Parity Bonds then Outstanding and any future Parity Bonds is a lien and charge 
on the Gross Revenues superior to all other liens and charges of any kind or nature, including the 
Junior Lien Bonds subject to prior application of Gross Revenues for payment of Operating 
Expenses, as further described in the Bond Resolution. 

This bond is a special obligation of the District and is payable solely from the Junior Lien 
Bond Fund.  This bond shall not be deemed to constitute a general obligation or pledge of the faith 
and credit of the District or debt or pledge of the faith and credit of the State of Washington or any 
other municipal corporation or political subdivision thereof or a debt of any other system of the 
District except the Priest Rapids Project. 

Registration; Transfer; Validity.  The District and any other person may treat the person in 
whose name this bond is registered as the absolute owner hereof for the purpose of receiving 
payment hereof and for all purposes and shall not be affected by any notice to the contrary, whether 
this bond be overdue or not. 

This bond is NOT transferrable. 

This bond shall not be valid or become obligatory for any purpose or be entitled to any 
security or benefit under the Bond Resolution until the Registration Certificate hereon shall have 
been manually signed by the Registrar.   

Execution and delivery of this bond shall be evidence that the conditions in the Bond 
Resolution that must be met prior to the delivery of this bond have been satisfied and confirmed. 
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It is hereby certified, recited and declared that all acts, conditions and things required by 
the constitution and statutes of the State of Washington to exist, to have happened and to have 
been performed precedent to and in the issuance of this bond do exist, have happened and have 
been performed in due time, form and manner as prescribed by law, and that the amount of this 
bond, together with all other obligations or indebtedness of the District, does not exceed any 
constitutional or statutory limitations of indebtedness. 

IN WITNESS WHEREOF Public Utility District No. 2 of Grant County Washington by 
its Commission has caused this bond to be signed with the manual or facsimile signature of the 
President of the Commission and attested by the manual or facsimile signature of the Secretary 
thereof, and the seal of the District to be impressed hereon, as of this [DATE OF ISSUANCE]. 

 PUBLIC UTILITY DISTRICT NO. 2 OF  
 GRANT COUNTY, WASHINGTON 
(SEAL) 

 By  [manual or facsimile signature]  
 President of the Commission 

ATTEST: 
 
[manual or facsimile signature]  
Secretary of the Commission 

 
 

REGISTRATION CERTIFICATE 
 

This bond is registered in the name of the Registered Owner on the books of the District, 
in the office of the Treasurer of the District (the “Registrar”), as to both principal and interest, as 
shown in the registration blank below.  All payments of principal of and interest on this bond shall 
be made by the District to the Registered Owner as shown hereon and on the registration books of 
the Registrar. 

 
Date of Registration 

Name and Address of 
Registered Owner 

 
Signature of Registrar 

   
[DATE OF ISSUANCE] Electric System – Public Utility 

District No. 2 of Grant County 
 

_____________________ 
 30 C Street 

Ephrata, WA 98823 
Treasurer, Public Utility 
District No. 2 of Grant 
County, Washington 

 
 

PAYMENT SCHEDULE 
 

[ATTACH PAYMENT SCHEDULE FOR BOND] 







 
 
 
 Motion was made by ___________  and seconded by _____________ authorizing the General 
Manager/CEO, on behalf of Grant PUD, to execute Contract 130-10805A with Electrical Consultants, Inc. 
(ECI), in an amount not-to-exceed $900,000.00 and with a contract completion date of December 31, 
2025. 
 
 
 
 
 
 
xxxx 



M E M O R A N D U M            June 25, 2021 
 
 
TO:  Kevin Nordt, General Manager/Chief Executive Officer 
 
VIA:  Rich Wallen, Chief Operating Officer 
  Jeff Grizzel, Managing Director of Power Delivery 
  Jesus Lopez, Senior Manager of Power Delivery Engineering 
   
FROM:  Rudy Perez, Electrical Engineer  
 
SUBJECT: Award of Contracts 130-10805A and 130-10805B – Professional Services Agreement for 

Engineering Services 
 
Purpose: To request Commission approval to award: 
 

• Contract 130-10805A to Electrical Consultants, Inc. (ECI) to supply professional engineering 
services needed for development of new transmission system protection, control, and 
communication standards through December 31, 2025 

 
• Contract 130-10805B to Schweitzer Engineering Laboratories (SEL) Engineering Services, Inc. to 

supply professional engineering services needed for development of new transmission system 
protection, control, and communication standards through December 31, 2025 

 
Discussion: Power Delivery needs professional engineering services to develop updated protection, 
control, and communication standards to be implemented on the District’s 115kV and 230kV transmission 
system.  Development of these new standards requires specialized knowledge and analytical tools that 
the proposed engineering contractors routinely provide. 
 
On April 6th, 2021, the District began the evaluation process for RFP 130-10805 for Engineering Services 
for District Transmission Protection, Control and Automation Schemes. The District received responses 
from the following six firms: 
 

• Electrical Consultants, Inc. (ECI) 
• Schweitzer Engineering Laboratories (SEL) Engineering Services, Inc. 
• Burns and McDonnell 
• Commonwealth Associates, Inc. 
• Power Engineers, Inc. 
• Black and Veatch, Inc. 

  
An evaluation team consisting of members from Power Delivery Construction and Maintenance, CTO 
Telecom Network Services and Power Delivery Engineering convened virtually to review and evaluate the 
proposals. Each proposal was evaluated based on capability to deliver the scope of services specified, 
previous experience on similar projects, professional profile of key personnel, available support services 
and quality of project management plan. 
 



Based on the proposals received and virtual interviews conducted, Electrical Consultants, Inc. is 
recommended as the primary service provider with Schweitzer Engineering Laboratories Engineering 
Services, Inc. recommended as the alternate service provider.   
 
Two contractors have been selected to utilize each of the firms’ technical strengths demonstrated during 
proposal evaluation interviews.  One contractor appeared best qualified to deliver on the majority of the 
requirement, while the other was particularly strong on tele-communication technical development.  
Awarding to two contractors places the District in the advantageous position of utilizing both firms’ 
technical strengths at no additional cost.  Awarding to two firms also minimizes the District’s risk against 
any circumstances that would prevent a single provider from completing tasks in accordance with the 
District’s schedule requirements. 
 
The Professional Service Contracts are structured in a “not-to-exceed” manner and each individual task 
shall be authorized via a written scope of work agreed to by both the service provider and District. No 
service provider shall be authorized to commence any work prior to the completion and execution of a 
work scope document. There is no guaranteed minimum amount of work for any of these services. 
 
Justification: The protection and control equipment currently in use on the District’s transmission system 
have reached the end of useful life.  In particular, the protection relays and communication equipment 
are of vintage technology and, in many instances, no longer supported by the manufacturer.  The lack of 
manufacturer customer support for the outdated schemes and equipment poses a challenge to District 
crews when the need arises to troubleshoot unexpected operation.  An additional risk exists in the 
prospect of needing to scavenge parts should an unsupported device or component fail. 
 
The engineering work expected to be assigned via these Professional Service Contracts will result in 
modern protection, control, and communication standards for the District’s transmission system.  The 
standards are expected to be delivered in templatized format via schematic functional drawings, wiring 
diagrams, physical arrangement drawings, operations and maintenance manuals, configuration files, and 
associated training of District personnel.  These templatized standards will serve as the common base for 
development of protection, control, and communication designs for new, and improvements to existing, 
transmission switchyards. 
 
Power Delivery Engineering (PDE) has elected to develop these standards through the use of consultants 
since this type of engineering work is not routine at Grant PUD.  The proposed engineering firms are 
reputable companies with demonstrated experience and expertise gained developing similar standards 
for other utilities in the industry.  PDE expects this experience will lead to development of modern 
schemes, utilizing proven equipment currently deployed across the power utility industry.  Additionally, 
outsourcing some or most of this work to the proposed firms will allow in-house engineering staff to 
continue supporting day-to-day engineering work as well as new design work associated with system 
expansion to support load growth. 
 
The timing and schedule to develop these standards is important as this design work will be incorporated 
into approved transmission projects included in the Quincy Transmission Expansion Plan, Design Build 2, 
and the Quincy Solar Interconnection Switchyard.  The work is expected to be complete by mid-2022.  
Delay in development of these standards would directly impact the schedule of the mentioned projects 
already in progress. 
 



Financial Considerations: The Contracts shall have ”not to exceed” amounts of $900,000.00 for Electrical 
Consultants, Inc. (ECI) and $900,000.00 for Schweitzer Engineering Laboratories (SEL) Engineering 
Services, Inc. At this time, the total amount of work is variable and the District reserves the right to scale 
the services of the engineering firms as appropriate to meet the desired objectives.   
 
Additionally, the cost for these services will reduce internal labor for upcoming transmission projects, as 
well as provide future labor cost savings due to the templatized design standards expected. 
 
The proposed Contractor rates were reviewed and found to be consistent with rates negotiated for 
existing professional engineering services contracts currently in place. The costs for these services has 
been deemed direct design work for active capital projects and included in the 2021 capital budget and 
will be proposed to be extended into the 2022 budget under PID 103602, Cost Center EC4100.  
 
Recommendation: Commission approval to award: 
 

• Contract 130-10805A to Electrical Consultants, Inc. (ECI) to supply as needed professional 
engineering services for development of new transmission system protection, control and 
communication standards through December 31, 2025 for a not to exceed price of $900,000.00. 

 
• Contract 130-10805B to Schweitzer Engineering Laboratories (SEL) Engineering Services, Inc. to 

supply as needed professional engineering services for development of new transmission system 
protection, control and communication standards through December 31, 2025 for a not to exceed 
price of $900,000.00. 
 

Legal Review:  See attached e-mail(s). 



From: Jesus Lopez
To: Jeff Grizzel; Patrick Bishop; Rudy Perez
Cc: Sharon Lucas; Alicia Reynolds
Subject: RE: 130-10805A and 130-10805B
Date: Wednesday, June 30, 2021 10:28:22 AM

I have reviewed the memo and approve as written. 
 
Thanks Pat and Rudy for your work on this contract thus far.
 
Thanks,
Jesus
 

From: Jeff Grizzel <Jgrizzel@gcpud.org> 
Sent: Wednesday, June 30, 2021 10:01 AM
To: Patrick Bishop <Pbishop@gcpud.org>; Jesus Lopez <Jlopez@gcpud.org>; Rudy Perez
<Rperez1@gcpud.org>
Cc: Sharon Lucas <Slucas@gcpud.org>; Alicia Reynolds <areynolds@gcpud.org>
Subject: RE: 130-10805A and 130-10805B
 
I approve
 

From: Patrick Bishop <Pbishop@gcpud.org> 
Sent: Wednesday, June 30, 2021 9:17 AM
To: Jesus Lopez <Jlopez@gcpud.org>; Jeff Grizzel <Jgrizzel@gcpud.org>; Rudy Perez
<Rperez1@gcpud.org>
Cc: Sharon Lucas <Slucas@gcpud.org>; Alicia Reynolds <areynolds@gcpud.org>
Subject: RE: 130-10805A and 130-10805B
Importance: High
 
Jeff/Jesus/Rudy,
 
Attached is the revised Commission Memo detailing the project completion date but leaving the
flexibility for use through 2025.  If you concur, please provide your approvals by return email. 
Thank you.
 
From: Patrick Bishop 
Sent: Wednesday, June 30, 2021 7:00 AM
To: Jesus Lopez <Jlopez@gcpud.org>; Jeff Grizzel <Jgrizzel@gcpud.org>; Rudy Perez
<Rperez1@gcpud.org>
Cc: Sharon Lucas <Slucas@gcpud.org>; Alicia Reynolds <areynolds@gcpud.org>
Subject: FW: 130-10805A and 130-10805B
Importance: High
 
Good morning,
 
Contract 130-10805A with Electrical Consultants Inc. and Contract 130-10805B with SEL
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Engineering Services, Inc. have been approved for Commission Packet submission.  If you could
each please approve the attached memo by return email it will serve as you initialing off.  The Packet
deadline is 11:30 a.m. this morning.  Thank you.
 
From: Carol Mayer <Cmayer@gcpud.org> 
Sent: Tuesday, June 29, 2021 6:49 PM
To: Patrick Bishop <Pbishop@gcpud.org>
Subject: 130-10805A and 130-10805B
 
You have contract and legal approval to proceed with submission into the Commission packet.
 

Carol Mayer
Manager Procurement/Warehouse
 
OFFICE    509.754.5055
EXT.          2336
EMAIL      cmayer@gcpud.org
 

 
grantpud.org
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From: Rudy Perez
To: Patrick Bishop; Jesus Lopez; Jeff Grizzel
Cc: Sharon Lucas; Alicia Reynolds
Subject: RE: 130-10805A and 130-10805B
Date: Wednesday, June 30, 2021 9:19:29 AM
Attachments: image002.png

Pat,
 
I concur and approve.
 
Regards,
 
Rudy Perez, P.E.
Standards Engineer
Grant PUD
Ephrata, WA 98823
D: 509.754.5048
C: 509.855.2976
Email:
rperez1@gcpud.org
standards@gcpud.org
 
 

               
 
 
 

From: Patrick Bishop <Pbishop@gcpud.org> 
Sent: Wednesday, June 30, 2021 9:17 AM
To: Jesus Lopez <Jlopez@gcpud.org>; Jeff Grizzel <Jgrizzel@gcpud.org>; Rudy Perez
<Rperez1@gcpud.org>
Cc: Sharon Lucas <Slucas@gcpud.org>; Alicia Reynolds <areynolds@gcpud.org>
Subject: RE: 130-10805A and 130-10805B
Importance: High
 
Jeff/Jesus/Rudy,
 
Attached is the revised Commission Memo detailing the project completion date but leaving the
flexibility for use through 2025.  If you concur, please provide your approvals by return email. 
Thank you.
 
From: Patrick Bishop 
Sent: Wednesday, June 30, 2021 7:00 AM
To: Jesus Lopez <Jlopez@gcpud.org>; Jeff Grizzel <Jgrizzel@gcpud.org>; Rudy Perez
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<Rperez1@gcpud.org>
Cc: Sharon Lucas <Slucas@gcpud.org>; Alicia Reynolds <areynolds@gcpud.org>
Subject: FW: 130-10805A and 130-10805B
Importance: High
 
Good morning,
 
Contract 130-10805A with Electrical Consultants Inc. and Contract 130-10805B with SEL
Engineering Services, Inc. have been approved for Commission Packet submission.  If you could
each please approve the attached memo by return email it will serve as you initialing off.  The Packet
deadline is 11:30 a.m. this morning.  Thank you.
 
From: Carol Mayer <Cmayer@gcpud.org> 
Sent: Tuesday, June 29, 2021 6:49 PM
To: Patrick Bishop <Pbishop@gcpud.org>
Subject: 130-10805A and 130-10805B
 
You have contract and legal approval to proceed with submission into the Commission packet.
 

Carol Mayer
Manager Procurement/Warehouse
 
OFFICE    509.754.5055
EXT.          2336
EMAIL      cmayer@gcpud.org
 

 
grantpud.org
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AGREEMENT FOR PROFESSIONAL SERVICES 
 

This Agreement, effective upon full execution, is by and between Public Utility District No. 2 of 
Grant County, Washington (“District”) and Electrical Consultants, Inc. (“Contractor”); 

 
R e c i t a l s :  

 
 The District desires to obtain professional engineering services to develop and test protection, 
control, SCADA, and associated communication schemes used for protecting, controlling and automating 
transmission system equipment; and 
 
 The District's Senior Manager and Managing Director of Power Delivery believe professional 
engineering services are required to meet the District’s transmission protection and automation scheme 
needs that are above and beyond the ability of the District to perform with the existing staff levels; and  
 
 The Contractor, through an established review procedure as specified by RCW Chapter 39.80, has 
been selected and is willing to provide services on the terms and conditions hereinafter stated.   
 
 NOW, THEREFORE, in consideration of the mutual covenants herein, the parties hereto agree as 
follows: 
 
1. Scope of Services 

Contractor shall provide the District with engineering services associated with developing and 
testing of control, SCADA and associated communication schemes used for protecting, controlling 
and automating transmission system equipment as further described in Appendix “A”, Scope of 
Services Technical Requirements effective upon full execution.  

The District will authorize the Contractor to perform specific tasks by means of a Task 
Authorization for Professional Services (Appendix “D”) to be signed by both the District and the 
Contractor.  Such authorization may be issued by the District Representative.  The authorization 
will define the scope of the task, any time requirements and budget limitations.   

The District makes no guarantee as to the actual amount of work to be done.  The District reserves 
the right to suspend or terminate any authorized task at any time or to extend the Contract beyond 
the initial term by issuance of a Change Order in accordance with Section 5 to complete any work 
already initiated and/or authorized under the original term and scope of the Contract. 

Project closeout products required of the Contractor may include one or more of the following:  

A. Provide the required number of hard and electronic copies of implementation, 
configuration and testing manuals for controlling and automating protection schemes of 
transmission system equipment and facilities. 

B. Final project report describing the history of the project from design through 
commissioning noting all major components of the project and including detailed 
descriptions of problems or unique areas of the project. 

C. Provide "as-built" drawings of the completed control and automation protection scheme 
topologies in electronic format. 
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D. Project files in chronological order of all aspects of the project design (including design 
calculations) and implementation of the project. 

E. Provide reports, depositions and testimony as may be required in the course of 
administering projects.  Perform evaluations and analysis of the operation and maintenance 
practices and troubleshooting of problems encountered by the District in the administration 
of protection for its 115kV and 230kV transmission systems. 

Potential tasks the District may authorize the Contractor to perform include:    

A. Design and implementation of 115kV and 230kV transmission control and automation 
schemes used for protecting and ensuring continued reliable operation of the transmission 
systems as part of the Quincy Area Transmission Enhancement Project (QTEP). 

B. Design and implementation of 115kV and 230kV transmission control and automation 
schemes used for protecting and ensuring continued reliable operation of the transmission 
system for new transmission expansions and/or interconnections to the current system.  

C. Design and implementation of substation high voltage side protection modifications as 
required for ensuring continued reliable operation of the District’s 115kV and 230kV 
transmission system. 

D. Design and implementation of transmission voltage capacitor bank control and automation 
schemes as required for ensuring continued reliable operation of the District’s 115kV and 
230kV transmission system. 

E. Design and implementation of 230kV Ring Bus control and automation schemes as 
required for ensuring continued reliable operation of the District’s transmission system. 

F. Design and implementation of breaker and a half control and automation schemes as 
required for ensuring continued reliable operation of the District’s 115kV and 230kV 
transmission system.  

G. Design and implementation of transmission motor operated disconnect switch control and 
automation schemes in support of ensuring continued reliable operation of the District’s 
115kV and 230kV transmission systems. 

H. Design and implementation of communication interconnections to motor operated 
disconnect switches in support of ensuring continued reliable operation of the District’s 
115kV and 230kV transmission systems.  

I. Development, testing, and implementation of control and automation settings and/or 
configurations.  

J. System protection design, review, configuration, testing and/or commissioning. 

K. Development, testing, and implementation of transfer-trip schemes for District 
transmission infrastructure. 

L. Substation protective relaying design.  

M. Substation communications, automation, and/or SCADA design.  

N. Substation testing, commissioning, and device configuration.  

O. Communication, automation, and/or SCADA equipment testing, configuration, factory 
acceptance testing (FAT). 



Contract Documents 130-10805A 
   

 

 
 

3 

 

P. Develop control and automation protection scheme “standards” following the District’s 
transmission design criteria. 

Q. Other tasks as identified and approved.  

The Contractor shall provide all drawings, reports and construction packages in District standard 
computer format.  The Contractor will provide their own copies of said software packages unless 
the package is proprietary to the District.  These packages include, but are not limited to:  

• AutoCAD® Civil 3D District’s Version (Currently 2020)  

• Microsoft® Project (Currently MS Project 2019)  

• Microsoft® Word (Office365 or above)  

• Microsoft® Excel (Office365 or above) 

• Microsoft® Teams (Office365 or above) 

• SEL (Schweitzer Engineering Laboratories, Inc.) Relay and IED Software  

• GE Energy PSLF  

• ATP (http://www.emtp.org)  

• Power World Corp. with PV/QV tools and Available Transfer Capability options  

• Aspen One Liner 

• SPIDACALC 

2. Independent Contractor 

A. The Contractor shall operate as, and have the status of, an independent Contractor and will 
not be an agent or employee of the District nor will it be entitled to any employee benefits 
provided by the District.  All the Contractor’s activities will be conducted at its own risk 
and be in compliance with all federal, state and local laws. 

B. The Contractor shall perform its services with the level of skill, care and diligence normally 
provided by and expected of professional persons performing services similar to or like 
those to be performed hereunder.  Contractor understands that the District will be relying 
upon the accuracy, competency, credibility and completeness of the services provided by 
the Contractor hereunder and that the District and its customers will be utilizing the results 
of such services. 

C. The District assumes that the Contractor has the following, as a minimum set of 
engineering tools equipment, when in the field and the costs of these shall be included by 
Contractor overheads (individual billings for these items will not be allowed):  

• Vehicles (of any type) for transmission systems engineering work.  

• Electronic distance meters  

• Wheel type distance meters  

• Cellular phones  

• Two-way handheld radios 
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• Digital cameras  

• Laptops, iPads, tablets, desktops, including any and all computers, disks, printers, 
storage media, and other computing hardware. 

• Hammers  

• Range rods  

• Picks  

• Shovels  

• Machetes  

• Extension rods for measuring heights  

• Flagging ribbon  

• Stakes (District standard or equivalent)  

• Lath (District standard or equivalent)  

• Test lab equipment (for modeling and testing of relay configurations, confirmation 
of communication links).  

The Contractor shall maintain the same version of applicable software concurrent with the 
District.  

D. The Contractor shall have an Internet e-mail account for the purposes of electronic file 
transfers and routine communications with the District.  This requirement shall not 
eliminate the need for hard copy documentation as needed or warranted.  

E. The District will not be responsible for Contractor’s local, long distance, cell phone or 
other telephone charges associated with carrying out any Contract work.  These expenses 
are considered an overhead expense and included in the hourly wage. 

F. The District will not be responsible for Contractor’s computer time or use of software 
service fees.  The District considers these expenses an overhead expense and shall be 
included in the hourly wage. 

G. The equipment, tools, software, etc., listed above shall be included in Contractor’s hourly 
wage overheads as an operating expense.  These items shall not appear itemized on 
invoices.  The District expects the Contractor to be fully equipped with these items, as 
needed, to perform the services required.  

3. Term - Schedule 

This Agreement shall remain in full force and effect until December 31, 2025 or until terminated 
pursuant to Section 17.   

4. Compensation and Payment 

A. Compensation for services rendered and all reimbursable costs shall be per the rates set 
forth in Appendix “B”, Rate Schedule, which rates and costs shall not be subject to change 
until January 1, 2023.  Any changes to rates and costs shall only be on a prospective basis 
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and shall occur no more frequently than once every calendar year thereafter.  Each such 
change shall not exceed the lesser of i.) 5% or ii.) the percentage increase in the Bureau of 
Labor Statistics Consumer Price Index (CPI-U) for the West Urban region occurring during 
the immediately preceding calendar year for which CPI-U data is available.  Contractor 
shall notify the District in writing at least 30 days prior to any such rate increase going into 
effect.  A payment is considered made on the day it is mailed or is sent through electronic 
or wire transfer. 

In no event however, shall the total amount paid to Contractor for services and all 
reimbursable costs exceed the sum of $900,000.00 USD unless a Change Order authorizing 
the same is issued in accordance with Section 5 below.   

B. Contractor shall submit monthly invoices to the attention of: 

Public Utility District No. 2  
  of Grant County, Washington 
Attn:  Accounts Payable 
PO Box 878 
Ephrata, WA  98823  
Or AccountsPayable@gcpud.org  

C. Invoices shall include the Contract number and a detailed description of the work 
performed.  Any Labor Categories or reimbursable expenses shall be included on the 
invoice (see Appendix “B”). 

D. Payment will be made by the District upon completion of work following District approval 
of Contractor’s invoices.  Invoice shall be subject to the review and approval of the District.  
Invoice shall be in a detailed and clear manner supported by such information the District 
may require.  The District will make payment to Contractor within 30 days after District’s 
receipt and approval of said invoice. 

E. The District Representative may approve additional Contractor employees, personnel 
categories, and/or equipment rates to be added to the Rate Schedule, if applicable, provided 
that any additional employees have at least equivalent training and skills and are 
compensated at the same or lower rates than those listed on the current approved Rate 
Schedule for similar work.  There shall be no change in the total Contract not to exceed 
amount.  All additions must be approved in writing prior to performing services under the 
Contract. 

5. Change Orders 

Except as provided herein, no official, employee, agent or representative of the District is 
authorized to approve any change in this Contract and it shall be the responsibility of the Contractor 
before proceeding with any change, to satisfy himself that the execution of the written Change 
Order has been properly authorized on behalf of the District.  The District’s management has 
limited authority to approve Change Orders.  The current level and limitations of such authority are 
set forth in District Resolution No. 8609 which may be amended from time to time.  Otherwise, 
only the District’s Board of Commissioners may approve changes to this Contract. 

Charges or credits for the work covered by the approved changes shall be determined by written 
agreement of the parties and shall be made on Change Order form as reflected on Appendix “C”. 
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When a change is ordered by the District, as provided herein, a Change Order shall be executed by 
the District and the Contractor before any Change Order work is performed.  When requested, 
Contractor shall provide a detailed proposal for evaluation by the District, including details on 
proposed cost.  The District shall not be liable for any payment to Contractor, or claims arising 
there from, for Change Order work which is not first authorized in writing.  All terms and conditions 
contained in the Contract Documents shall be applicable to Change Order work.  Change Orders 
shall be issued on the form attached as Appendix “C” and shall specify any change in time required 
for completion of the work caused by the Change Order and, to the extent applicable, the amount 
of any increase or decrease in the Contract Price. 

6. Taxes 

A. Except for the Washington State retail sales and use taxes as may be levied upon the 
Contract, pursuant to RCW Chapters 82.08 and 82.12, the Contract Price includes and the 
Contractor shall have the full exclusive liability for the payment of all taxes, levies, duties 
and assessments of every nature due and payable in connection with this Contract or its 
employees and subcontractors performing work related to this Contract. 

B. Washington State retail sales tax and use taxes levied upon this Contract pursuant to RCW 
Chapters 82.08 and 82.12 are excluded from the rates and if applicable will be reimbursed 
as follows: 

1. If the Contractor has, or is required to have a valid Washington State sales tax 
identification number, the identification number shall be furnished to the District 
upon request.  The Contractor shall make payment of any Washington State retail 
sales and use taxes due and Contractor shall be reimbursed by the District for the 
same.  Contractor shall be solely responsible for any interest or penalties arising 
from late or untimely payment of said taxes. 

2. If the Contractor is not required to have a valid Washington State sales tax 
identification number, it shall notify the District of the same.  In such event, the 
District, after receiving proper invoices from Contractor, shall make payment of 
said Washington State retail sales and use taxes levied upon this Contract to the 
Washington State Department of Revenue. 

7. Hold Harmless and Indemnification 

Contractor shall, at its sole expense, indemnify, defend, save, and hold harmless the District, its 
officers, agents, and employees from all actual or potential claims or losses, including costs and 
legal fees at trial and on appeal, and damages or claims for damages to property or persons, suffered 
by anyone whomsoever, including the District, to the extent caused by any negligent act of or 
omission of the Contractor or its subcontractors, excluding damages caused by the negligence of 
the District, in the administration or performance of this Agreement or any subcontracts, and for 
which either of the parties, their officers, agents, or employees may or shall be liable.  In situations 
where liability for damages arises from claims of bodily injury to persons or damage to property, 
this indemnity provision shall be valid and enforceable only to the extent of the negligence of the 
Contractor or its subcontractors.  Contractor waives its immunity under industrial insurance, Title 
51 RCW, to the extent necessary to effectuate this indemnification/hold harmless agreement. 
Contractor’s indemnification obligation shall not apply to liability for damages arising out of bodily 
injury to a person or damage to property caused by the negligence of the District or its agents or 
employees and not attributable to any act or omission on the part of the Contractor.  In the event of 
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damages to a person or property caused by or resulting from the concurrent negligence of District 
or its agents or employees and the Contractor or its agents or employees, the Contractor’s indemnity 
obligation shall apply only to the extent of the Contractor’s (including that of its agents and 
employees) negligence. 

Contractor acknowledges that by entering into this Contract with the District, it has mutually 
negotiated the above indemnity provision with the District.  Contractor’s indemnity and defense 
obligations shall survive the termination or completion of the Contract and shall remain in full force 
and effect until satisfied in full. 

8. Insurance 

A. Prior to the commencement of any work under this Agreement, and at all times during the 
term of this Agreement, Contractor shall obtain and maintain continuously, at its own 
expense, a policy or policies of insurance with insurance companies rated A- VII or better 
by A. M. Best, as enumerated below.  Any significant deductible, self-insured retention or 
coverage via captive must be disclosed and is subject to approval by the District’s Risk 
Manager.  The cost of any claim payments falling within the deductible or self-insured 
retention shall be the responsibility of the Contractor and not recoverable under any part of 
this Contract.   

Contractor Required Insurance 
 

1. General Liability Insurance:  Commercial general liability insurance, covering 
all operations by or on behalf of Contractor against claims for bodily injury 
(including death) and property damage (including loss of use).  Such insurance 
shall provide coverage for: 

 
a. Premises and Operations; 

b. Products and Completed Operations;  

c. Contractual Liability; 

d. Personal Injury Liability (with deletion of the exclusion for liability 
assumed under Contract); 

e. Such insurance shall not exclude coverage for action-over liability claims; 
with the following minimum limits: 

f. $1,000,000 Each Occurrence 

g. $1,000,000 Personal Injury Liability 

h. $2,000,000 General Aggregate (per project) 

i. $2,000,000 Products and Completed Operations Aggregate 
 

Commercial general liability insurance will include the District as additional 
insured on a primary and non-contributory basis for ongoing operations.  A waiver 
of subrogation will apply in favor of the District.   

2. Workers’ Compensation and Stop Gap Employers Liability:  Workers’ 
Compensation Insurance as required by law for all employees. Employer’s 
Liability Insurance, including Occupational Disease coverage, in the amount of 
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$1,000,000 for Each Accident, Each Employee, and Policy Limit.  The 
Contractor expressly agrees to comply with all provisions of the Workers’ 
Compensation Laws of the states or countries where the work is being performed, 
including the provisions of Title 51 of the Revised Code of Washington for all 
work occurring in the State of Washington. 

If there is an exposure of injury or illness under the U.S. Longshore and Harbor 
Workers (USL&H) Act, Jones Act, or under U.S. laws, regulations or statutes 
applicable to maritime employees, coverage shall be included for such injuries or 
claims. Such coverage shall include USL&H and/or Maritime Employer’s 
Liability (MEL). 

3. Automobile Liability Insurance:  Automobile Liability insurance against claims 
of bodily injury (including death) and property damage (including loss of use) 
covering all owned, rented, leased, non-owned, and hired vehicles used in the 
performance of the work, with a minimum limit of $1,000,000 per accident for 
bodily injury and property damage combined and containing appropriate uninsured 
motorist and No-Fault insurance provision, when applicable. 

Automobile liability insurance will include the District as additional insured on a 
primary and non-contributory basis.  A waiver of subrogation will apply in favor 
of the District. 

4. Professional Liability/Network Security Insurance: Contractor shall obtain 
professional errors and omissions liability insurance in an amount of not less 
than $5,000,000 per claim and in the aggregate.  Coverage shall respond to 
wrongful acts in the rendering of, or failure to render, professional services under 
this Agreement, electronic data losses or damage or breaches of electronic data 
security including disclosures of private or confidential information of the District 
or any employee, participant or beneficiary of the Services provided by Contractor 
pursuant to this contract.  In the event of a claim and upon the District’s request, 
Contractor shall provide a copy of its Professional Liability/Network Security 
Insurance policy.  The Professional Liability Insurance retroactive coverage date 
shall be no later than the effective date of this 
agreement.  Contractor shall continuously maintain such insurance or purchase an 
extended reporting period providing that claims first made and reported to the 
insurance company within two years after termination of the Agreement will be 
deemed to have been made during the policy period.  

If Contractor shall hire subcontractor for all operations and risk involving 
professional network services exposure, this requirement may be satisfied by 
subcontractor’s policies.  Contractor shall impute the insurance requirements 
stated in this section to subcontractor by written contract or written agreement.  
Any exceptions must be mutually agreed in writing with the District. 

 
B. Evidence of Insurance - Prior to performing any services, and within 10 days after receipt 

of the Contract Award, the Contractor shall file with the District a Certificate of Insurance 
showing the Insuring Companies, policy numbers, effective dates, limits of liability and 
deductibles with a copy of the endorsement naming the District as an Additional Insured 
for each policy where indicated in Section A. 
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Failure of the District to demand such certificate or other evidence of compliance with 
these insurance requirements or failure of the District to identify a deficiency from the 
provided evidence shall not be construed as a waiver of the Contractor’s obligation to 
maintain such insurance.  Acceptance by the District of any certificate or other evidence of 
compliance does not constitute approval or agreement by the District that the insurance 
requirements have been met or that the policies shown in the certificates or other evidence 
are in compliance with the requirements. 

The District shall have the right but not the obligation of prohibiting the Contractor or 
subcontractor from entering the project site until such certificates or other evidence of 
insurance has been provided in full compliance with these requirements.  If the Contractor 
fails to maintain insurance as set forth above, the District may purchase such insurance at 
the Contractor’s expense.  The Contractor’s failure to maintain the required insurance may 
result in termination of this Contract at the District’s option. 

C. Subcontractors - Contractor shall ensure that each subcontractor meets the applicable 
insurance requirements and specifications of this Agreement.  All coverage for 
subcontractors shall be subject to all the requirements stated herein and applicable to their 
profession.  Contractor shall furnish the District with copies of certificates of insurance 
evidencing coverage for each subcontractor upon request. 

D. Cancellation of Insurance - The Contractor shall not cause any insurance policy to be 
canceled or permit any policy to lapse.  Insurance companies or Contractor shall provide 
30 days advance written notice to the District for cancellation or any material change in 
coverage or condition, and 10 days advance written notice for cancellation due to non-
payment.  Should the Contractor receive any notice of cancellation or notice of nonrenewal 
from its insurer(s), Contractor shall provide immediate notice to the District no later than 
two days following receipt of such notice from the insurer.  Notice to the District shall be 
delivered by facsimile or email. 

9. Assignment 

Contractor may not assign this Agreement, in whole or in part, voluntarily or by operation of law, 
unless approved in writing by the District. 

10. Records - Audit 

A. The results of all work and services performed by the Contractor hereunder shall become 
the property of the District upon completion of the work herein performed and shall be 
delivered to the District prior to final payment. 

B. Until the expiration of three years after final acceptance by District of all the work, 
Contractor shall keep and maintain complete and accurate records of its costs and expenses 
related to the work or this Contract in accordance with sound and generally accepted 
accounting principles applied on a consistent basis.  To the extent this Contract provided 
for compensation on a cost-reimbursable basis or whenever such records may, in the 
opinion of the District, be useful in determining any amounts payable to Contractor or 
District (e.g., the nature of a refund, credit or otherwise), Contractor shall provide District 
access to all such records for examination, copying and audit. 

11. Nondisclosure 
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Contractor agrees that it will not divulge to third parties, without the written consent of the District, 
any information obtained from or through District in connection with the performance of this 
Contract.  Contractor further agrees that it will not, without the prior written consent of District, 
disclose to any third party any information developed or obtained by the Contractor in the 
performance of this Contract and, if requested by District, to require its employees and 
subcontractors, if any, to execute a nondisclosure agreement prior to performing any services under 
this Contract.  Nothing in this section shall apply to: 

A. Information which is already in the Contractor’s possession not subject to any existing 
confidentiality provisions,  

B. Information which, at the time of disclosure, is in the public domain by having been printed 
and published and available to the public libraries or other public places where such data 
is usually collected, and  

C. Information required to be disclosed by court order or by an agency with appropriate 
jurisdiction. 

12. Public Records Act 

The District is subject to the disclosure obligations of the Washington Public Records Act of RCW 
42.56.  The Contractor expressly acknowledges and agrees that any information Contractor submits 
is subject to public disclosure pursuant to the Public Records Act or other applicable law and the 
District may disclose Contractor’s proposal and/or information at its sole discretion in accordance 
with its obligations under applicable law. 

13. Applicable Law 

Contractor shall comply with all applicable federal, state and local laws and regulations including 
amendments and changes as they occur.  All written instruments, agreements, specifications and 
other writing of whatsoever nature which relate to or are a part of this Agreement shall be construed, 
for all purposes, solely and exclusively in accordance and pursuant to the laws of the State of 
Washington.  The rights and obligations of the District and Contractor shall be governed by the 
laws of the State of Washington.  Venue of any action filed to enforce or interpret the provisions 
of this Agreement shall be exclusively in the Superior Court, County of Grant, State of Washington 
or the Federal District Court for the Eastern District of Washington at the District’s sole option.  In 
the event of litigation to enforce the provisions of this Agreement, the prevailing party shall be 
entitled to reasonable legal fees in addition to any other relief allowed. 

14. Subcontracts/Purchases 

The Contractor is not authorized to enter into any subcontracts or make any purchases of materials 
or equipment.   

15. Notices 

Any notice or other communication under this Contract given by either party shall be sent via email 
to the email address listed below, or mailed, properly addressed and stamped with the required 
postage, to the intended recipient at the address and to the attention of the person specified below 
and shall be deemed served when received and not mailed.  Either party may from time to time 
change such address by giving the other party notice of such change. 
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District      Contractor 
Rudy Perez     Josh Doering 
Public Utility District No. 2   Electrical Consultants, Inc. 

      of Grant County, Washington   5000 Meadows Road 
PO Box 878     Suite 240 
154 A Street SE     Lake Oswego, OR  97035  
Ephrata, WA  98823     (503) 747-2235 
(509) 754-5088 Ext. 2966   Joshua.Doering@eciusa.com 
Rperez1@gcpud.org 

   
For purposes of technical communications and work coordination only, the District designates 
Rudy Perez as its representative.  Said individual shall have no authority to authorize any activity 
which will result in any change in the amount payable to Contractor.  Such changes, if any, must 
be by written Change Order issued in accordance with Section 5 to be valid and binding on the 
District. 

16. Ownership of Work Product/Copyright   

A. All rights in the various work produced for or under this Agreement, including but not 
limited to study plans, results, drafts, charts, graphs, videos, summaries and any other forms 
of presentation, collectively referred to as “Work Product” shall belong to and be the 
exclusive property of the District.  Contractor shall not use the Work Product outside the 
scope of this Contract without express written permission from the District. 

B. Contractor acknowledges and agrees that all services/work are specifically ordered under 
an agreement with Public Utility District No. 2 of Grant County, Washington, and shall be 
considered “work made for hire” and “Work Product” for purposes of copyright.  All 
copyright interest in Work Product shall belong to and be the exclusive property of the 
District. 

C. Contractor shall attach and require each of its subcontractors to attach the following 
statement to all Work Product: 

©.  PUBLIC UTILITY DISTRICT NO. 2 OF GRANT COUNTY, WASHINGTON.  ALL 
RIGHTS RESERVED UNDER U.S. AND FOREIGN LAW, TREATIES AND 
CONVENTIONS. 

THE ATTACHED WORK WAS SPECIFICALLY ORDERED UNDER AN 
AGREEMENT WITH PUBLIC UTILITY DISTRICT NO. 2 OF GRANT COUNTY, 
WASHINGTON.  ALL RIGHTS IN THE VARIOUS WORK PRODUCED FOR OR 
UNDER THIS AGREEMENT, INCLUDING BUT NOT LIMITED TO STUDY PLANS 
AND STUDY RESULTS, DRAFTS, CHARTS, GRAPHS AND OTHER FORMS OF 
PRESENTATION, SUMMARIES AND FINAL WORK PRODUCTS, ARE THE 
EXCLUSIVE PROPERTY OF THE DISTRICT. 

D. Upon final acceptance or termination of this Agreement, Contractor shall immediately turn 
over to the District all Work Product.  This does not prevent the Contractor from making a 
file copy for their records. 

17. Termination 
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A. District may, at any time, for any reason, terminate Contractor's services in connection with 
this Agreement, or any part thereof, by designating that portion of the services to be 
terminated.  In case of termination pursuant to this Section A, District will make payment 
at the rates specified in this Agreement for services properly performed up to the date of 
termination.  However, in no event shall Contractor be entitled to any other payment to or 
any anticipated fee or profit on unperformed work. 

B. In the event of Contractor's breach or abandonment of this Contract, the District may 
thereupon and without further notice, terminate this Agreement.  The District without 
waiving any other remedies available to it, may retain any monies otherwise due Contractor 
under this Agreement to the extent such sums are required to compensate District, in whole 
or in part, for any loss or damage caused by Contractor's breach or abandonment. 

18. Non-Waiver 

No waiver of any provision of this Agreement, or any rights or obligations of either Party under 
this Agreement, shall be effective, except pursuant to a written instrument signed by the Party or 
Parties waiving compliance, and any such waiver shall be effective only in the specific instance 
and for the specific purpose stated in such writing.  The failure of either Party to require the 
performance of any term of this Agreement or the waiver of either Party of any breach under this 
Agreement shall not operate or be construed as a waiver of any other provision hereof, nor shall it 
be construed as a waiver of any subsequent breach by the other Party hereto. 

19. Physical Security 

It shall be the responsibility of the Contractor to ensure that its employees and those of its 
Subcontractors are informed of and abide by the District’s Contractor Security Plan Information as if 
fully set out herein a copy of which shall be provided to the Contractor at the preconstruction meeting 
or prior to beginning work.  Without limiting the foregoing, Contractor and its employees shall be 
required to:   

A. Keep all external gates and doors locked at all times and interior doors as directed. 

B. Visibly display ID badges on their person at all times.  

C. Stay out of unauthorized areas or in authorized areas outside of authorized work hours, 
without express authorization from the District. 

D. Provide proper notification to the appropriate parties, and sign in and out upon entry and exit 
to secured locations.  If unsure of who to notify, Contractor shall contact the District 
Representative. 

E. Immediately notify the District if any of Contractor’s employees no longer need access or 
have left the Contractor’s employment. 

F. Immediately report any lost or missing access device to the District Representative. A 
minimum charge will be assessed the Contractor in the amount of $50.00 per badge and the 
fee for lost or non-returned keys may include the cost to re-key the plant facilities.  The 
Contractor is strictly prohibited from making copies of keys. 



Contract Documents 130-10805A 
   

 

 
 

13 

 

G. Not permit ‘Tagging on’ through any controlled access point (i.e. person(s), authorized or 
unauthorized, following an authorized person through an entry point without individual use 
of their issued ID badge or key). 

H. Return all District property, including but not limited to keys and badges, to the District 
Representative when an individual’s access to the facility is no longer needed.  

The Contractor and any Subcontractors shall comply with the safety requirements of these Contract 
Documents (see Appendix “I”) and all District policies pertaining to COVID-19 located at 
https://www.grantpud.org/for-contractors. At a minimum, the Contractor shall ensure its 
employees have the following personal protective equipment (PPE) and use it as required for any 
and all Contract work performed. 

• Hard hat  

• High visibility vests  

• Safety glasses  

• Other job specific gear dependent on the particular job to perform and site location.  

If an emergency situation is created or observed by the Contractor, the District’s Dispatch Center 
should be contacted immediately.  To contact the Dispatch Center from: 

A. A District telephone, dial ext. 2237 or 2238. 

B. An outside telephone line, dial 1-800-216-5226.   

The Dispatch Center is manned 24 hours per day. 

20. Confidential Information 

The State of Washington, Federal Energy Regulatory Commission (FERC) and/or North American 
Reliability Corporation (NERC) has established regulations for the protection of sensitive plans, 
drawings and records defined as Security Sensitive Information (SSI), Critical Energy 
Infrastructure Information (CEII) and/or Bulk Electric System Cyber System Information (BCSI), 
reference Appendix “F”. In accordance with the Revised Code of Washington (RCW), FERC and 
NERC regulations, and using them as guidance, the District has identified and designated certain 
information as SSI, CEII, and/or BCSI (hereinafter referred to collectively as “Confidential 
Information”). Because of the sensitive nature of certain District Confidential Information that 
could be used in this Contract, Contractor is bound by the terms and conditions set forth in the Non-
Disclosure Agreement (NDA) previously executed with the District during the proposal process 
and included as Appendix “E”. 

21. Approval of Personnel Changes 

The Contractor shall submit to the District Representative for review and approval a proposed list 
of individuals who will have access to SSI, CEII, or BCSI or to restricted areas of District facilities.  
Unless otherwise required or prohibited by law, the Contractor shall supply the following 
information for each individual: full legal name, physical address, date of birth, qualifications, 
years’ of experience, lawful presence and eligibility to work in the United States of such individuals 
along with their experience and qualifications for the type of work they will perform. Subject to 
prior written authorization of District Representative, Contractor may add or change personnel on 

https://www.grantpud.org/for-contractors
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the approved list provided that the same identifying information listed above is provided to the 
District Representative for review and approval.  The Contractor shall submit to the District 
Representative all additions to the approved list of individuals along with the above listed 
information for review and approval.  The District reserves the right to deny approval of any 
proposed individual if, as determined by the District, such individual is unsatisfactory to the 
District.  The District will be the sole judge of such effect.  All personnel shall be subject to the 
nondisclosure provisions of this Contract which shall survive their replacement or termination as 
provided herein. 

22. Background Checks 

The District reserves the right to conduct or to require Contractor to conduct criminal background 
checks on its employee(s) before the District will grant such individuals access to secure areas of 
District facilities or Confidential Information. Criminal background checks may be conducted in 
such depth as the District reasonably determines to be necessary or appropriate for the type of 
access to be granted. Contractor shall execute one certification for each employee requiring a 
background check on the form provided by the District and attached hereto as Appendix “G”.  The 
cost of such background checks shall be borne by the Contractor.   

In the event the District determines in its sole discretion that an individual is unsatisfactory to the 
District or fails to provide a background check as requested by the District, the District reserves the 
right to require the Contractor to remove such individual from the job site and/or to exclude such 
individual from having any access to SSI, CEII, or BCSI. 

23. Qualification of Contractor’s Access Approval 

The District reserves the right to deny any Contractor or employee thereof access to hydro facilities 
or Confidential Information at the District’s sole discretion.  The District will be the sole judge of 
such effect.  All Contractors and employees thereof shall be subject to the nondisclosure provisions 
of this Contract.   

Further, the Contractor must provide the following prior to receiving Confidential Information 
and/or being granted access to secure areas: 

A. Provide resumes of Contractor’s personnel who may have access to Confidential 
Information or who will be working on site in a secure area at the project facilities.  The 
resumes shall include full legal name, physical address, date of birth, qualifications, years’ 
of experience, lawful presence and eligibility to work in the United States along with their 
qualifications for the type of work they will perform. 

B. Any individual requesting access to Bulk Electric System Cyber System Information 
(BCSI) shall complete the District’s CIP Protected Information Training course and 
provide a certificate of completion prior to receiving access to BCSI or protected areas. 

In the event the District determines in its sole discretion that an individual or Contractor is 
unsatisfactory or fails to provide a background check as requested by the District, or fails to provide 
the information listed above, the District reserves the right to exclude such individual or Contractor 
from secure areas and/or from having any access to Confidential Information. 

24. BCSI Training 
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In accordance with the requirements of Section 20, Confidential Information, Contractor shall 
ensure that its employees, subcontractors and employees of subcontractors or anyone having access 
shall complete the appropriate District CIP Security Training Program and provide the certificate 
of completion for each person with the executed Contract. 

All persons receiving Confidential Information or having access to secured sites shall complete CIP 
training prior to receiving such access and periodically, but no less than annually, thereafter. CIP 
training is conducted through the District’s learning management system (LMS).  LMS privileges 
will be coordinated through the District Representative. 

 
IN WITNESS WHEREOF, the Contractor and the District have executed this Agreement each by 

its proper respective officers and officials thereunto duly authorized the day and year first above written. 
 

 
Public Utility District No. 2  Electrical Consultants, Inc. 
  of Grant County, Washington 
 

By: {{CP1-Signature}}  By: {{CP2-Signature}} 

Name: {{CP1-FullName}}  Name: {{CP2-FullName}} 

Title: {{CP1-Title}}  Title: {{CP2-Title}} 

Date: {{CP1-DateSigned}}  Date: {{CP2-DateSigned}} 
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APPENDIX “A” 
SCOPE OF SERVICES TECHNICAL REQUIREMENTS  

 
The following provides a summary of the technical Scope of Services to be requested via Task 
Authorization: 

1. Develop a project plan, schedule and budget to execute the subsequent items listed in this Scope of 
Services list. 

 
A. Develop a data specification to assist in creating a project plan, schedule, and budget for 

development of Protection and Control (P&C) schemes applicable on the District transmission 
system.  Data specification shall include items such as planning, design, and CAD standards, typical 
design processes, and document/configuration handling procedures.  Other items shall be included 
in the data specification as deemed necessary by the Contractor. 

B. Acquire any additional information needed via conference call or in person meetings to formulate 
clear understanding of District’s standards. 

C. Propose the plan, schedule and budget to District for review, comment and/or subsequent approval. 
 

2. Develop a complete system of P&C schemes including SCADA, network communication, and security 
for implementation in future District transmission system (230 kV and 115 kV) projects.   

 
A. Bus Configurations: The schemes shall be expandable and applicable for use in the following bus 

configurations: 

i. Ring Bus 
ii. Breaker & Half 

iii. Double Bus – Double Breaker 
iv. Main/Aux 

B. Functionality: The design package shall include the following functions:   

i. Protection Schemes 
a. Line Protection using SEL-411L Relay 
b. Bus Protection using SEL-487B Relay 
c. Auto-Transformer Protection using SEL-487E 
d. Shunt Capacitor Bank using SEL-487 
e. Transfer Trip 

ii. Transfer Trip/Remote Communications 
a. End to End Relay Communication using Mirror Bit Transfer Trip (MBTT)  
b. Develop specification for processor to protect three terminal lines 
c. Develop specification for transfer trip communication Media 

iii. SCADA Control & Monitoring 
a. Remote Terminal Unit using SEL RTAC 

i. Local indication and control 
ii. Communication to SCADA Master equipment for indication and control 

iii. Data aggregation and manipulation 
b. Local Indication using ORIO I/O 

i. Local annunciation 
ii. Indication to Remote Terminal Unit 

c. SEL Team for event capture and communication 
d. Shunt Capacitor Bank Control 

iv. Network & Access Management 
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a. Switches using SEL-2740S Software Defined Network (SDN) 
i. SEL-2740S Software Defined Network (SDN)  

b. Security Gateway(s) using SEL-3620  
c. Firewalls using Fortinet F60D 

v. Business Access 
a. Wireless Access Point 
b. Local Business Switch 

i. PC connection 
ii. IP phone connection 

iii. Wireless connection point 
c. IP Phones 

vi. Propose any other scheme or functions for District consideration. Additional schemes or 
functions shall be those the Contractor has successfully implemented in other projects and are 
of sufficient technology maturity so as to minimize the resource/effort risk associated with 
leading edge, early adoption. 

C. Deliverables: Design package shall be sequenced in percent deliverable phases to allow for District 
review as specified in project plan.  Design documents shall be delivered in Microsoft Word, Excel, 
or other software approved by the District.  All design drawings shall be delivered in CAD format 
compatible with District CAD standards.  Deliverables shall include the following at minimum: 

i. Design specification document for each function to be developed.  Specification shall be 
approved by the District Representative before proceeding to design.  

ii. Templatized design drawings and documents including the following: 
a. Panel layout including parts and equipment Bill of Material (BOM) 
b. System one line 
c. AC & DC one-line 
d. AC three-line 
e. IED logic diagrams 
f. Wiring diagrams (denote pseudo equipment connection representation)) 

iii. LAN Communications block diagrams 
iv. Data flow diagrams 
v. Protection Relaying Criteria document (to include all settings) 

vi. Template IED configuration files (Protection IEDs, I/O IED and SCADA RTU) 
vii. Template SCADA GUI screens 

viii. Template protection IED front HMI screens 
ix. Site Signal list 

3. Support Documentation and Procedures. 
 

A. Pre-energization / Commissioning testing procedures.  

B. In-service and energization check list and procedure. 

C. Template Operator Manual covering local panel, GUI and IED HMI interfaces. 

D. Template package instruction manual on how to use the various template documents and files. 

E. Maintenance manual with procedures and practices for periodic checks, tests and troubleshooting 
guide. 
 

4. Lab testing to validate the template design packages (allow District personnel witness). 
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A. Work with District to purchase all materials and IEDs required to build the P&C, LAN and SCADA 
components developed in the template design package. 

B. Build the system in a lab environment. 

C. Test all the functions, data maps, IED logic, protection schemes, etc. in accordance with testing 
and commissioning procedures. 

D. Make any corrections to designs needed based on lab testing results. 

E. Disassemble and ship the lab test system to District. 
 

5. Training on use of new templates 

A. Develop training materials covering new designed schemes. 

B. Deliver training to District personnel covering template materials. 
 

6. Any other unforeseen tasks related to development of the District’s transmission P&C schemes. 
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APPENDIX “B” 
RATE SCHEDULE 

 
DIRECT EXPENSES: 

Rates are stated in US Dollars. 
 

Engineer's 
Classification 

Code 

Billing Rate Job 
Description 

Maximum 
Billing 
Hourly 

Rate 

Classification 

A Senior Project Manager II $244.00 Engineering/Management 
B Senior Project Manager I $201.00 Engineering/Management 
C Project Manager II $180.00 Engineering/Management 
D Project Manager I $161.00 Engineering/Management 
E Senior Engineer II $202.00 Engineering/Management 
F Senior Engineer I $173.00 Engineering/Management 
G Senior Project Supervisor $168.00 Engineering/Management 
H Project Supervisor $127.00 Engineering/Management 
I Project Engineer II $146.00 Engineering/Management 
J Project Engineer I 139.00 Engineering/Management 
K Associate Engineer II $143.00 Engineering/Management 
L Associate Engineer I $136.00 Engineering/Management 
M Design Engineer III $120.00 Engineering/Management 
N Design Engineer II $112.00 Engineering/Management 
O Design Engineer I $105.00 Engineering/Management 
P Senior Designer II $149.00 Engineering/Management 
Q Senior Designer I $134.00 Engineering/Management 
R Designer III $118.00 Engineering/Management 
S Designer II $103.00 Engineering/Management 
T Designer I $87.00 Engineering/Management 
U Project Controls Coordinator $185.00 Program Management/Support Staff 
V Project Controls Specialist III $143.00 Program Management/Support Staff 
W Project Controls Specialist II $112.00 Program Management/Support Staff 
X Project Controls Specialist I $95.00 Program Management/Support Staff 
Y Senior Drafter II $103.00 Program Management/Support Staff 
Z Senior Drafter I $100.00 Program Management/Support Staff 

AA Drafter III $90.00 Program Management/Support Staff 
BB Drafter II $88.00 Program Management/Support Staff 
CC Drafter I $77.00 Program Management/Support Staff 
DD Administrative – Executive $118.00 Program Management/Support Staff 
EE Administrative Assistant $80.00 Program Management/Support Staff 
FF Senior Surveyor $154.00 Survey/Real Estate 
GG Surveyor II $125.00 Survey/Real Estate 
HH Surveyor I $107.00 Survey/Real Estate 
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Fixed hourly billing rates shall be in US Dollars and include all i) payroll, payroll taxes and fringe benefits; 
ii) all reproduction and printing costs including electronic media; iii) communications costs including all 
phones, faxes, internet, postage, shipping, delivery, couriers; iv) computer, software, printers, scanners, 
office machines and related costs of operations including consumables; v) insurance costs; vi) indirect and 
overhead burden; and vii) profit.  
 
REIMBURSABLE EXPENSES: 
 
Reimbursable expenses are those reasonable and necessary costs incurred on or directly for the District’s 
project, including necessary transportation costs, meals and lodging.  Any actual expenses in non-US dollars 
will be converted using the conversion tables at www.x-rates.com for the applicable period.  
Reimbursement will be subject to the following limitations: 
 
Meals and Incidental Expenses: Meals and incidental expenses will be limited to the Federal Per Diem rate 
for meals and incidentals established for the location where lodging is obtained.  The current rate for all 
Grant County locations is $55.00 per day.  Federal Per Diem guidelines which includes the meal breakdown 
and Federal Per Diem rates for other locations can be found at www.gsa.gov. 
 
Lodging: Lodging will be billed at cost, including applicable taxes, not to exceed 200% of the Federal Per 
Diem maximum lodging rate for the location where the work is being performed.  The current federal 
maximum lodging rate for all Grant County locations is $96.00.  The District Representative may increase 
this limit in writing when circumstances require. 
 
Travel: Air travel (at coach class or equivalent), airport shuttles, etc. billed at cost.  Ground transportation 
by privately owned vehicle, if utilized, billed at the Internal Revenue Service mileage rate for privately 
owned vehicles in effect at the time of travel.  Expenses for a rental car, at cost, in the ratio of one mid-size 
class rental car for each three Contractor’s personnel directly engaged in performance of the work at the 

Engineer's 
Classification 

Code 

Billing Rate Job 
Description 

Maximum 
Billing 
Hourly 

Rate 

Classification 

II Survey Tech II $87.00 Survey/Real Estate 
JJ Survey Tech I $67.00 Survey/Real Estate 

KK Senior Real Estate Specialist $148.00 Survey/Real Estate 
LL Real Estate Specialist II $128.00 Survey/Real Estate 

MM Real Estate Specialist I $85.00 Survey/Real Estate 
NN Senior Protection & Controls Tech $202.00 Construction/Field Testing 
OO Protection & Controls Tech $140.00 Construction/Field Testing 
PP Construction Project Manager $200.00 Construction/Field Testing 
QQ Field Construction Manager $190.00 Construction/Field Testing 
RR Technician III/Inspector III $140.00 Construction/Field Testing 
SS Technician II/Inspector II $119.00 Construction/Field Testing 
TT Technician I/Inspector I $79.00 Construction/Field Testing 
UU Safety Specialist $139.00 Construction/Field Testing 

VV Principle $256.00 Corporate Project Mgmt./Technical 
Oversight 

WW Director/PhD $256.00 Corporate Project Mgmt./Technical 
Oversight 

http://www.x-rates.com/
http://www.gsa.gov/
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prevailing rental rates then in effect.  Rental car options such as refueling fees, GPS, collision & liability 
insurance, etc. will not be reimbursed by the District unless such options are approved in advance by the 
District Representative.  Appropriate insurance coverage should be included in the Contractor’s 
insurance policies.  
 
Other:  All other expenses will be based on actual costs and include appropriate documentation. 
 
Reimbursable expenses must be accompanied by receipts for airfare, hotel, and rental car, and any 
other support documentation as the District may require. 
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Sample Only 

APPENDIX “C” 
CHANGE ORDER 

NO. __ 
 
Pursuant to Section 5, the following changes are hereby incorporated into this Contract: 
 
A. Description of Change: 
 
 
 
 
B. Time of Completion:  The revised completion date shall be _____________. 
 OR 
 The completion date shall remain ___________. 
 
C. Contract Price Adjustment:  As a result of this Change Order, the not to exceed Contract Price shall 

remain unchanged (be increased/decreased by the sum of $_________ plus applicable sales tax).  
This Change Order shall not provide any basis for any other payments to or claims by the Contractor 
as a result of or arising out of the performance of the work described herein.  The new total revised 
maximum Contract Price is $_________, including changes incorporated by this Change Order.   

 
D. Except as specifically provided herein, all other Contract terms and conditions shall remain 

unchanged. 
 
 
Public Utility District No. 2    Electrical Consultants, Inc. 
  of Grant County, Washington   
 
 
Accepted By:  ________________________    Accepted By:  _________________________  
     
Name of Authorized Signature    Name of Authorized Signature 
Title        Title 
 
Date:  ______________________________    Date:  ________________________________   
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Sample Only 

APPENDIX “D” 
TASK AUTHORIZATION FOR 
PROFESSIONAL SERVICES 

 
 

Contract No.: 130-10805A Task Authorization No.:  Amendment No.:  

Project Name:  
 
The Scope of Services covered by this authorization shall be performed in accordance with all the terms and 
conditions in the above referenced Contract Documents which are incorporated herein by this reference.   
 
The District hereby requests and authorizes the Contractor to perform the following services:   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Compensation is to be paid in accordance with and subject to the limitations in Section 4.A of the Contract 
Documents.  In addition, the total cost of the above described work shall not exceed $  without 
advance amendment of this Task Authorization by the District.   
 
Public Utility District No. 2    Electrical Consultants, Inc. 
  of Grant County, Washington 
 
Approved for District     Accepted by Contractor 
 
By:  ________________________________  By:  _________________________________  
 
Print Name:  _________________________  Print Name:  __________________________  
 
Title: District Representative    Title:  ______________________________  
 
Date:  _______________________________  Date:  ________________________________ 
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Sample Only 

APPENDIX “E” 
NON-DISCLOSURE AGREEMENT 

 
This Non-Disclosure Agreement ("NDA") is entered into on the date shown on the signature page between 
Public Utility District No. 2 of Grant County, Washington ("District"), and 
_______________________________________________________________________, (“Contractor”), 
sometimes collectively referred to as the "Parties." 

RECITALS 

The District has identified and designated certain information as confidential.  For purposes of this 
Agreement, “Confidential Information” includes: 

• District customer information protected under RCW 19.29A, Consumers of Electricity;  

• District employee information; 

• District vendor information;  

• All technical and business information or material that has or could have commercial value or other 
interest in the business or prospective business of the District; 

• All information and material provided by the District which is not an open public record subject to 
disclosure under RCW 42.56, Public Records Act;   

• All information of which unauthorized disclosure could be detrimental to the interests of the 
District or its customers, whether or not such information is identified as Confidential Information; 
and 

• Any information identified and designated by the District as Security Sensitive Information (SSI), 
Critical Energy Infrastructure Information (CEII), and/or Bulk Electric System Cyber System 
Information (BCSI) in accordance with the State of Washington, Federal Energy Regulatory 
Commission (FERC) and/or North American Reliability Corporation (NERC), which have 
established regulations for the protection of sensitive plans, drawings, and records defined as SSI, 
CEII, and/or BCSI.  SSI, CEII, and BCSI are further defined in Appendix “F”. 

Because of the sensitive nature of such information that may be provided to the Contractor, Contractor must 
execute and deliver this NDA to the District prior to receiving such Confidential Information from the 
District. 

NOW, THEREFORE, the Parties agree as follows: 

 1. Incorporation by Reference.  The recitals set forth above are incorporated herein as if fully set 
forth. 

 2. Confidential Information Disclosure.  All information and drawings that are disclosed by the 
District to the Contractor, which are designated as confidential, SSI, CEII, and/or BCSI, shall be 
protected hereunder as Confidential Information.   
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Sample Only 

 3.  Non-Disclosure.  Subject to the provisions of Section 4 and unless the parties agree otherwise, this 
non-disclosure obligation shall survive the termination of this NDA.  Contractor shall not disclose 
or disseminate Confidential Information and shall: 

A. Restrict disclosure of Confidential Information solely to its agents and employees with a 
need to know and not disclose such Confidential Information to any others; and  

B. Advise and require all of its officers, agents, employees, representatives, prospective and 
successful subcontractors, consultants and employees thereof with access to the 
Confidential Information to execute an NDA in this same form with the District prior to 
allowing them access to the Confidential Information; and 

C. Use the Confidential Information provided hereunder only for purposes directly related to 
performance of the work Contract 130-10805A. 

D. In the event third parties attempt to obtain the Confidential Information by legal process, 
the Contractor agrees that it will not release or disclose any Confidential Information until 
the District has received notice of the legal process and has been given reasonable 
opportunity to contest such release of information and/or to assert the confidentiality 
privilege. 

4.  Ownership and Return of Confidential Information.  All Confidential Information shall remain 
the property of the District.  Contractor is responsible for safeguarding and returning all 
Confidential Information or shall certify, by signed, statement delivered to the District, the 
destruction of all original Confidential Information provided along with any copies made by the 
Contractor. Such delivery shall be to the District, Attention:  Patrick Bishop, PO Box 878, Ephrata, 
WA  98823. 

5. Compliance Audit.  The District may audit Contractor’s compliance with this NDA.  

6. Applicable Law.  This NDA is made under, and shall be construed according to, the laws of the 
State of Washington and the Federal Energy Regulatory Commission regulations. Venue for any 
action brought pursuant to this NDA shall, at the District’s option, be in Grant County Superior 
Court, Grant County, Washington or in the United States District Court for the Eastern District of 
Washington. 

7. Assignment.  This NDA may not be assigned. 

8. Violations.  Contractor understands and agrees that the District is providing the Confidential 
Information to Contractor in reliance upon this NDA, and Contractor will be fully responsible to 
the District for any damages or harm caused to the District by a breach of this NDA by Contractor 
or any of its officers, directors, agents, employees, subcontractors, consultants or affiliates. 
Contractor acknowledges and agrees that a breach of any of its promises or agreements contained 
herein will result in irreparable injury to the District for which there will be no adequate remedy at 
law, and the District shall be entitled to apply for equitable relief, including injunction and specific 
performance, in the event of any breach or threatened breach or intended breach of this NDA by 
Contractor.  Such remedies, however, shall not be deemed to be the exclusive remedies for any 
breach of the Agreement but shall be in addition to all other remedies available at law or in equity.  
In addition to injunctive relief, civil or criminal penalties may be imposed for each violation of this 
NDA.  
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Sample Only 

9. Attorney's Fees.  In the event it is necessary for the District to utilize the services of an attorney 
to enforce any of the terms of this NDA, it shall be entitled to compensation for its reasonable 
attorney's fees and costs. In the event any legal action becomes necessary to enforce the provisions 
of the NDA, the substantially prevailing party shall be entitled to reasonable attorney's fees and 
costs in addition to any other relief allowed, regardless of whether the dispute is settled by trial, 
trial and appeal, arbitration, mediation, negotiation or otherwise, and regardless of whether suit is 
formally filed. 

10. Corporate Authority; Binding Signatures.  The individual executing this NDA on behalf of 
Contractor warrants that he or she is an authorized signatory of the entity for which they are signing, 
and have sufficient institutional authority to execute this NDA. 

11. Electronic Signatures.  Signatures transmitted electronically shall be deemed valid execution of 
this NDA, binding on the parties.  

12. Effective Date and Term.  This NDA shall become effective immediately and remain in full force 
and effect until Contractor has returned all Confidential Information to the District provided, 
however, the obligations contained in Section 3 shall survive the termination of this NDA. 

 
CONTRACTOR:   Name:    _____________________________________________ 

    
  Address:   _____________________________________________ 
    
    _____________________________________________ 

      
    Phone:  _____________________________________________ 
 
    Email:  _____________________________________________ 

 
 

 
Signature:   _____________________________________________ 

 
Print Name:   _____________________________________________  

 
Title:    _____________________________________________ 
 

   
Date:   _____________________________________________ 
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APPENDIX “F” 
DEFINITION OF CEII, BCSI, AND SSI 

 
 
 

Definition of Critical Energy Infrastructure Information (CEII) 
 
The Critical Energy Infrastructure Information (CEII) guidelines of the Federal Energy Regulatory 
Commission (FERC) define CEII as specific engineering, vulnerability, operational or detailed design 
information about proposed or existing critical energy infrastructure (physical or virtual) that relates to the 
production, generation, transportation, transmission or distribution of energy, could be useful to a person 
planning an attack on critical infrastructure, is exempt from mandatory disclosure, and gives strategic 
information beyond the location of the critical infrastructure. 18 CFR §388.113 and RCW 42.56.520.  
 

 
Definition of Bulk Electric System Cyber System Information (BCSI) 

 
The North American Electric Reliability Corporation (NERC) has been designated by the FERC, through 
the Energy Policy Act of 2005, to establish and enforce standards and requirements for the reliable operation 
of the Bulk Electric System. The Bulk Electric System includes the District’s electrical generation 
resources, transmission lines, and interconnections with neighboring electric systems. Information related 
to the District’s Bulk Electric System Cyber Systems (BCS) is required to be protected due to the sensitive 
security nature of such information, and the need to protect public safety (hereinafter referred to as “BCSI”). 
BCSI generally (not exclusively) is defined as information about the BCS that could be used to gain 
unauthorized access or pose a security threat to the BCS and affect the reliable operations of the Bulk 
Electric System. The District is required to protect this information including, but not limited to, network 
topology/diagrams; floor plans for computing centers; equipment layouts; security configuration 
information and other information as defined in the NERC standards. FERC Order No. 706, issued January 
18, 2008; 18 CFR Part 40; and RCW 42.56.070.   
 
 

Definition of Security Sensitive Information (SSI) 
 
Security Sensitive Information is those portions of records assembled, prepared, or maintained to prevent, 
mitigate, or respond to criminal or terrorist acts, which are acts that significantly disrupt the ability of the 
District to fulfill its mission and goals and that manifest an extreme indifference to human life, the public 
disclosure of which would have a substantial likelihood of threatening public safety.  SSI includes: (a) 
Specific and unique vulnerability assessments or specific and unique response or deployment plans, 
including compiled underlying data collected in preparation of or essential to the assessments, or to the 
response or deployment plans;  (b) Records not subject to public disclosure under federal law that are shared 
by federal or international agencies, and information prepared from national security briefings provided to 
state or local government officials related to domestic preparedness for acts of terrorism;  and (c) 
Information regarding the infrastructure and security of computer and telecommunications networks, 
consisting of security passwords, security access codes and programs, access codes for secure software 
applications, security and service recovery plans, security risk assessments, and security test results to the 
extent that they identify specific system vulnerabilities. 
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APPENDIX “G” 
BACKGROUND CHECK/IDENTITY VERIFICATION BY CONTRACTOR/VENDOR 

 
 
Contractor Name: ___________________________ Date: _________________________  

Contract Number:  ___________________________       Procurement Officer:  ____________________ 

   Project Manager: _________________________ 
  

 
In accordance with NERC Reliability Standards CIP 002-011, we are providing Public Utility District No. 
2 of Grant County, Washington certification of background checks performed on personnel who will 
require authorized Unescorted Physical Access and/or Electronic Access to District High or Medium 
Impact BES Cyber Systems, and their associated EACMS and PACS.   
 
Accordingly, we certify that: 

1. A background check has been conducted on the following employee(s) that includes a seven year 
criminal history records check, a current residence check and a residence check at other locations 
where, during the seven years immediately prior to the date of the criminal history records check, the 
employee has resided for six consecutive months or more; and the assessment of the employee is 
consistent with the safe and efficient performance of the services and meets the minimum standard for 
criminal checks as set forth by the attached Evaluation Criteria.  

2. Employment eligibility identity verification has been completed to ensure employee is legally 
permitted to work in the United States. (Citizenship, Federal I-9 form verification) 

 
Employee Name Background 

Check 
Completion Date 

Indicate 
Pass (P) 
or Fail 

(F) 

Identity 
Verification 

Completion Date 

PRA Completion 
Date  

(District use 
only) 

     

     

     

     

     

     
 

(Do not send actual background check documents) 
 
Name of company where background check was performed: __________________________________ 
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Certified by:  ____________________________  Title: __________________________ 
 
Phone No.:   ____________________________  Email: _________________________ 
 
Return this form to: CIPDocuments@sp.gcpud.org  
 

***Access will not be granted until this Background Check has been completed and training taken*** 
 

These are sub-sections of the “Grant County PUD Personnel Risk Assessment Program” relevant to 
Vendor(s) and/or Contractor(s).  For the complete program please contact rcstaff@gcpud.org 
 
Evaluation Criteria: 
Contractors with physical or electronic access to District High or Medium Impact BES Cyber Systems and 
their associated EACMS and PACS, shall certify a background check was met using the following criteria: 

Whether the individual has ever been convicted of any of the following FELONIES: 

Murder 

Kidnapping 

Manslaughter 

Fraud, theft, and/or robbery 

Criminal sexual conduct 

Arson 

Whether the individual has ever been convicted of the following MISDEMEANORS: 

Violence related 

Honesty related 

Whether the individual has ever been convicted of a single misdemeanor, other than minor traffic offenses, 
which are generally defined as traffic offenses that did not involve property damage and/or personal injury. 

Individual is not currently awaiting adjudication on any criminal charge other than minor traffic offenses, 
which, again, are generally defined as traffic offenses that did not involve property damage and/or personal 
injury. 

In the event the individual has been convicted of a felony or misdemeanor, the Contractor shall not assign 
such individual to a District location without first discussing such conviction with the District and obtaining 
the approval of the District’s PRA Committee for such assignment in accordance with the District’s 
Personnel Risk Assessment Program. The District reserves the right to refuse the assignment of an 
individual who does not pass the above Evaluation Criteria after review and consideration of the extenuating 
circumstances by the District’s PRA Committee. 
 

FOR GRANT PUD USE ONLY 
 

     If Background Check failed enter date of PRA Committee Review: _________      Pass ___      Fail ___ 
             (Check one)  

     Signature of PRA Committee member: ___________________________________ 
 

 
  

mailto:rcstaff@gcpud.org
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APPENDIX “H” 
CIP-013 SUPPLY CHAIN RISK MANAGEMENT 

A. Introduction 

Public Utility District No. 2 of Grant County, Washington (herein called the "District" or “Grant 
PUD”), is mandated by the Federal Energy Regulatory Commission (“FERC”) and the North 
American Electric Reliability Corporation (“NERC”) to implement Critical Infrastructure 
Protection (“CIP”) reliability standard CIP-013-1 Cyber Security – Supply Chain Risk 
Management (herein called “CIP-013”), as may be amended.  CIP-013 requires the District to 
endeavor to negotiate the terms herein in order to assess the cyber security risk(s) to the Bulk 
Electric System (“BES”) 1  from Contractor products or services resulting from procuring and 
installing Contractor equipment and software. 
 
This document titled Appendix “H”, CIP-013 Supply Chain Risk Management (herein called “CIP-
013 Appendix”), identifies terms and conditions requested by the District to comply with CIP-013. 
 
TBD (herein called “Contractor”) is presented these terms that apply to District procurements of 
hardware, software (including patches/updates) and services manufactured, supplied, or performed 
by Contractor. 
 
The terms of this CIP-013 Appendix are applied at the sole discretion of the District for procured 
Contractor hardware, software, or services that are intended for use in BES Cyber Systems subject 
to CIP-013 or other contractual agreements deemed necessary by the District. 
 
Conformance to these terms influences product and service selection.  Non-conformance to these 
terms does not disqualify a product or service from consideration. 
 
District Contact Information 
 
Telephone:  (509) 754-0500, ext. 4193  
E-Mail:   cybersecurity@gcpud.org 
Mailing Address:  Grant County PUD 

Cyber Security 
PO Box 878 
Ephrata, WA  98823 

 
B. Requirement R1.2.1 

 
Notification by the Contractor of Contractor-identified incidents related to the products or services 
provided to the District that pose cyber security risk to the District. 
 

Contract Language 

Contractor agrees to notify the District as soon as reasonably possible, and no more than 48 hours, 
after the determination by telephone and e-mail, and subsequently via written letter, whenever a 
Security Incident occurs for Contractor products or services owned, licensed, or contracted by the 
District using the information listed in the “District Contact Information”, Section A of this CIP-
013 Appendix. 

 
1 Glossary of Terms Used in NERC Reliability Standards, describes “Bulk Electric System” and “District” definition. 
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The notice shall include, at a minimum, the date and time of the Security Incident occurrence 
(or the approximate date and time of the occurrence if the actual date and time of the occurrence 
is not precisely known) and a detailed summary of the facts and circumstances of the Security 
Incident, including a description of (a) why the Security Incident occurred (e.g., a precise 
description of the reason for the system failure or compromise), (b) the amount of District 
Information known or reasonably believed to have been subject to Information Theft and (c) 
the measures being taken to address and remedy the occurrence to prevent the same or a similar 
event from occurring in the future. 

Contractor shall provide written updates of the notice to the District addressing any new facts 
and circumstances learned after the initial written notice and shall provide such updates within 
a reasonable time after learning of those new facts and circumstances. 
 
Contractor shall cooperate with the District efforts to determine the risk to the BES posed by the 
Security Incident, including providing additional information regarding the Security Incident upon 
request from the District. 

C. Requirement R1.2.2 

Coordination of responses to Contractor-identified incidents related to the products or services 
provided to the District that pose cyber security risk to the District. 
 
Contract Language 
1. Development and Implementation of a Response Plan: 
 

Contractor shall identify its implemented policies and procedures that address Security 
Incidents (“Response Plan”) by mitigating the harmful effects of Security Incidents and 
addressing and remedying the occurrence to prevent the recurrence of Security Incidents 
in the future2. Contractor shall provide the District access to inspect its Response Plan. 
The development and implementation of the Response Plan shall follow best practices 
that, at a minimum, are consistent with the contingency planning requirements of the 
National Institute of Standards and Technology (“NIST”) Special Publication 800-61 Rev. 
23 and NIST Special Publication 800-53 Rev. 4 medium impact security controls for CP-
1 through CP-10 and IR-1 through IR-10 as may be amended4. 
 
Immediately upon learning of a Security Incident related to the products and services 
provided to the District, Contractor shall implement its Response Plan and, within 24 
hours of implementing its Response Plan, shall notify the District using each 
communications method listed in the “District Contact Information”, Section A of this 
document. 
 

2. Recurrence Prevention: 
 

Within 30 calendar days of a Security Incident, Contractor shall: 
 

a. Develop and execute a plan that reduces the likelihood of the same or a similar 
 

2 Language based on 45 C.F.R. § 164.308(a)(6)(i) and (ii). 
3 National Institute of Standards and Technology (NIST), Computer Security Incident Handling Guide, Special 

Publication 800-61 Rev. 2 (2012). 
4 NIST, Security and Privacy Controls for Federal Information Systems and Organizations, Special Publication 800- 
53 Rev. 4 (2012). 
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Security Incident from occurring in the future consistent with the 
requirements of its Response Plan and NIST Special Publication 800-61 Rev. 
2 and NIST Special Publication 800-184 as may be amended5, and shall 
communicate that plan to the District. 

b. Communicate recommended actions to be taken by the District on District-
controlled systems to reduce the risk of a recurrence of the same or a similar 
Security Incident, including, as appropriate, the provision of action plans and 
mitigating controls. 

c. Coordinate with the District in developing those action plans and mitigating 
controls. 

d. Provide the District guidance and recommendations for long-term 
remediation of any cyber security risks posed to District Information, 
equipment, systems, and networks as well as any information necessary to 
assist the District in any recovery efforts undertaken by the District in 
response to the Security Incident. 

3. Notification to Affected Parties: 
 

 Contractor shall, at its sole cost and expense, assist and cooperate with the 
District with respect to any investigation of a Security Incident, disclosures to 
affected parties, and other remedial measures as requested by the District in 
connection with a Security Incident or required under any applicable laws 
related to a Security Incident. 
 

 In the event a Security Incident results in District Information being Disclosed 
such that notification is required to be made to any person or entity, including 
without limitation any customer, shareholder, or current or former employee 
of the District under any applicable laws, including privacy and consumer 
protection laws, or pursuant to a request or directive from a governmental 
authority, such notification shall be provided by the District, except as 
required by applicable law or approved by the District in writing. The District 
will have sole control over the timing and method of providing such 
notification. 
 

4. Unrelated Security Incidents: 
 

In the event (a) Contractor’s confidential information has been corrupted or destroyed 
or has been accessed, acquired, compromised, modified, used or disclosed by any 
unauthorized person, or by any person in an unauthorized manner or for an 
unauthorized purpose; (b) Contractor knows or reasonably believes that an act or 
omission has compromised or may reasonably compromise the cybersecurity of the 
products and services provided by Contractor to an entity other than the District; or 
(c) Contractor receives any complaint, notice, or communication which relates 
directly or indirectly to (i) Contractor’s handling of confidential information or 
Contractor's compliance with applicable law in connection with confidential 
information or (ii) the cybersecurity of the products and services provided by 
Contractor to an entity other than the District (“Unrelated Security Incident”), 

 
5 NIST Special Publication 800-61 (Rev. 2) (2012) and NIST, Guide for Cybersecurity Event Recovery, Special 
Publication 800-184 (2016). 
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Contractor shall provide to the District a confidential report describing, to the extent 
legally and contractually permissible, a detailed summary of the facts and 
circumstances of the Unrelated Security Incident, including a description of (1) why 
the Unrelated Security Incident occurred, (2) the nature of the confidential 
information disclosed, and (3) the measures being taken to address and remedy the 
occurrence to prevent the same or a similar event from occurring in the future. 

D. Requirement R1.2.3 

Notification by Contractors when remote or onsite access should no longer be granted to Contractor 
representatives. 
Contract Language 

1. Development and Implementation of Access Control Policy: 

Contractor shall develop and implement policies and procedures to address the security of 
remote and on-site access to District Information, District systems and networks, and 
District property (an “Access Control Policy”) that is consistent with the personnel 
management requirements of NIST Special Publication 800-53 Rev. 4 medium impact 
security controls for AC-26, PE-27, PS-48, and PS-59, as may be amended, and also meets 
the following requirements: 

2. District Access Authority: 

In the course of furnishing products and services to the District under this CIP-013 
Appendix, Contractor shall not access, and shall not permit its employees, agents, 
contractors, subcontractors, partners, affiliates, and other personnel or entities within its 
control (“Contractor Personnel”) to access the District’s property, systems, or networks 
or District Information without the District’s prior express written authorization. Such 
written authorization may subsequently be revoked by the District at any time in its sole 
discretion. Further, any Contractor Personnel access shall be consistent with, and in no 
case exceed the scope of, any such approval granted by the District. All District 
authorized connectivity or attempted connectivity to District systems or networks shall 
be in conformity with District security policies as may be amended from time to time 
with notice to the Contractor. 

3. Contractor Review of Access: 

Contractor shall review and verify Contractor Personnel’s continued need for access 
and level of access to District Information and District systems, networks and property 
at the time of award and every six months thereafter until termination of Contract. 
Contractor shall retain evidence of the reviews for two years from the date of each 
review and evidence of reviews shall be made readily available upon the District’s 
request. 

4. Notification and Revocation: 

Contractor shall immediately notify the District using the e-mail listed in the “District 
Contact Information”, Section A of this document (no later than close of business on 
the same day as the day of termination or change set forth below) and shall immediately 

 
6 AC-2 covers Account Management. 
7 PE-2 covers Physical Access Authorization. 
8 PS-4 covers Personnel Termination. 
9 PS-5 covers Personnel Transfer. 
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take all steps necessary to remove Contractor Personnel’s access to any District 
Information, systems, networks, or property when: 

 

a. Any Contractor Personnel no longer requires such access in order to furnish 
the services or products provided by Contractor under this CIP-013 Appendix, 
 

b. Any Contractor Personnel is terminated or suspended or his or her 
employment is otherwise ended, 
 

 Contractor reasonably believes any Contractor Personnel poses a threat to the 
safe working environment at or to any District property, including to 
employees, customers, buildings, assets, systems, networks, trade secrets, 
data, confidential data, and/or employee or District Information, 
 

 There are any material adverse changes to any Contractor Personnel’s 
background history, including, without limitation, any information not 
previously known or reported in his or her background report or record, 

 Any Contractor Personnel fails to maintain conduct in accordance with the 
Contractor’s internal security policies, 

 Any Contractor Personnel loses his or her U.S. work authorization, or 

 Contractor’s provision of products and services to the District under this CIP-
013 Appendix is either completed or terminated, so that the District can 
discontinue electronic and/or physical access for such Contractor Personnel. 

Contractor shall take all steps reasonably necessary to immediately deny such 
Contractor Personnel electronic and physical access to District Information as 
well as District property, systems, or networks, including, but not limited to, 
removing and securing individual credentials and access badges, multifactor 
tokens, and laptops, as applicable, and shall return to the District any District-
issued property including, but not limited to, District photo ID badge, keys, 
parking pass, documents, or electronic devices in the possession of such 
Contractor Personnel. Contractor shall notify the District using each 
communication method listed in the “District Contact Information”, Section 
A of this document once access to District Information as well as District 
property, systems, and networks have been removed. 

 
E.  Requirement R1.2.4 

Disclosure and remediation by Contractors of known vulnerabilities related to the products or 
services provided to the District. 

Contract Language 

1. Contractor shall develop and implement policies and procedures to address the 
disclosure and remediation by Contractor of vulnerabilities and material defects related 
to the products and services provided to the District under this CIP-013 Appendix 
including the following: 

a. Prior to the delivery of the procured product or service, Contractor shall 
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provide summary documentation of publicly disclosed vulnerabilities and 
material defects related to the procured product or services, the potential 
impact of such vulnerabilities and material defects, the status of Contractor’s 
efforts to mitigate those publicly disclosed vulnerabilities and material 
defects, and Contractor’s recommended corrective actions, compensating 
security controls, mitigations, and/or procedural workarounds10. 

b. Contractor shall provide summary documentation of vulnerabilities and 
material defects in the procured product or services within 30 calendar days 
after such vulnerabilities and material defects become known to Contractor. 
This includes summary documentation on vulnerabilities that have not been 
publicly disclosed or have only been identified after the delivery of the 
product. The summary documentation shall include a description of each 
vulnerability and material defects and its potential impact, root cause, and 
recommended corrective actions, compensating security controls, 
mitigations, and/or procedural workarounds.11 

c. Contractor shall disclose the existence of all known methods for bypassing 
computer authentication in the procured product or services, often referred to 
as backdoors, and provide written documentation that all such backdoors 
created by Contractor have been permanently deleted or disabled.12 

Contractor shall implement a vulnerability detection and remediation program 
consistent with NIST Special Publication 800-53 Rev. 4 medium impact 
security controls for RA-513, SA-1114, and SI-2, as may be amended15. 

2 .  Vulnerabilities Disclosure: 

Whether or not publicly disclosed by Contractor and notwithstanding any other 
limitation in this CIP-013 Appendix, the District may disclose any vulnerabilities or 
material defects in the products and services provided by Contractor to (a) the 
Electricity Information Sharing and Analysis Center (E-ISAC), the Industrial Control 
Systems Cyber Emergency Response Team (ICS-CERT), or any equivalent entity, (b) 
to any entity when necessary to preserve the reliability of the BES as determined by 
the District in its sole discretion, or (c) any entity required by applicable law. 

F. Requirement R1.2.5 

Verification of software integrity and authenticity of all software and patches provided by the 
Contractor for use in the BES Cyber System. 

Contract Language 

1. Hardware, Firmware, Software, and Patch Integrity and Authenticity: 

 
10 Based on language in Energy Sector Control Systems Working Group (ESCSWG) Procurement Guidance § 3.2.1. 
 
11 Based on language in ESCSWG Procurement Guidance § 3.2.2. 
 
12 Based on language in ESCSWG Procurement Guidance § 2.1.5. 
 
13 RA-5 covers Vulnerability Scanning. 
14 SA-11 covers Developer Security Testing and Evaluation. 
 
15 SI-2 covers Flaw Remediation. 
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 Contractor shall establish, document, and implement risk management 
practices for supply chain delivery of hardware, software (including patches), 
and firmware provided under this CIP-013 Appendix.  Contractor shall 
provide documentation on its: chain-of-custody practices, inventory 
management program (including the location and protection of spare parts), 
information protection practices, integrity management program for 
components provided by sub-suppliers, instructions on how to request 
replacement parts, commitment to ensure that for 10 years from the date of 
purchase, spare parts shall be made available by Contractor. 

 Contractor shall specify how digital delivery for procured products (e.g., 
software and data), including patches, shall be validated and monitored to 
ensure the digital delivery remains as specified.  If the District deems that it 
is warranted, Contractor shall apply encryption to protect procured products 
throughout the delivery process. 

 Contractor shall specify how physical delivery for procured products (e.g., 
software and data on physical media) including patches shall be secured to 
ensure that delivery remains as specified.  If the District deems that it is 
warranted, Contractor shall apply encryption to protect procured products 
throughout the delivery process. 

1) If Contractor provides software or patches to the District, Contractor 
shall publish or provide a hash conforming to the Federal Information 
Processing Standard (“FIPS”) 140-316or similar standard information 
on the software and patches to enable the District to use the hash value 
as a checksum to independently verify the integrity of the software 
and patches and avoid downloading the software or patches from 
Contractor’s website that has been surreptitiously infected with a 
virus or otherwise corrupted without the knowledge of Contractor. 

2) Contractor shall identify the country (or countries) of origin of the 
procured product and its components (including hardware, software, 
and firmware). Contractor shall identify the countries where the 
development, manufacturing, maintenance, and service for the 
product are provided.  Contractor shall notify the District of changes 
in the list of countries where product maintenance or other services 
are provided in support of the procured product.  This notification 
shall occur 180 calendar days prior to initiating a change in the list of 
countries or within 7 calendar days of Contractor identifying that a 
country of origin list change for procured products and components 
has occurred without their prior knowledge. 

3) Contractor shall use trusted channels to ship procured products, such 
as U.S. registered mail. 

4) Contractor shall demonstrate a capability for detecting unauthorized 
access throughout the delivery process. 

5) Contractor shall demonstrate chain-of-custody documentation for 
procured products as determined by the District in its sole discretion 
and require tamper-evident packaging for the delivery of this 

 
16 Federal Information Processing Standard (“FIPS”) 140-2, Security Requirements for Cryptographic Modules 
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hardware, including software delivered on physical media. 
 

2. Patching Governance: 

a. Prior to the delivery of any products and services to the District or any 
connection of electronic devices, assets or equipment to the District’s 
electronic equipment, Contractor shall provide documentation regarding its 
patch management and vulnerability management/mitigation programs and 
update process (including third-party hardware, software, and firmware) for 
products, services, and any electronic device, asset, or equipment required to 
be connected to District assets during the provision of products and services 
under this CIP-013 Appendix. This documentation shall include information 
regarding: 

1) The resources and technical capabilities to sustain this program and 
process such as Contractor’s method or recommendation for how the 
integrity of a patch is validated by the District; and 

2) Contractor's approach and capability to remediate newly reported 
zero-day vulnerabilities. 

b. Unless otherwise approved by the District in writing, current or supported 
version of Contractor products and services shall not require the use of out-
of-date, unsupported, or end-of-life version of third-party components (e.g., 
Java, Flash, Apache, web browser, DLLs, databases, etc.). 

c. Contractor shall verify and provide documentation that procured products 
(including third-party hardware, software, firmware, and services) have 
appropriate updates and patches installed prior to delivery to the District. 

d. In providing the products and services described in this CIP-013 Appendix 
Contractor shall provide appropriate software and firmware updates to 
remediate newly discovered non-critical vulnerabilities or weaknesses within 
45 calendar days from the Contractor’s date of discovery. Updates to 
remediate critical vulnerabilities shall be provided to the District within 30 
calendar days.  If updates cannot be made available by Contractor within the 
specified time period, Contractor shall provide mitigations and/or 
workarounds for the respective non-critical or critical vulnerability 
remediation within 15 calendar days of the Contractor’s date of discovery. 

e. When third-party hardware, software (including open-source software), and 
firmware is provided by Contractor to the District, Contractor shall provide 
appropriate hardware, software, and firmware updates to remediate newly 
discovered non-critical vulnerabilities or weaknesses within 90 calendar days. 
Updates to remediate critical vulnerabilities shall be provided within a shorter 
period than other updates, within 30 calendar days.  If updates cannot be made 
available by Contractor within the specified time period, Contractor shall 
provide mitigations and/or workarounds within 30 calendar days after the 
respective non-critical or critical vulnerability remediation time period 
elapses. 

3. Viruses, Firmware and Malware: 

a. Contractor shall use reasonable efforts to investigate whether computer 
viruses or malware are present in any software or patches before providing 
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such software or patches to the District. 

b. Contractor warrants that it has no knowledge of any computer viruses or 
malware coded or introduced into any software or patches, and Contractor 
shall not insert any code which would have the effect of disabling or otherwise 
shutting down all or a portion of such software, damaging information or 
functionality, propagating malicious code to other District assets, applying 
security bypass mechanisms (i.e., backdoors), or compromising any other 
cyber security mechanism. 

c. When install files, scripts, firmware, or other Contractor delivered software 
solutions are flagged as malicious, infected, or suspicious by an anti-virus 
Contractor through open source solutions like “Virus Total,” Contractor must 
provide technical proof as to why the “false positive” hit has taken place to 
ensure their code’s supply chain has not been compromised. 

d. If a virus or other malware is found to have been coded or otherwise 
introduced as a result of Contractor’s breach of its obligations under this CIP-
013 Appendix, Contractor shall immediately and at its own cost: 

1) Take all necessary remedial actions and provide assistance to the 
District to eliminate the virus or other malware throughout the 
District’s information networks, computer systems, and information 
systems, regardless of whether such systems or networks are operated 
by or on behalf of the District; and 

2) If the virus or other malware causes a loss of operational efficiency 
or any loss of data (a) where Contractor is obligated under this CIP-
013 Appendix to back up such data, take all steps necessary and 
provide all assistance required by the District and its affiliates, and 
(b) where Contractor is not obligated under this CIP-013 Appendix to 
back up such data, use commercially reasonable efforts, in each case 
to mitigate the loss of or damage to such data and to restore the 
efficiency of such data. 

4. End of Life Operating Systems: 

a. Contractor-delivered solutions shall not be allowed to reside on end-of-life 
operating systems, or any operating system that will go end-of-life in under 
12 months from the date of installation. 

b. Contractor solutions shall support the latest versions of workstation-class 
operating systems on which Contractor-provided software functions within 
six months from official public release of the operating system version. 

c. Contractor solutions shall support the latest versions of server-class operating 
systems on which Contractor-provided software functions within nine months 
from official public release of the operating system version. 

5. Cryptographic Requirements: 

a. Contractor shall document how the cryptographic system protects the 
confidentiality, data integrity, authentication, and non-repudiation of devices and 
data flows in the underlying system as specified by the District. This 
documentation shall include, but not be limited to, the following: 

1) The cryptographic methods (hash functions, symmetric key 
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algorithms, or asymmetric key algorithms) and primitives (e.g., 
Secure Hash Algorithm [SHA]- 256, Advanced Encryption Standard 
[AES]-128, RSA, and Digital Signature Algorithm [DSA]-2048) that 
are implemented in the system, and how these methods are to be 
implemented. 

2) The preoperational and operational phases of key establishment, 
deployment, ongoing validation, and revocation. 

a) Contractor shall use only “approved” cryptographic methods 
as defined in the FIPS 140- 2 Standard when enabling 
encryption on its products. 

b) Contractor shall provide an automated remote key-
establishment (update) method that protects the 
confidentiality and integrity of the cryptographic keys. 

c) Contractor shall ensure that: 

i. The system implementation includes the capability 
for configurable cryptoperiods (the life span of 
cryptographic key usage) in accordance with the 
Suggested Cryptoperiods for Key Types found in 
Table 1 of NIST 800-57 Part 1 Rev. 4 [6], as may be 
amended. 

ii. The key update method supports remote re-keying of 
all devices within 48 hours as part of normal system 
operations. 

iii. Emergency re-keying of all devices can be remotely 
performed within 24 hours. 

d) Contractor shall provide a method for updating cryptographic 
primitives or algorithms. 

G. Requirement R1.2.6 

Coordination of controls for (i) Contractor-initiated Interactive Remote Access, and (ii) system-to-
system remote access with a Contractor(s). 

 Contract Language 

Contractor shall coordinate with the District on all remote access to District systems and networks, 
regardless of interactivity, and shall comply with any controls for interactive remote access and 
system-to-system remote access sessions requested by the District. 

1. Controls for Remote Access: Contractors that directly, or through any of their 
affiliates, subcontractors or service providers, connect to the District’s systems or 
networks agree to the additional following protective measures: 

a. Contractor shall not access, and shall not permit any other person or entity to 
access District systems or networks without District authorization and any 
such actual or attempted access shall be consistent with any such 
authorization. 

b. Contractor shall implement processes designed to protect credentials as they 
travel throughout the network and shall ensure that network devices have 
encryption enabled for network authentication to prevent possible exposure 
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of credentials. 

c. Contractor shall ensure Contractor Personnel do not use any virtual private 
network or other device to simultaneously connect machines on any District 
system or network to any machines on any Contractor or third-party systems, 
without 

1) using only a remote access method consistent with the District’s 
remote access control policies, 

2) providing the District with the full name of each individual who uses 
any such remote access method and the phone number and email 
address at which the individual may be reached while using the 
remote access method, and 

3) ensuring that any computer used by Contractor Personnel to remotely 
access any District system or network will not simultaneously access 
the Internet or any other third-party system or network while logged 
on to District systems or networks. 

d. Contractor shall ensure Contractor Personnel accessing District networks are 
uniquely identified and that accounts are not shared between Contractor 
Personnel. 

H. Supporting Provisions 

Contract Language 

1. Contractor Cybersecurity Policy: 

Contractor shall provide to the District the Contractor’s cybersecurity policy, which 
shall be consistent with NIST Special Publication 800-53 (Rev. 4) as may be amended. 
Contractor shall implement and comply with that cybersecurity policy. 

Any changes to Contractor’s cybersecurity policy as applied to products and services 
provided to the District under this CIP-013 Appendix and District Information that are 
inconsistent with the security requirements of NIST Special Publication 800-53 (Rev. 4) 
as may be amended shall be subject to review and approval by the District prior to 
implementation by Contractor. 

2. Return or Destruction of District Information: 

Upon completion of the delivery of the products and services to be provided under this 
CIP-013 Appendix, or at any time upon the District’s request, Contractor shall return to 
the District all hardware and removable media provided by the District containing District 
Information. District Information in such returned hardware and removable media shall 
not be removed or altered in any way. The hardware should be physically sealed and 
returned via a bonded courier or as otherwise directed by the District. If the hardware or 
removable media containing District Information is owned by Contractor or a third-party, 
a notarized statement detailing the destruction method used and the data sets involved, the 
date of destruction, and the entity or individual who performed the destruction shall be 
sent to the District using the e-mail listed in the “District Contact Information”, Section 
A of this document within 15 calendar days after completion of the delivery of the 
products and services to be provided under this CIP-013 Appendix, or at any time upon 
the District’s request. Contractor’s destruction or erasure of District Information pursuant 
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to this Section shall comply with best industry practices (e.g., Department of Defense 
5220-22-M Standard, as may be amended). 

3. Audit Rights: 

The District or its third-party designee may, but is not obligated to, perform audits and 
security tests of Contractor’s IT or systems environment and procedural controls to 
determine Contractor’s compliance with the system, network, data, and information 
security requirements of this CIP-013 Appendix. These audits and tests may include 
coordinated security tests, interviews of relevant personnel, review of documentation, 
and technical inspection of systems and networks as they relate to the receipt, 
maintenance, use, retention, and authorized destruction of District Information. 
Contractor shall provide all information reasonably requested by the District in 
connection with any such audits and shall provide reasonable access and assistance to 
the District upon request. Contractor shall comply, within reasonable timeframes at its 
own cost and expense, with all reasonable recommendations that result from such 
inspections, tests, and audits. The District reserves the right to view, upon request, any 
original security reports that Contractor has undertaken or commissioned to assess 
Contractor’s own network security. If requested, copies of these reports shall be sent 
via bonded courier to the District mailing address listed in the “District Contact 
Information”, Section A of this document. Contractor shall notify the District e-mail 
listed in the “District Contact Information”, Section A of this document of any such 
security reports or similar assessments once they have been completed. Any regulators 
of the District or its affiliates shall have the same rights of audit as described herein 
upon request. 

4. Regulatory Examinations: 

Contractor agrees that any regulator or other governmental entity with jurisdiction over 
the District and its affiliates may examine Contractor’s activities relating to the 
performance of its obligations under this CIP-013 Appendix to the extent such authority 
is granted to such entities under the law. Contractor shall promptly cooperate with and 
provide all information reasonably requested by the regulator or other governmental 
entity in connection with any such examination and provide reasonable assistance and 
access to all equipment, records, networks, and systems reasonably requested by the 
regulator or other governmental entity. Contractor agrees to comply with all reasonable 
recommendations that result from such regulatory examinations within reasonable 
timeframes at Contractor’s sole cost and expense. The foregoing cooperation and 
assistance shall be rendered at Contractor’s then-current time and materials rates, subject 
to the District’s prior written authorization. 

I. Definitions 

1. Business Days – Monday through Friday from 8:00 a.m. to 5:00 p.m. Pacific Time. 

2. Information Theft – The unauthorized transfer or storage of any information to a 
recipient other than those with explicit authorization from the information owner. 

3. District Information - Any data specific to a District product or service, including but 
not limited to logs, configurations, Contractor product versions, documentation, or 
other information that may be used to specifically identify District use of a product or 
service. 

 

4. Security Incident - An event resulting in the compromise of a system, software, 
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hardware, or data due to the failure of applied protection measures. 
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APPENDIX “I” 
CONTRACTOR SAFETY REQUIREMENTS 

 
CS-1. PURPOSE 

These Contractor Safety Requirements contain safety requirements that are in addition to those 
specified in the General Conditions.  Section CS-2 applies to all work.  To the extent applicable, 
the Contractor shall ensure that all workers, subcontractors, and suppliers comply with these 
requirements. In fulfilling these requirements, the Contractor shall also comply with material and 
equipment manufacturer instructions, and safety and health requirements stated in these Contract 
Documents where applicable.  If there are conflicts between any of the requirements referenced in 
the Contract Documents, the more stringent requirement shall prevail. 

CS-2. GENERAL 

A. Initial/Warning Notice:  Any District employee may notify the Contractor of any safety or 
health concern.  The notice may be delivered verbally to any Contractor employee or 
subcontractor and the District employee shall notify the District Representative of the Notice.  
Written notification may be provided to the Contractor at the discretion of the District 
Representative.   The notice shall have the same effect on the Contractor regardless of format 
or recipient.  The Contractor shall take immediate action to mitigate the safety and health 
concerns identified in the District’s notice.   
 

B. Stop Work Order:  District employees also have the authority to immediately stop a work 
activity without issuing the Initial/Warning Notice. The District employee will immediately 
notify the District Representative of the Stop Work Order.  The District Representative may 
direct the Contractor to stop work due to safety and health concerns.  The Stop Work Order 
may cover all work on the Contract or only a portion of the work.  After the District issues a 
Stop Work Order, the Contractor shall meet with the District Representatives (as directed by 
the District Representative) to present a written statement outlining specific changes and/or 
measures the Contractor will make to work procedures and/or conditions to improve safety 
and health.  A Stop Work Order can be rescinded only with the written approval of the District 
Representative. 

1. The Contractor shall not be entitled to any adjustment of the Contract price or 
schedule when the District stops a work activity due to safety and health concerns 
that occurred under the Contractor’s, Subcontractor’s, or supplier’s control. 

2. The District’s conduct does not alter or waive the Contractor’s safety and health 
obligations. 

3. Contractor shall provide an onsite Safety Professional as directed by the District 
Representative based upon number and/or severity of identified safety infractions. 

4. Non-compliance with safety requirements could lead to termination of the contract 
in accordance with Section 17.  

C. The Contractor shall maintain an accurate record of, and shall immediately report to the 
District Representative all cases of near miss or recordable injury as defined by OSHA, 
damage to District or public property, or occupational diseases arising from, or incident to, 
performance of work under this Contract while working within the District’s service territory. 

1. The record and report shall include where the incident occurred, the date of the 
incident, a brief description of what occurred, and a description of the preventative 
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measures to be taken to avoid recurrence, any restitution or settlement made, and the 
status of these items.  A written report shall be delivered to the District 
Representative within five business days of any such incident or occurrence. 

2. In the event of a serious incident, injury or fatality the immediate group shall stop 
work.  The Contractor/subcontractor shall secure the scene from change until 
released by the authority having jurisdiction.  The Contractor shall collect statements 
of the crew/witnesses as soon as practical.  The District reserves the right to perform 
an incident investigation in parallel with the Contractor. The Contractor, 
subcontractor, and their workers shall fully cooperate with the District in this 
investigation. 

3. All cases of death, serious incidents, injuries or other incidents, as determined by the 
District Representative, shall be investigated by the Contractor to identify all causes 
and to recommend hazard control measures.  A written report of the investigation 
shall be delivered to the District Representative within 30 calendar days of any such 
incident or occurrence. 

4. For situations that meet the reporting requirements of WAC 296-800, the Contractor 
shall self-report and notify the District Representative.  The District Representative 
shall notify the District’s Safety personnel.  

D. The Contractor/subcontractor shall conduct and document job briefings each morning with 
safety as an integral part of the briefing. The Contractor/Subcontractor shall provide an 
equivalent job briefing to personnel and/or visitors entering the job site after the original job 
briefing has been completed. Immediately upon request, the Contractor shall provide copies 
of the daily job briefing and any other safety meeting notes to the District Representative.  
The notes, at a minimum, shall include date, time, topics, and attendees and shall be retained 
by the Contractor for the duration of the Contractor’s warranty period. 

 
E. Job Site Reviews Performed by the District: The Contractor Site Representative or other lead 

personnel, if requested by the District, shall be required to participate in District job briefs 
and/or District job site reviews that pertain to the work being performed by the District that 
may impact the Contractor’s work. 

 
F. Site Specific Safety Plan (SSSP):  The Contractor shall prepare, implement, and enforce a 

SSSP for all work included in this Contract.  The SSSP shall be delivered to and accepted by 
the District Representative prior to the start of any on-site work.  

1. The SSSP shall, at a minimum, identify and provide mitigation measures for any 
recognized hazards or conditions.  Site and adjacent conditions shall be considered.  
All significant hazards, including unusual or unique hazards or conditions specific 
to the Contract work shall be identified and mitigated.  The Contractor shall provide 
a clear delegation of authority for the work site(s). The Contractor shall identify, 
locate, and provide direction to the nearest emergency medical facilities.  This shall 
include telephone numbers for emergency services in the area. 

2. The Contractor shall make available to all workers at the site(s) the SSSP and ensure 
that all workers are familiar with the content and requirements of the SSSP. Any 
subcontractors shall adhere to the Contractor’s SSSP. 

3. Any emergent hazards not identified in the SSSP shall require a Job Hazard Analysis 
prior to starting work on the associated job.  
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In lieu of the SSSP, the District Representative may, at their discretion, accept an Accident 
Prevention Program implemented and maintained in accordance with Washington state 
law. 

 
 



 
 
 
 Motion was made by ___________  and seconded by _____________ authorizing the General 
Manager/CEO, on behalf of Grant PUD, to execute Contract 130-10805B with Schweitzer Engineering 
Laboratories (SEL) Engineering Services, Inc., in an amount not-to-exceed $900,000.00 and with a 
contract completion date of December 31, 2025. 
 
 
 
 
 
 
xxxx 



M E M O R A N D U M            June 25, 2021 
 
 
TO:  Kevin Nordt, General Manager/Chief Executive Officer 
 
VIA:  Rich Wallen, Chief Operating Officer 
  Jeff Grizzel, Managing Director of Power Delivery 
  Jesus Lopez, Senior Manager of Power Delivery Engineering 
   
FROM:  Rudy Perez, Electrical Engineer  
 
SUBJECT: Award of Contracts 130-10805A and 130-10805B – Professional Services Agreement for 

Engineering Services 
 
Purpose: To request Commission approval to award: 
 

• Contract 130-10805A to Electrical Consultants, Inc. (ECI) to supply professional engineering 
services needed for development of new transmission system protection, control, and 
communication standards through December 31, 2025 

 
• Contract 130-10805B to Schweitzer Engineering Laboratories (SEL) Engineering Services, Inc. to 

supply professional engineering services needed for development of new transmission system 
protection, control, and communication standards through December 31, 2025 

 
Discussion: Power Delivery needs professional engineering services to develop updated protection, 
control, and communication standards to be implemented on the District’s 115kV and 230kV transmission 
system.  Development of these new standards requires specialized knowledge and analytical tools that 
the proposed engineering contractors routinely provide. 
 
On April 6th, 2021, the District began the evaluation process for RFP 130-10805 for Engineering Services 
for District Transmission Protection, Control and Automation Schemes. The District received responses 
from the following six firms: 
 

• Electrical Consultants, Inc. (ECI) 
• Schweitzer Engineering Laboratories (SEL) Engineering Services, Inc. 
• Burns and McDonnell 
• Commonwealth Associates, Inc. 
• Power Engineers, Inc. 
• Black and Veatch, Inc. 

  
An evaluation team consisting of members from Power Delivery Construction and Maintenance, CTO 
Telecom Network Services and Power Delivery Engineering convened virtually to review and evaluate the 
proposals. Each proposal was evaluated based on capability to deliver the scope of services specified, 
previous experience on similar projects, professional profile of key personnel, available support services 
and quality of project management plan. 
 



Based on the proposals received and virtual interviews conducted, Electrical Consultants, Inc. is 
recommended as the primary service provider with Schweitzer Engineering Laboratories Engineering 
Services, Inc. recommended as the alternate service provider.   
 
Two contractors have been selected to utilize each of the firms’ technical strengths demonstrated during 
proposal evaluation interviews.  One contractor appeared best qualified to deliver on the majority of the 
requirement, while the other was particularly strong on tele-communication technical development.  
Awarding to two contractors places the District in the advantageous position of utilizing both firms’ 
technical strengths at no additional cost.  Awarding to two firms also minimizes the District’s risk against 
any circumstances that would prevent a single provider from completing tasks in accordance with the 
District’s schedule requirements. 
 
The Professional Service Contracts are structured in a “not-to-exceed” manner and each individual task 
shall be authorized via a written scope of work agreed to by both the service provider and District. No 
service provider shall be authorized to commence any work prior to the completion and execution of a 
work scope document. There is no guaranteed minimum amount of work for any of these services. 
 
Justification: The protection and control equipment currently in use on the District’s transmission system 
have reached the end of useful life.  In particular, the protection relays and communication equipment 
are of vintage technology and, in many instances, no longer supported by the manufacturer.  The lack of 
manufacturer customer support for the outdated schemes and equipment poses a challenge to District 
crews when the need arises to troubleshoot unexpected operation.  An additional risk exists in the 
prospect of needing to scavenge parts should an unsupported device or component fail. 
 
The engineering work expected to be assigned via these Professional Service Contracts will result in 
modern protection, control, and communication standards for the District’s transmission system.  The 
standards are expected to be delivered in templatized format via schematic functional drawings, wiring 
diagrams, physical arrangement drawings, operations and maintenance manuals, configuration files, and 
associated training of District personnel.  These templatized standards will serve as the common base for 
development of protection, control, and communication designs for new, and improvements to existing, 
transmission switchyards. 
 
Power Delivery Engineering (PDE) has elected to develop these standards through the use of consultants 
since this type of engineering work is not routine at Grant PUD.  The proposed engineering firms are 
reputable companies with demonstrated experience and expertise gained developing similar standards 
for other utilities in the industry.  PDE expects this experience will lead to development of modern 
schemes, utilizing proven equipment currently deployed across the power utility industry.  Additionally, 
outsourcing some or most of this work to the proposed firms will allow in-house engineering staff to 
continue supporting day-to-day engineering work as well as new design work associated with system 
expansion to support load growth. 
 
The timing and schedule to develop these standards is important as this design work will be incorporated 
into approved transmission projects included in the Quincy Transmission Expansion Plan, Design Build 2, 
and the Quincy Solar Interconnection Switchyard.  The work is expected to be complete by mid-2022.  
Delay in development of these standards would directly impact the schedule of the mentioned projects 
already in progress. 
 



Financial Considerations: The Contracts shall have ”not to exceed” amounts of $900,000.00 for Electrical 
Consultants, Inc. (ECI) and $900,000.00 for Schweitzer Engineering Laboratories (SEL) Engineering 
Services, Inc. At this time, the total amount of work is variable and the District reserves the right to scale 
the services of the engineering firms as appropriate to meet the desired objectives.   
 
Additionally, the cost for these services will reduce internal labor for upcoming transmission projects, as 
well as provide future labor cost savings due to the templatized design standards expected. 
 
The proposed Contractor rates were reviewed and found to be consistent with rates negotiated for 
existing professional engineering services contracts currently in place. The costs for these services has 
been deemed direct design work for active capital projects and included in the 2021 capital budget and 
will be proposed to be extended into the 2022 budget under PID 103602, Cost Center EC4100.  
 
Recommendation: Commission approval to award: 
 

• Contract 130-10805A to Electrical Consultants, Inc. (ECI) to supply as needed professional 
engineering services for development of new transmission system protection, control and 
communication standards through December 31, 2025 for a not to exceed price of $900,000.00. 

 
• Contract 130-10805B to Schweitzer Engineering Laboratories (SEL) Engineering Services, Inc. to 

supply as needed professional engineering services for development of new transmission system 
protection, control and communication standards through December 31, 2025 for a not to exceed 
price of $900,000.00. 
 

Legal Review:  See attached e-mail(s). 



From: Jesus Lopez
To: Jeff Grizzel; Patrick Bishop; Rudy Perez
Cc: Sharon Lucas; Alicia Reynolds
Subject: RE: 130-10805A and 130-10805B
Date: Wednesday, June 30, 2021 10:28:22 AM

I have reviewed the memo and approve as written. 
 
Thanks Pat and Rudy for your work on this contract thus far.
 
Thanks,
Jesus
 

From: Jeff Grizzel <Jgrizzel@gcpud.org> 
Sent: Wednesday, June 30, 2021 10:01 AM
To: Patrick Bishop <Pbishop@gcpud.org>; Jesus Lopez <Jlopez@gcpud.org>; Rudy Perez
<Rperez1@gcpud.org>
Cc: Sharon Lucas <Slucas@gcpud.org>; Alicia Reynolds <areynolds@gcpud.org>
Subject: RE: 130-10805A and 130-10805B
 
I approve
 

From: Patrick Bishop <Pbishop@gcpud.org> 
Sent: Wednesday, June 30, 2021 9:17 AM
To: Jesus Lopez <Jlopez@gcpud.org>; Jeff Grizzel <Jgrizzel@gcpud.org>; Rudy Perez
<Rperez1@gcpud.org>
Cc: Sharon Lucas <Slucas@gcpud.org>; Alicia Reynolds <areynolds@gcpud.org>
Subject: RE: 130-10805A and 130-10805B
Importance: High
 
Jeff/Jesus/Rudy,
 
Attached is the revised Commission Memo detailing the project completion date but leaving the
flexibility for use through 2025.  If you concur, please provide your approvals by return email. 
Thank you.
 
From: Patrick Bishop 
Sent: Wednesday, June 30, 2021 7:00 AM
To: Jesus Lopez <Jlopez@gcpud.org>; Jeff Grizzel <Jgrizzel@gcpud.org>; Rudy Perez
<Rperez1@gcpud.org>
Cc: Sharon Lucas <Slucas@gcpud.org>; Alicia Reynolds <areynolds@gcpud.org>
Subject: FW: 130-10805A and 130-10805B
Importance: High
 
Good morning,
 
Contract 130-10805A with Electrical Consultants Inc. and Contract 130-10805B with SEL
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Engineering Services, Inc. have been approved for Commission Packet submission.  If you could
each please approve the attached memo by return email it will serve as you initialing off.  The Packet
deadline is 11:30 a.m. this morning.  Thank you.
 
From: Carol Mayer <Cmayer@gcpud.org> 
Sent: Tuesday, June 29, 2021 6:49 PM
To: Patrick Bishop <Pbishop@gcpud.org>
Subject: 130-10805A and 130-10805B
 
You have contract and legal approval to proceed with submission into the Commission packet.
 

Carol Mayer
Manager Procurement/Warehouse
 
OFFICE    509.754.5055
EXT.          2336
EMAIL      cmayer@gcpud.org
 

 
grantpud.org
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From: Rudy Perez
To: Patrick Bishop; Jesus Lopez; Jeff Grizzel
Cc: Sharon Lucas; Alicia Reynolds
Subject: RE: 130-10805A and 130-10805B
Date: Wednesday, June 30, 2021 9:19:29 AM
Attachments: image002.png

Pat,
 
I concur and approve.
 
Regards,
 
Rudy Perez, P.E.
Standards Engineer
Grant PUD
Ephrata, WA 98823
D: 509.754.5048
C: 509.855.2976
Email:
rperez1@gcpud.org
standards@gcpud.org
 
 

               
 
 
 

From: Patrick Bishop <Pbishop@gcpud.org> 
Sent: Wednesday, June 30, 2021 9:17 AM
To: Jesus Lopez <Jlopez@gcpud.org>; Jeff Grizzel <Jgrizzel@gcpud.org>; Rudy Perez
<Rperez1@gcpud.org>
Cc: Sharon Lucas <Slucas@gcpud.org>; Alicia Reynolds <areynolds@gcpud.org>
Subject: RE: 130-10805A and 130-10805B
Importance: High
 
Jeff/Jesus/Rudy,
 
Attached is the revised Commission Memo detailing the project completion date but leaving the
flexibility for use through 2025.  If you concur, please provide your approvals by return email. 
Thank you.
 
From: Patrick Bishop 
Sent: Wednesday, June 30, 2021 7:00 AM
To: Jesus Lopez <Jlopez@gcpud.org>; Jeff Grizzel <Jgrizzel@gcpud.org>; Rudy Perez
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<Rperez1@gcpud.org>
Cc: Sharon Lucas <Slucas@gcpud.org>; Alicia Reynolds <areynolds@gcpud.org>
Subject: FW: 130-10805A and 130-10805B
Importance: High
 
Good morning,
 
Contract 130-10805A with Electrical Consultants Inc. and Contract 130-10805B with SEL
Engineering Services, Inc. have been approved for Commission Packet submission.  If you could
each please approve the attached memo by return email it will serve as you initialing off.  The Packet
deadline is 11:30 a.m. this morning.  Thank you.
 
From: Carol Mayer <Cmayer@gcpud.org> 
Sent: Tuesday, June 29, 2021 6:49 PM
To: Patrick Bishop <Pbishop@gcpud.org>
Subject: 130-10805A and 130-10805B
 
You have contract and legal approval to proceed with submission into the Commission packet.
 

Carol Mayer
Manager Procurement/Warehouse
 
OFFICE    509.754.5055
EXT.          2336
EMAIL      cmayer@gcpud.org
 

 
grantpud.org
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AGREEMENT FOR PROFESSIONAL SERVICES 
 

This Agreement, effective upon full execution, is by and between Public Utility District No. 2 of 
Grant County, Washington (“District”) and SEL Engineering Services, Inc. (“Contractor”); 

 
R e c i t a l s :  

 
 The District desires to obtain professional engineering services to develop and test protection, 
control, SCADA, and associated communication schemes used for protecting, controlling and automating 
transmission system equipment; and 
 
 The District's Senior Manager and Managing Director of Power Delivery believe this professional 
engineering services are required to meet the District’s transmission protection and automation scheme 
needs that are above and beyond the ability of the District to perform with the existing staff levels; and  
 
 The Contractor, through an established review procedure as specified by RCW Chapter 39.80, has 
been selected and is willing to provide services on the terms and conditions hereinafter stated.   
 
 NOW, THEREFORE, in consideration of the mutual covenants herein, the parties hereto agree as 
follows: 
 
1. Scope of Services 

Contractor shall provide the District with engineering services associated with developing and 
testing of control, SCADA and associated communication schemes used for protecting, controlling 
and automating transmission system equipment as further described in Appendix “A”, Scope of 
Services Technical Requirements effective upon full execution.  

The District will authorize the Contractor to perform specific tasks by means of a Task 
Authorization for Professional Services (Appendix “D”) to be signed by both the District and the 
Contractor.  Such authorization may be issued by the District Representative.  The authorization 
will define the scope of the task, any time requirements and budget limitations.   

The District makes no guarantee as to the actual amount of work to be done.  The District reserves 
the right to suspend or terminate any authorized task at any time or to extend the Contract beyond 
the initial term by issuance of a Change Order in accordance with Section 5 to complete any work 
already initiated and/or authorized under the original term and scope of the Contract. 

Project closeout products required of the Contractor may include one or more of the following:  

A. Provide the required number of hard and electronic copies of implementation, 
configuration and testing manuals for controlling and automating protection schemes of 
transmission system equipment and facilities. 

B. Final project report describing the history of the project from design through 
commissioning noting all major components of the project and including detailed 
descriptions of problems or unique areas of the project. 

C. Provide "as-built" drawings of the completed control and automation protection scheme 
topologies in electronic format. 
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D. Project files in chronological order of all aspects of the project design (including design 
calculations) and implementation of the project. 

E. Provide reports, depositions and testimony as may be required in the course of 
administering projects.  Perform evaluations and analysis of the operation and maintenance 
practices and troubleshooting of problems encountered by the District in the administration 
of protection for its 115kV and 230kV transmission systems. 

Potential tasks the District may authorize the Contractor to perform include:    

A. Design and implementation of 115kV and 230kV transmission control and automation 
schemes used for protecting and ensuring continued reliable operation of the transmission 
systems as part of the Quincy Area Transmission Enhancement Project (QTEP). 

B. Design and implementation of 115kV and 230kV transmission control and automation 
schemes used for protecting and ensuring continued reliable operation of the transmission 
system for new transmission expansions and/or interconnections to the current system.  

C. Design and implementation of substation high voltage side protection modifications as 
required for ensuring continued reliable operation of the District’s 115kV and 230kV 
transmission system. 

D. Design and implementation of transmission voltage capacitor bank control and automation 
schemes as required for ensuring continued reliable operation of the District’s 115kV and 
230kV transmission system. 

E. Design and implementation of 230kV Ring Bus control and automation schemes as 
required for ensuring continued reliable operation of the District’s transmission system. 

F. Design and implementation of breaker and a half control and automation schemes as 
required for ensuring continued reliable operation of the District’s 115kV and 230kV 
transmission system.  

G. Design and implementation of transmission motor operated disconnect switch control and 
automation schemes in support of ensuring continued reliable operation of the District’s 
115kV and 230kV transmission systems. 

H. Design and implementation of communication interconnections to motor operated 
disconnect switches in support of ensuring continued reliable operation of the District’s 
115kV and 230kV transmission systems.  

I. Development, testing, and implementation of control and automation settings and/or 
configurations.  

J. System protection design, review, configuration, testing and/or commissioning. 

K. Development, testing, and implementation of transfer-trip schemes for District 
transmission infrastructure. 

L. Substation protective relaying design.  

M. Substation communications, automation, and/or SCADA design.  

N. Substation testing, commissioning, and device configuration.  

O. Communication, automation, and/or SCADA equipment testing, configuration, factory 
acceptance testing (FAT). 
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P. Develop control and automation protection scheme “standards” following the District’s 
transmission design criteria. 

Q. Other tasks as identified and approved.  

The Contractor shall provide all drawings, reports and construction packages in District standard 
computer format.  The Contractor will provide their own copies of said software packages unless 
the package is proprietary to the District.  These packages include, but are not limited to:  

• AutoCAD® Civil 3D District’s Version (Currently 2020)  

• Microsoft® Project (Currently MS Project 2019)  

• Microsoft® Word (Office365 or above)  

• Microsoft® Excel (Office365 or above) 

• Microsoft® Teams (Office365 or above) 

• SEL (Schweitzer Engineering Laboratories, Inc.) Relay and IED Software  

• GE Energy PSLF  

• ATP (http://www.emtp.org)  

• Power World Corp. with PV/QV tools and Available Transfer Capability options  

• Aspen One Liner 

• SPIDACALC 

2. Independent Contractor 

A. The Contractor shall operate as, and have the status of, an independent Contractor and will 
not be an agent or employee of the District nor will it be entitled to any employee benefits 
provided by the District.  All the Contractor’s activities will be conducted at its own risk 
and be in compliance with all federal, state and local laws. 

B. The Contractor shall perform its services with the level of skill, care and diligence normally 
provided by and expected of professional persons performing services similar to or like 
those to be performed hereunder.  Contractor understands that the District will be relying 
upon the accuracy, competency, credibility and completeness of the services provided by 
the Contractor hereunder and that the District and its customers will be utilizing the results 
of such services. 

C. The District assumes that the Contractor has the following, as a minimum set of 
engineering tools equipment, when in the field and the costs of these shall be included by 
Contractor overheads (individual billings for these items will not be allowed):  

• Vehicles (of any type) for transmission systems engineering work.  

• Electronic distance meters  

• Wheel type distance meters  

• Cellular phones  

• Two-way handheld radios 
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• Digital cameras  

• Laptops, iPads, tablets, desktops, including any and all computers, disks, printers, 
storage media, and other computing hardware. 

• Hammers  

• Range rods  

• Picks  

• Shovels  

• Machetes  

• Extension rods for measuring heights  

• Flagging ribbon  

• Stakes (District standard or equivalent)  

• Lath (District standard or equivalent)  

• Test lab equipment (for modeling and testing of relay configurations, confirmation 
of communication links).  

The Contractor shall maintain the same version of applicable software concurrent with the 
District.  

D. The Contractor shall have an Internet e-mail account for the purposes of electronic file 
transfers and routine communications with the District.  This requirement shall not 
eliminate the need for hard copy documentation as needed or warranted.  

E. The District will not be responsible for Contractor’s local, long distance, cell phone or 
other telephone charges associated with carrying out any Contract work.  These expenses 
are considered an overhead expense and included in the hourly wage. 

F. The District will not be responsible for Contractor’s computer time or use of software 
service fees.  The District considers these expenses an overhead expense and shall be 
included in the hourly wage. 

G. The equipment, tools, software, etc., listed above shall be included in Contractor’s hourly 
wage overheads as an operating expense.  These items shall not appear itemized on 
invoices.  The District expects the Contractor to be fully equipped with these items, as 
needed, to perform the services required.  

3. Term - Schedule 

This Agreement shall remain in full force and effect until December 31, 2025 or until terminated 
pursuant to Section 17.   

4. Compensation and Payment 

A. Compensation for services rendered and all reimbursable costs shall be per the rates set 
forth in Appendix “B”, Rate Schedule, which rates and costs shall not be subject to change 
until two years after the effective date of this Agreement.  Any changes to rates and costs 
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shall only be on a prospective basis and shall occur no more frequently than once every 12 
months thereafter.  Each such change shall not exceed the lesser of i.) 5% or ii.) the 
percentage increase in the Bureau of Labor Statistics Consumer Price Index (CPI-U) for 
the West Urban region occurring during the immediately preceding 12 month period for 
which CPI-U data is available.  Contractor shall notify the District in writing at least 30 
days prior to any such rate increase going into effect.  A payment is considered made on 
the day it is mailed or is sent through electronic or wire transfer. 

In no event however, shall the total amount paid to Contractor for services and all 
reimbursable costs exceed the sum of $900,000.00 USD unless a Change Order authorizing 
the same is issued in accordance with Section 5 below.   

B. Contractor shall submit monthly invoices to the attention of: 

Public Utility District No. 2  
  of Grant County, Washington 
Attn:  Accounts Payable 
PO Box 878 
Ephrata, WA  98823  
Or AccountsPayable@gcpud.org 

C. Invoices shall include the Contract number and a detailed description of the work 
performed.  Any Labor Categories or reimbursable expenses shall be included on the 
invoice (see Appendix “B”). 

D. Payment will be made by the District upon completion of work following District approval 
of Contractor’s invoices.  Invoice shall be subject to the review and approval of the District.  
Invoice shall be in a detailed and clear manner supported by such information the District 
may require.  The District will make payment to Contractor within 30 days after District’s 
receipt and approval of said invoice. 

E. The District Representative may approve additional Contractor employees, personnel 
categories, and/or equipment rates to be added to the Rate Schedule, if applicable, provided 
that any additional employees have at least equivalent training and skills and are 
compensated at the same or lower rates than those listed on the current approved Rate 
Schedule for similar work.  There shall be no change in the total Contract not to exceed 
amount.  All additions must be approved in writing prior to performing services under the 
Contract. 

5. Change Orders 

Except as provided herein, no official, employee, agent or representative of the District is 
authorized to approve any change in this Contract and it shall be the responsibility of the Contractor 
before proceeding with any change, to satisfy himself that the execution of the written Change 
Order has been properly authorized on behalf of the District.  The District’s management has 
limited authority to approve Change Orders.  The current level and limitations of such authority are 
set forth in District Resolution No. 8609 which may be amended from time to time.  Otherwise, 
only the District’s Board of Commissioners may approve changes to this Contract. 

Charges or credits for the work covered by the approved changes shall be determined by written 
agreement of the parties and shall be made on Change Order form as reflected on Appendix “C”. 
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When a change is ordered by the District, as provided herein, a Change Order shall be executed by 
the District and the Contractor before any Change Order work is performed.  When requested, 
Contractor shall provide a detailed proposal for evaluation by the District, including details on 
proposed cost.  The District shall not be liable for any payment to Contractor, or claims arising 
there from, for Change Order work which is not first authorized in writing.  All terms and conditions 
contained in the Contract Documents shall be applicable to Change Order work.  Change Orders 
shall be issued on the form attached as Appendix “C” and shall specify any change in time required 
for completion of the work caused by the Change Order and, to the extent applicable, the amount 
of any increase or decrease in the Contract Price. 

6. Taxes 

A. Except for the Washington State retail sales and use taxes as may be levied upon the 
Contract, pursuant to RCW Chapters 82.08 and 82.12, the Contract Price includes and the 
Contractor shall have the full exclusive liability for the payment of all taxes, levies, duties 
and assessments of every nature due and payable in connection with this Contract or its 
employees and subcontractors performing work related to this Contract. 

B. Washington State retail sales tax and use taxes levied upon this Contract pursuant to RCW 
Chapters 82.08 and 82.12 are excluded from the rates and if applicable will be reimbursed 
as follows: 

1. If the Contractor has, or is required to have a valid Washington State sales tax 
identification number, the identification number shall be furnished to the District 
upon request.  The Contractor shall make payment of any Washington State retail 
sales and use taxes due and Contractor shall be reimbursed by the District for the 
same.  Contractor shall be solely responsible for any interest or penalties arising 
from late or untimely payment of said taxes. 

2. If the Contractor is not required to have a valid Washington State sales tax 
identification number, it shall notify the District of the same.  In such event, the 
District, after receiving proper invoices from Contractor, shall make payment of 
said Washington State retail sales and use taxes levied upon this Contract to the 
Washington State Department of Revenue. 

7. Hold Harmless and Indemnification 

Contractor shall, at its sole expense, indemnify, defend, save, and hold harmless the District, its 
officers, agents, and employees from all actual and direct claims or losses, including costs and legal 
fees at trial and on appeal, and damages or claims for damages to property or persons, suffered by 
anyone whomsoever, including the District, to the extent caused by any negligent act of or omission 
of the Contractor or its subcontractors, excluding damages caused by the negligence of the District, 
in the administration or performance of this Agreement or any subcontracts, and for which either 
of the parties, their officers, agents, or employees may or shall be liable.  In situations where 
liability for damages arises from claims of bodily injury to persons or damage to property, this 
indemnity provision shall be valid and enforceable only to the extent of the negligence of the 
Contractor or its subcontractors.  Contractor waives its immunity under industrial insurance, Title 
51 RCW, to the extent necessary to effectuate this indemnification/hold harmless agreement. 
Contractor’s indemnification obligation shall not apply to liability for damages arising out of bodily 
injury to a person or damage to property caused by the negligence of the District or its agents or 
employees and not attributable to any act or omission on the part of the Contractor.  In the event of 
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damages to a person or property caused by or resulting from the concurrent negligence of District 
or its agents or employees and the Contractor or its agents or employees, the Contractor’s indemnity 
obligation shall apply only to the extent of the Contractor’s (including that of its agents and 
employees) negligence. 

Contractor acknowledges that by entering into this Contract with the District, it has mutually 
negotiated the above indemnity provision with the District.  Contractor’s indemnity and defense 
obligations shall survive the termination or completion of the Contract and shall remain in full force 
and effect until satisfied in full. 

Whether as a result of breach of Contract, indemnity, warranty, tort (including negligence), strict 
liability or otherwise, Contractor’s liability to the District or its insurers for any loss or damage 
shall be limited as follows:  i) for those claims covered by Contractor’s insurance, Contractor’s 
liability shall be limited to the amount of the applicable insurance policy; ii) for all other claims, 
Contractor’s liability shall in  no event exceed the lesser of two times the amount of this Contract 
amount or $1,000,000.  In no event, whether as a result of breach of Contract, indemnity, warranty, 
tort (including negligence), strict liability or otherwise, shall Contractor be liable for any special, 
incidental, consequential or punitive damages, including without limitation any loss or profit or 
revenues, loss of use of associated equipment, damage to associated equipment, cost of capital, cost 
of substitute products, facilities, services or replacement power, nor downtime costs or claims of 
the District’s customer for such damages. 

8. Insurance 

A. Prior to the commencement of any work under this Agreement, and at all times during the 
term of this Agreement, Contractor shall obtain and maintain continuously, at its own 
expense, a policy or policies of insurance with insurance companies rated A- VII or better 
by A. M. Best, as enumerated below.  Any significant deductible, self-insured retention or 
coverage via captive must be disclosed and is subject to approval by the District’s Risk 
Manager.  The cost of any claim payments falling within the deductible or self-insured 
retention shall be the responsibility of the Contractor and not recoverable under any part of 
this Contract.   

Contractor Required Insurance 
 

1. General Liability Insurance:  Commercial general liability insurance, covering 
all operations by or on behalf of Contractor against claims for bodily injury 
(including death) and property damage (including loss of use).  Such insurance 
shall provide coverage for: 

 
a. Premises and Operations; 

b. Products and Completed Operations;  

c. Contractual Liability; 

d. Personal Injury Liability (with deletion of the exclusion for liability 
assumed under Contract); 

e. Such insurance shall not exclude coverage for action-over liability claims; 
with the following minimum limits: 

f. $1,000,000 Each Occurrence 
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g. $1,000,000 Personal Injury Liability 

h. $2,000,000 General Aggregate (per project) 

i. $2,000,000 Products and Completed Operations Aggregate 
 

Commercial general liability insurance will include the District as additional 
insured on a primary and non-contributory basis for ongoing operations.  A waiver 
of subrogation will apply in favor of the District.   

2. Workers’ Compensation and Stop Gap Employers Liability:  Workers’ 
Compensation Insurance as required by law for all employees. Employer’s 
Liability Insurance, including Occupational Disease coverage, in the amount of 
$1,000,000 for Each Accident, Each Employee, and Policy Limit.  The 
Contractor expressly agrees to comply with all provisions of the Workers’ 
Compensation Laws of the states or countries where the work is being performed, 
including the provisions of Title 51 of the Revised Code of Washington for all 
work occurring in the State of Washington. 

If there is an exposure of injury or illness under the U.S. Longshore and Harbor 
Workers (USL&H) Act, Jones Act, or under U.S. laws, regulations or statutes 
applicable to maritime employees, coverage shall be included for such injuries or 
claims. Such coverage shall include USL&H and/or Maritime Employer’s 
Liability (MEL). 

3. Automobile Liability Insurance:  Automobile Liability insurance against claims 
of bodily injury (including death) and property damage (including loss of use) 
covering all owned, rented, leased, non-owned, and hired vehicles used in the 
performance of the work, with a minimum limit of $1,000,000 per accident for 
bodily injury and property damage combined and containing appropriate uninsured 
motorist and No-Fault insurance provision, when applicable. 

Automobile liability insurance will include the District as additional insured on a 
primary and non-contributory basis.  A waiver of subrogation will apply in favor 
of the District. 

4. Professional Liability/Network Security Insurance: Contractor shall obtain 
professional errors and omissions liability insurance in an amount of not less 
than $2,000,000 per claim and in the aggregate.  Coverage shall respond to 
wrongful acts in the rendering of, or failure to render, professional services under 
this Agreement, electronic data losses or damage or breaches of electronic data 
security including disclosures of private or confidential information of the District 
or any employee, participant or beneficiary of the Services provided by Contractor 
pursuant to this contract.  In the event of a claim and upon the District’s request, 
Contractor shall provide a copy of its Professional Liability/Network Security 
Insurance policy.  The Professional Liability Insurance retroactive coverage date 
shall be no later than the effective date of this 
agreement.  Contractor shall continuously maintain such insurance or purchase an 
extended reporting period providing that claims first made and reported to the 
insurance company within two years after termination of the Agreement will be 
deemed to have been made during the policy period.  
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If Contractor shall hire subcontractor for all operations and risk involving 
professional network services exposure, this requirement may be satisfied by 
subcontractor’s policies.  Contractor shall impute the insurance requirements 
stated in this section to subcontractor by written contract or written agreement.  
Any exceptions must be mutually agreed in writing with the District. 

 
B. Evidence of Insurance - Prior to performing any services, and within 10 days after receipt 

of the Contract Award, the Contractor shall file with the District a Certificate of Insurance 
showing the Insuring Companies, policy numbers, effective dates, limits of liability and 
deductibles with a copy of the endorsement naming the District as an Additional Insured 
for each policy where indicated in Section A. 

Failure of the District to demand such certificate or other evidence of compliance with 
these insurance requirements or failure of the District to identify a deficiency from the 
provided evidence shall not be construed as a waiver of the Contractor’s obligation to 
maintain such insurance.  Acceptance by the District of any certificate or other evidence of 
compliance does not constitute approval or agreement by the District that the insurance 
requirements have been met or that the policies shown in the certificates or other evidence 
are in compliance with the requirements. 

The District shall have the right but not the obligation of prohibiting the Contractor or 
subcontractor from entering the project site until such certificates or other evidence of 
insurance has been provided in full compliance with these requirements.  If the Contractor 
fails to maintain insurance as set forth above, the District may purchase such insurance at 
the Contractor’s expense.  The Contractor’s failure to maintain the required insurance may 
result in termination of this Contract at the District’s option. 

C. Subcontractors - Contractor shall ensure that each subcontractor meets the applicable 
insurance requirements and specifications of this Agreement.  All coverage for 
subcontractors shall be subject to all the requirements stated herein and applicable to their 
profession.  Contractor shall furnish the District with copies of certificates of insurance 
evidencing coverage for each subcontractor upon request. 

D. Cancellation of Insurance - The Contractor shall not cause any insurance policy to be 
canceled or permit any policy to lapse.  Insurance companies or Contractor shall provide 
30 days advance written notice to the District for cancellation or any material change in 
coverage or condition, and 10 days advance written notice for cancellation due to non-
payment.  Should the Contractor receive any notice of cancellation or notice of nonrenewal 
from its insurer(s), Contractor shall provide immediate notice to the District no later than 
two days following receipt of such notice from the insurer.  Notice to the District shall be 
delivered by facsimile or email. 

9. Assignment 

Contractor may not assign this Agreement, in whole or in part, voluntarily or by operation of law, 
unless approved in writing by the District. 

10. Records - Audit 
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A. The results of all work and services performed by the Contractor hereunder shall become 
the property of the District upon completion of the work herein performed and shall be 
delivered to the District prior to final payment. 

B. Until the expiration of three years after final acceptance by District of all the work, 
Contractor shall keep and maintain complete and accurate records of its costs and expenses 
related to the work or this Contract in accordance with sound and generally accepted 
accounting principles applied on a consistent basis.  To the extent this Contract provided 
for compensation on a cost-reimbursable basis or whenever such records may, in the 
opinion of the District, be useful in determining any amounts payable to Contractor or 
District (e.g., the nature of a refund, credit or otherwise), Contractor shall provide District 
access to all such records for examination, copying and audit.  District shall not have access 
to Contractor’s composition of fixed rates or lump sums, the financial make up of payroll 
burdens or to any costs expressed as a percentage of direct labor rates. 

11. Nondisclosure 

Contractor agrees that it will not divulge to third parties, without the written consent of the District, 
any information obtained from or through District in connection with the performance of this 
Contract.  Contractor further agrees that it will not, without the prior written consent of District, 
disclose to any third party any information developed or obtained by the Contractor in the 
performance of this Contract and, if requested by District, to require its employees and 
subcontractors, if any, to execute a nondisclosure agreement prior to performing any services under 
this Contract.  Nothing in this section shall apply to: 

A. Information which is already in the Contractor’s possession not subject to any existing 
confidentiality provisions,  

B. Information which, at the time of disclosure, is in the public domain by having been printed 
and published and available to the public libraries or other public places where such data 
is usually collected, and  

C. Information required to be disclosed by court order or by an agency with appropriate 
jurisdiction. 

12. Public Records Act 

The District is subject to the disclosure obligations of the Washington Public Records Act of RCW 
42.56.  The Contractor expressly acknowledges and agrees that any information Contractor submits 
is subject to public disclosure pursuant to the Public Records Act or other applicable law and the 
District may disclose Contractor’s proposal and/or information at its sole discretion in accordance 
with its obligations under applicable law. 

13. Applicable Law 

Contractor shall comply with all applicable federal, state and local laws and regulations including 
amendments and changes as they occur.  All written instruments, agreements, specifications and 
other writing of whatsoever nature which relate to or are a part of this Agreement shall be construed, 
for all purposes, solely and exclusively in accordance and pursuant to the laws of the State of 
Washington.  The rights and obligations of the District and Contractor shall be governed by the 
laws of the State of Washington.  Venue of any action filed to enforce or interpret the provisions 
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of this Agreement shall be exclusively in the Superior Court, County of Grant, State of Washington 
or the Federal District Court for the Eastern District of Washington at the District’s sole option.  In 
the event of litigation to enforce the provisions of this Agreement, the prevailing party shall be 
entitled to reasonable legal fees in addition to any other relief allowed. 

14. Subcontracts/Purchases 

The Contractor is not authorized to enter into any subcontracts or make any purchases of materials 
or equipment.   

15. Notices 

Any notice or other communication under this Contract given by either party shall be sent via email 
to the email address listed below, or mailed, properly addressed and stamped with the required 
postage, to the intended recipient at the address and to the attention of the person specified below 
and shall be deemed served when received and not mailed.  Either party may from time to time 
change such address by giving the other party notice of such change. 

District      Contractor 
Rudy Perez     Brian Thomas 
Public Utility District No. 2   Schweitzer Engineering Services, Inc.  

      of Grant County, Washington   2350 NE Hopkins Court 
PO Box 878     Pullman, WA  99163 
154 A Street SE     (509) 334-8099 
Ephrata, WA  98823     Brian_Thomas@selinc.com  
(509) 754-5088 Ext. 2966    
Rperez1@gcpud.org 

   
For purposes of technical communications and work coordination only, the District designates 
Rudy Perez as its representative.  Said individual shall have no authority to authorize any activity 
which will result in any change in the amount payable to Contractor.  Such changes, if any, must 
be by written Change Order issued in accordance with Section 5 to be valid and binding on the 
District. 

16. Ownership of Work Product/Copyright   

A. Contractor retains all intellectual property rights to anything created, owned, conceived, 
reduced to practice, or fixed in a tangible medium by Contractor before the specific task 
order/project or outside of the scope of the task order/project and any improvement based 
solely thereon (“Contractor Background Technology”).   

B. The District shall own all intellectual property rights to improvements which are made 
(fixed in a tangible medium of expression or conceived and reduced to practice) and 
delivered to the District under the specific task order/project, subject to Contractor’s 
ownership of Contractor Background Technology. 

C. Contractor acknowledges and agrees that all services/work are specifically ordered under 
an agreement with Public Utility District No. 2 of Grant County, Washington, and shall not 
be considered “work made for hire” and “Work Product” for purposes of copyright.  
Contractor grants the District a perpetual, worldwide, non-exclusive, non-transferable, 
personal, revocable, limited license to use and modify Contractor Background Technology 
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that are integrated into the project only for the purpose of operation, repair, modification, 
extension, and maintenance of the project. 

17. Termination 

A. District may, at any time, for any reason, terminate Contractor's services in connection with 
this Agreement, or any part thereof, by designating that portion of the services to be 
terminated.  In case of termination pursuant to this Section A, District will make payment 
at the rates specified in this Agreement for services properly performed up to the date of 
termination.  However, in no event shall Contractor be entitled to any other payment to or 
any anticipated fee or profit on unperformed work. 

B. In the event of Contractor's breach or abandonment of this Contract, provided Contractor 
has reasonable time to cure or commence to cure breach, the District may thereupon and 
without further notice, terminate this Agreement.  The District without waiving any other 
remedies available to it, may retain any monies otherwise due Contractor under this 
Agreement to the extent such sums are required to compensate District, in whole or in part, 
for any loss or damage caused by Contractor's breach or abandonment. 

18. Non-Waiver 

No waiver of any provision of this Agreement, or any rights or obligations of either Party under 
this Agreement, shall be effective, except pursuant to a written instrument signed by the Party or 
Parties waiving compliance, and any such waiver shall be effective only in the specific instance 
and for the specific purpose stated in such writing.  The failure of either Party to require the 
performance of any term of this Agreement or the waiver of either Party of any breach under this 
Agreement shall not operate or be construed as a waiver of any other provision hereof, nor shall it 
be construed as a waiver of any subsequent breach by the other Party hereto. 

19. Physical Security 

It shall be the responsibility of the Contractor to ensure that its employees and those of its 
Subcontractors are informed of and abide by the District’s Contractor Security Plan Information as if 
fully set out herein a copy of which shall be provided to the Contractor at the preconstruction meeting 
or prior to beginning work.  Without limiting the foregoing, Contractor and its employees shall be 
required to:   

A. Keep all external gates and doors locked at all times and interior doors as directed. 

B. Visibly display ID badges on their person at all times.  

C. Stay out of unauthorized areas or in authorized areas outside of authorized work hours, 
without express authorization from the District. 

D. Provide proper notification to the appropriate parties, and sign in and out upon entry and exit 
to secured locations.  If unsure of who to notify, Contractor shall contact the District 
Representative. 

E. Immediately notify the District if any of Contractor’s employees no longer need access or 
have left the Contractor’s employment. 
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F. Immediately report any lost or missing access device to the District Representative. A 
minimum charge will be assessed the Contractor in the amount of $50.00 per badge and the 
fee for lost or non-returned keys may include the cost to re-key the plant facilities.  The 
Contractor is strictly prohibited from making copies of keys. 

G. Not permit ‘Tagging on’ through any controlled access point (i.e. person(s), authorized or 
unauthorized, following an authorized person through an entry point without individual use 
of their issued ID badge or key). 

H. Return all District property, including but not limited to keys and badges, to the District 
Representative when an individual’s access to the facility is no longer needed.  

The Contractor and any Subcontractors shall comply with the safety requirements of these Contract 
Documents (see Appendix “I”) and all District policies pertaining to COVID-19 located at 
https://www.grantpud.org/for-contractors. At a minimum, the Contractor shall ensure its 
employees have the following personal protective equipment (PPE) and use it as required for any 
and all Contract work performed. 

• Hard hat  

• High visibility vests  

• Safety glasses  

• Other job specific gear dependent on the particular job to perform and site location.  

If an emergency situation is created or observed by the Contractor, the District’s Dispatch Center 
should be contacted immediately.  To contact the Dispatch Center from: 

A. A District telephone, dial ext. 2237 or 2238. 

B. An outside telephone line, dial 1-800-216-5226.   

The Dispatch Center is manned 24 hours per day. 

20. Confidential Information 

The State of Washington, Federal Energy Regulatory Commission (FERC) and/or North American 
Reliability Corporation (NERC) has established regulations for the protection of sensitive plans, 
drawings and records defined as Security Sensitive Information (SSI), Critical Energy 
Infrastructure Information (CEII) and/or Bulk Electric System Cyber System Information (BCSI), 
reference Appendix “F”. In accordance with the Revised Code of Washington (RCW), FERC and 
NERC regulations, and using them as guidance, the District has identified and designated certain 
information as SSI, CEII, and/or BCSI (hereinafter referred to collectively as “Confidential 
Information”). Because of the sensitive nature of certain District Confidential Information that 
could be used in this Contract, Contractor is bound by the terms and conditions set forth in the Non-
Disclosure Agreement (NDA) previously executed with the District during the proposal process 
and included as Appendix “E”. 

21. Approval of Personnel Changes 

The Contractor shall submit to the District Representative for review and approval a proposed list 
of individuals who will have access to SSI, CEII, or BCSI or to restricted areas of District facilities.  
Unless otherwise required or prohibited by law, the Contractor shall supply the following 

https://www.grantpud.org/for-contractors
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information for each individual: full legal name, physical address, date of birth, qualifications, 
years’ of experience, lawful presence and eligibility to work in the United States of such individuals 
along with their experience and qualifications for the type of work they will perform. Subject to 
prior written authorization of District Representative, Contractor may add or change personnel on 
the approved list provided that the same identifying information listed above is provided to the 
District Representative for review and approval.  The Contractor shall submit to the District 
Representative all additions to the approved list of individuals along with the above listed 
information for review and approval.  The District reserves the right to deny approval of any 
proposed individual if, as determined by the District, such individual is unsatisfactory to the 
District.  The District will be the sole judge of such effect.  All personnel shall be subject to the 
nondisclosure provisions of this Contract which shall survive their replacement or termination as 
provided herein. 

22. Background Checks 

The District reserves the right to conduct or to require Contractor to conduct criminal background 
checks on its employee(s) before the District will grant such individuals access to secure areas of 
District facilities or Confidential Information. Criminal background checks may be conducted in 
such depth as the District reasonably determines to be necessary or appropriate for the type of 
access to be granted. Contractor shall execute one certification for each employee requiring a 
background check on the form provided by the District and attached hereto as Appendix “G”.  The 
cost of such background checks shall be borne by the Contractor.   

In the event the District determines in its sole discretion that an individual is unsatisfactory to the 
District or fails to provide a background check as requested by the District, the District reserves the 
right to require the Contractor to remove such individual from the job site and/or to exclude such 
individual from having any access to SSI, CEII, or BCSI. 

23. Qualification of Contractor’s Access Approval 

The District reserves the right to deny any Contractor or employee thereof access to hydro facilities 
or Confidential Information at the District’s sole discretion.  The District will be the sole judge of 
such effect.  All Contractors and employees thereof shall be subject to the nondisclosure provisions 
of this Contract.   

Further, the Contractor must provide the following prior to receiving Confidential Information 
and/or being granted access to secure areas: 

A. Provide resumes of Contractor’s personnel who may have access to Confidential 
Information or who will be working on site in a secure area at the project facilities.  The 
resumes shall include full legal name, physical address, date of birth, qualifications, years’ 
of experience, lawful presence and eligibility to work in the United States along with their 
qualifications for the type of work they will perform. 

B. Any individual requesting access to Bulk Electric System Cyber System Information 
(BCSI) shall complete the District’s CIP Protected Information Training course and 
provide a certificate of completion prior to receiving access to BCSI or protected areas. 

In the event the District determines in its sole discretion that an individual or Contractor is 
unsatisfactory or fails to provide a background check as requested by the District, or fails to provide 
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the information listed above, the District reserves the right to exclude such individual or Contractor 
from secure areas and/or from having any access to Confidential Information. 

24. BCSI Training 

In accordance with the requirements of Section 20, Confidential Information, Contractor shall 
ensure that its employees, subcontractors and employees of subcontractors or anyone having access 
shall complete the appropriate District CIP Security Training Program and provide the certificate 
of completion for each person with the executed Contract. 

All persons receiving Confidential Information or having access to secured sites shall complete CIP 
training prior to receiving such access and periodically, but no less than annually, thereafter. CIP 
training is conducted through the District’s learning management system (LMS).  LMS privileges 
will be coordinated through the District Representative. 

25. Contractor’s Warranty  

Contractor shall perform the project in a manner consistent with the degree of care and skill 
ordinarily exercised by members of the same profession currently practicing under similar 
circumstances. Contractor shall re-perform (or, at Contractor’s option, pay a third party to re-
perform) any defective services at no cost upon receipt of notice detailing the defect(s) within one 
(1) year of performance of the original services.  TO THE MAXIMUM EXTENT PERMITTED 
BY LAW, THIS WARRANTY SHALL BE EXCLUSIVE AND IN LIEU OF ALL OTHER 
WARRANTIES, WHETHER STATUTORY, EXPRESS, VERBAL OR IMPLIED (INCLUDING 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR PARTICULAR PURPOSE 
AND WARRANTIES ARISING FROM COURSE OF DEALING OR PERFORMANCE OR 
USAGE OF TRADE). 

 
IN WITNESS WHEREOF, the Contractor and the District have executed this Agreement each by 

its proper respective officers and officials thereunto duly authorized the day and year first above written. 
 

 
Public Utility District No. 2  SEL Engineering Services, Inc.  
  of Grant County, Washington 
 

By: {{CP1-Signature}}  By: {{CP2-Signature}} 

Name: {{CP1-FullName}}  Name: {{CP2-FullName}} 

Title: {{CP1-Title}}  Title: {{CP2-Title}} 

Date: {{CP1-DateSigned}}  Date: {{CP2-DateSigned}} 
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APPENDIX “A” 
SCOPE OF SERVICES TECHNICAL REQUIREMENTS  

 
The following provides a summary of the technical Scope of Services to be requested via Task 
Authorization: 

1. Develop a project plan, schedule and budget to execute the subsequent items listed in this Scope of 
Services list. 

 
A. Develop a data specification to assist in creating a project plan, schedule, and budget for 

development of Protection and Control (P&C) schemes applicable on the District transmission 
system.  Data specification shall include items such as planning, design, and CAD standards, typical 
design processes, and document/configuration handling procedures.  Other items shall be included 
in the data specification as deemed necessary by the Contractor. 

B. Acquire any additional information needed via conference call or in person meetings to formulate 
clear understanding of District’s standards. 

C. Propose the plan, schedule and budget to District for review, comment and/or subsequent approval. 
 

2. Develop a complete system of P&C schemes including SCADA, network communication, and security 
for implementation in future District transmission system (230 kV and 115 kV) projects.   

 
A. Bus Configurations: The schemes shall be expandable and applicable for use in the following bus 

configurations: 

i. Ring Bus 
ii. Breaker & Half 

iii. Double Bus – Double Breaker 
iv. Main/Aux 

B. Functionality: The design package shall include the following functions:   

i. Protection Schemes 
a. Line Protection using SEL-411L Relay 
b. Bus Protection using SEL-487B Relay 
c. Auto-Transformer Protection using SEL-487E 
d. Shunt Capacitor Bank using SEL-487 
e. Transfer Trip 

ii. Transfer Trip/Remote Communications 
a. End to End Relay Communication using Mirror Bit Transfer Trip (MBTT)  
b. Develop specification for processor to protect three terminal lines 
c. Develop specification for transfer trip communication Media 

iii. SCADA Control & Monitoring 
a. Remote Terminal Unit using SEL RTAC 

i. Local indication and control 
ii. Communication to SCADA Master equipment for indication and control 

iii. Data aggregation and manipulation 
b. Local Indication using ORIO I/O 

i. Local annunciation 
ii. Indication to Remote Terminal Unit 

c. SEL Team for event capture and communication 
d. Shunt Capacitor Bank Control 

iv. Network & Access Management 
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a. Switches using SEL-2740S Software Defined Network (SDN) 
i. SEL-2740S Software Defined Network (SDN)  

b. Security Gateway(s) using SEL-3620  
c. Firewalls using Fortinet F60D 

v. Business Access 
a. Wireless Access Point 
b. Local Business Switch 

i. PC connection 
ii. IP phone connection 

iii. Wireless connection point 
c. IP Phones 

vi. Propose any other scheme or functions for District consideration. a Additional schemes or 
functions shall be those the Contractor has successfully implemented in other projects and are 
of sufficient technology maturity so as to minimize the resource/effort risk associated with 
leading edge, early adoption. 

C. Deliverables: Design package shall be sequenced in percent deliverable phases to allow for District 
review as specified in project plan.  Design documents shall be delivered in Microsoft Word, Excel, 
or other software approved by the District.  All design drawings shall be delivered in CAD format 
compatible with District CAD standards.  Deliverables shall include the following at minimum: 

i. Design specification document for each function to be developed.  Specification shall be 
approved by the District Representative before proceeding to design.  

ii. Templatized design drawings and documents including the following: 
a. Panel layout including parts and equipment Bill of Material (BOM) 
b. System one line 
c. AC & DC one-line 
d. AC three-line 
e. IED logic diagrams 
f. Wiring diagrams (denote pseudo equipment connection representation)) 

iii. LAN Communications block diagrams 
iv. Data flow diagrams 
v. Protection Relaying Criteria document (to include all settings) 

vi. Template IED configuration files (Protection IEDs, I/O IED and SCADA RTU) 
vii. Template SCADA GUI screens 

viii. Template protection IED front HMI screens 
ix. Site Signal list 

3. Support Documentation and Procedures. 
 

A. Pre-energization / Commissioning testing procedures.  

B. In-service and energization check list and procedure. 

C. Template Operator Manual covering local panel, GUI and IED HMI interfaces. 

D. Template package instruction manual on how to use the various template documents and files. 

E. Maintenance manual with procedures and practices for periodic checks, tests and troubleshooting 
guide. 
 

4. Lab testing to validate the template design packages (allow District personnel witness). 
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A. Work with District to purchase all materials and IEDs required to build the P&C, LAN and SCADA 
components developed in the template design package. 

B. Build the system in a lab environment. 

C. Test all the functions, data maps, IED logic, protection schemes, etc. in accordance with testing 
and commissioning procedures. 

D. Make any corrections to designs needed based on lab testing results. 

E. Disassemble and ship the lab test system to District. 
 

5. Training on use of new templates 

A. Develop training materials covering new designed schemes. 

B. Deliver training to District personnel covering template materials. 
 

6. Any other unforeseen tasks related to development of the District’s transmission P&C schemes. 
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APPENDIX “B” 
RATE SCHEDULE 

 
DIRECT EXPENSES: 

Rates are stated in US Dollars. 

 

Engineer's 
Classification 

Code 

Billing Rate Job 
Description 

Maximum 
Hourly 

Billing Rate* 
Classification 

A Consultant $285.00 Engineering/Management/Admin 
B Principal Engineer $285.00 Engineering/Management/Admin 
C Senior Engineer $210.00 Engineering/Management/Admin 
D Project Engineer III $175.00 Engineering/Management/Admin 
E Project Engineer II $160.00 Engineering/Management/Admin 
F Senior Specialist $160.00 Engineering/Management/Admin 
G Senior Relay Commissioning Tech $160.00 Engineering/Management/Admin 
H Project Engineer I $140.00 Engineering/Management/Admin 
I Specialist III $140.00 Engineering/Management/Admin 
J Relay Commissioning Tech III $140.00 Engineering/Management/Admin 
K Project Controller II & III $140.00 Engineering/Management/Admin 
L Senior Designer $140.00 Engineering/Management/Admin 
M Designer III $125.00 Engineering/Management/Admin 
N Specialist II $125.00 Engineering/Management/Admin 
O Project Controller I $125.00 Engineering/Management/Admin 
P Associate Project Engineer $120.00 Engineering/Management/Admin 
Q Relay Commissioning Tech II $120.00 Engineering/Management/Admin 
R Field Service Tech III $120.00 Engineering/Management/Admin 
S Designer II $115.00 Engineering/Management/Admin 
T Specialist I $115.00 Engineering/Management/Admin 
U Designer I $95.00 Engineering/Management/Admin 
V Relay Commissioning Tech I $95.00 Engineering/Management/Admin 
W Drafter $85.00 Engineering/Management/Admin 
X Account Administrator III $85.00 Engineering/Management/Admin 
Y Field Service Tech II $85.00 Engineering/Management/Admin 
Z Account Administrator I & II $75.00 Engineering/Management/Admin 

AA Administrative Field Service Tech I $75.00 Engineering/Management/Admin 
BB Engineering Intern $75.00 Engineering/Management/Admin 
CC Security Engineer $220.00 Cybersecurity & Networking 
DD Senior Security Specialist $185.00 Cybersecurity & Networking 
EE Security Specialist $175.00 Cybersecurity & Networking 

N/A 
Reimbursable Expenses & Travel Time – Expenses incurred to Contractor travel shall be 
reimbursed in accordance with the Reimbursable Expenses language below.  Travel time shall 
be reimbursed at the corresponding Maximum Hourly Billing Rate shown in this Rate Schedule. 



Contract Documents 130-10805B 
   

 

 
 

20 

 

*Any overtime work shall be approved in advance by the District Representative.  Overtime shall be 
reimbursed at a maximum of 150% of the corresponding rate shown in the Rate Schedule above. 
 
Fixed hourly billing rates shall be in US Dollars and include all i) payroll, payroll taxes and fringe benefits; 
ii) all reproduction and printing costs including electronic media; iii) communications costs including all 
phones, faxes, internet, postage, shipping, delivery, couriers; iv) computer, software, printers, scanners, 
office machines and related costs of operations including consumables; v) insurance costs; vi) indirect and 
overhead burden; and vii) profit.  
 
REIMBURSABLE EXPENSES: 
 
Reimbursable expenses are those reasonable and necessary costs incurred on or directly for the District’s 
project, including necessary transportation costs, meals and lodging.  Any actual expenses in non-US dollars 
will be converted using the conversion tables at www.x-rates.com for the applicable period.  
Reimbursement will be subject to the following limitations: 
 
Meals and Incidental Expenses: Meals and incidental expenses will be limited to the Federal Per Diem rate 
for meals and incidentals established for the location where lodging is obtained.  The current rate for all 
Grant County locations is $55.00 per day.  Federal Per Diem guidelines which includes the meal breakdown 
and Federal Per Diem rates for other locations can be found at www.gsa.gov. 
 
Lodging: Lodging will be billed at cost, including applicable taxes, not to exceed 200% of the Federal Per 
Diem maximum lodging rate for the location where the work is being performed.  The current federal 
maximum lodging rate for all Grant County locations is $96.00.  The District Representative may increase 
this limit in writing when circumstances require. 
 
Travel: Air travel (at coach class or equivalent), airport shuttles, etc. billed at cost.  Ground transportation 
by privately owned vehicle, if utilized, billed at the Internal Revenue Service mileage rate for privately 
owned vehicles in effect at the time of travel.  Expenses for a rental car, at cost, in the ratio of one mid-size 
class rental car for each three Contractor’s personnel directly engaged in performance of the work at the 
prevailing rental rates then in effect.  Rental car options such as refueling fees, GPS, collision & liability 
insurance, etc. will not be reimbursed by the District unless such options are approved in advance by the 
District Representative.  Appropriate insurance coverage should be included in the Contractor’s 
insurance policies.  
 
Other:  All other expenses will be based on actual costs and include appropriate documentation. 
 
Reimbursable expenses must be accompanied by receipts for airfare, hotel, and rental car, and any 
other support documentation as the District may require. 
 

http://www.x-rates.com/
http://www.gsa.gov/
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Sample Only 

APPENDIX “C” 
CHANGE ORDER 

NO. __ 
 
Pursuant to Section 5, the following changes are hereby incorporated into this Contract: 
 
A. Description of Change: 
 
 
 
 
B. Time of Completion:  The revised completion date shall be _____________. 
 OR 
 The completion date shall remain ___________. 
 
C. Contract Price Adjustment:  As a result of this Change Order, the not to exceed Contract Price shall 

remain unchanged (be increased/decreased by the sum of $_________ plus applicable sales tax).  
This Change Order shall not provide any basis for any other payments to or claims by the Contractor 
as a result of or arising out of the performance of the work described herein.  The new total revised 
maximum Contract Price is $_________, including changes incorporated by this Change Order.   

 
D. Except as specifically provided herein, all other Contract terms and conditions shall remain 

unchanged. 
 
 
Public Utility District No. 2    Schweitzer Engineering Services, Inc.   of Grant 
County, Washington   
 
 
Accepted By:  ________________________    Accepted By:  _________________________  
     
Name of Authorized Signature    Name of Authorized Signature 
Title        Title 
 
Date:  ______________________________    Date:  ________________________________   
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Sample Only 

APPENDIX “D” 
TASK AUTHORIZATION FOR 
PROFESSIONAL SERVICES 

 
 

Contract No.: 130-10805B Task Authorization No.:  Amendment No.:  

Project Name:  
 
The Scope of Services covered by this authorization shall be performed in accordance with all the terms and 
conditions in the above referenced Contract Documents which are incorporated herein by this reference.   
 
The District hereby requests and authorizes the Contractor to perform the following services:   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Compensation is to be paid in accordance with and subject to the limitations in Section 4.A of the Contract 
Documents.  In addition, the total cost of the above described work shall not exceed $  without 
advance amendment of this Task Authorization by the District.   
 
Public Utility District No. 2    Schweitzer Engineering Services, Inc.  
  of Grant County, Washington 
 
Approved for District     Accepted by Contractor 
 
By:  ________________________________  By:  _________________________________  
 
Print Name:  _________________________  Print Name:  __________________________  
 
Title: District Representative    Title:  ______________________________  
 
Date:  _______________________________  Date:  ________________________________ 
      
 
  



Contract Documents 130-10805B 
   

 

 
 

23 

 

Sample Only 

APPENDIX “E” 
NON-DISCLOSURE AGREEMENT 

 
This Non-Disclosure Agreement ("NDA") is entered into on the date shown on the signature page between 
Public Utility District No. 2 of Grant County, Washington ("District"), and 
_______________________________________________________________________, (“Contractor”), 
sometimes collectively referred to as the "Parties." 

RECITALS 

The District has identified and designated certain information as confidential.  For purposes of this 
Agreement, “Confidential Information” includes: 

• District customer information protected under RCW 19.29A, Consumers of Electricity;  

• District employee information; 

• District vendor information;  

• All technical and business information or material that has or could have commercial value or other 
interest in the business or prospective business of the District; 

• All information and material provided by the District which is not an open public record subject to 
disclosure under RCW 42.56, Public Records Act;   

• All information of which unauthorized disclosure could be detrimental to the interests of the 
District or its customers, whether or not such information is identified as Confidential Information; 
and 

• Any information identified and designated by the District as Security Sensitive Information (SSI), 
Critical Energy Infrastructure Information (CEII), and/or Bulk Electric System Cyber System 
Information (BCSI) in accordance with the State of Washington, Federal Energy Regulatory 
Commission (FERC) and/or North American Reliability Corporation (NERC), which have 
established regulations for the protection of sensitive plans, drawings, and records defined as SSI, 
CEII, and/or BCSI.  SSI, CEII, and BCSI are further defined in Appendix “F”. 

Because of the sensitive nature of such information that may be provided to the Contractor, Contractor must 
execute and deliver this NDA to the District prior to receiving such Confidential Information from the 
District. 

NOW, THEREFORE, the Parties agree as follows: 

 1. Incorporation by Reference.  The recitals set forth above are incorporated herein as if fully set 
forth. 

 2. Confidential Information Disclosure.  All information and drawings that are disclosed by the 
District to the Contractor, which are designated as confidential, SSI, CEII, and/or BCSI, shall be 
protected hereunder as Confidential Information.   
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Sample Only 

 3.  Non-Disclosure.  Subject to the provisions of Section 4 and unless the parties agree otherwise, this 
non-disclosure obligation shall survive the termination of this NDA.  Contractor shall not disclose 
or disseminate Confidential Information and shall: 

A. Restrict disclosure of Confidential Information solely to its agents and employees with a 
need to know and not disclose such Confidential Information to any others; and  

B. Advise and require all of its officers, agents, employees, representatives, prospective and 
successful subcontractors, consultants and employees thereof with access to the 
Confidential Information to execute an NDA in this same form with the District prior to 
allowing them access to the Confidential Information; and 

C. Use the Confidential Information provided hereunder only for purposes directly related to 
performance of the work Contract 130-10805B. 

D. In the event third parties attempt to obtain the Confidential Information by legal process, 
the Contractor agrees that it will not release or disclose any Confidential Information until 
the District has received notice of the legal process and has been given reasonable 
opportunity to contest such release of information and/or to assert the confidentiality 
privilege. 

4.  Ownership and Return of Confidential Information.  All Confidential Information shall remain 
the property of the District.  Contractor is responsible for safeguarding and returning all 
Confidential Information or shall certify, by signed, statement delivered to the District, the 
destruction of all original Confidential Information provided along with any copies made by the 
Contractor. Such delivery shall be to the District, Attention:  Patrick Bishop, PO Box 878, Ephrata, 
WA  98823. 

5. Compliance Audit.  The District may audit Contractor’s compliance with this NDA.  

6. Applicable Law.  This NDA is made under, and shall be construed according to, the laws of the 
State of Washington and the Federal Energy Regulatory Commission regulations. Venue for any 
action brought pursuant to this NDA shall, at the District’s option, be in Grant County Superior 
Court, Grant County, Washington or in the United States District Court for the Eastern District of 
Washington. 

7. Assignment.  This NDA may not be assigned. 

8. Violations.  Contractor understands and agrees that the District is providing the Confidential 
Information to Contractor in reliance upon this NDA, and Contractor will be fully responsible to 
the District for any damages or harm caused to the District by a breach of this NDA by Contractor 
or any of its officers, directors, agents, employees, subcontractors, consultants or affiliates. 
Contractor acknowledges and agrees that a breach of any of its promises or agreements contained 
herein will result in irreparable injury to the District for which there will be no adequate remedy at 
law, and the District shall be entitled to apply for equitable relief, including injunction and specific 
performance, in the event of any breach or threatened breach or intended breach of this NDA by 
Contractor.  Such remedies, however, shall not be deemed to be the exclusive remedies for any 
breach of the Agreement but shall be in addition to all other remedies available at law or in equity.  
In addition to injunctive relief, civil or criminal penalties may be imposed for each violation of this 
NDA.  
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Sample Only 

9. Attorney's Fees.  In the event it is necessary for the District to utilize the services of an attorney 
to enforce any of the terms of this NDA, it shall be entitled to compensation for its reasonable 
attorney's fees and costs. In the event any legal action becomes necessary to enforce the provisions 
of the NDA, the substantially prevailing party shall be entitled to reasonable attorney's fees and 
costs in addition to any other relief allowed, regardless of whether the dispute is settled by trial, 
trial and appeal, arbitration, mediation, negotiation or otherwise, and regardless of whether suit is 
formally filed. 

10. Corporate Authority; Binding Signatures.  The individual executing this NDA on behalf of 
Contractor warrants that he or she is an authorized signatory of the entity for which they are signing, 
and have sufficient institutional authority to execute this NDA. 

11. Electronic Signatures.  Signatures transmitted electronically shall be deemed valid execution of 
this NDA, binding on the parties.  

12. Effective Date and Term.  This NDA shall become effective immediately and remain in full force 
and effect until Contractor has returned all Confidential Information to the District provided, 
however, the obligations contained in Section 3 shall survive the termination of this NDA. 

 
CONTRACTOR:   Name:    _____________________________________________ 

    
  Address:   _____________________________________________ 
    
    _____________________________________________ 

      
    Phone:  _____________________________________________ 
 
    Email:  _____________________________________________ 

 
 

 
Signature:   _____________________________________________ 

 
Print Name:   _____________________________________________  

 
Title:    _____________________________________________ 
 

   
Date:   _____________________________________________ 
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APPENDIX “F” 
DEFINITION OF CEII, BCSI, AND SSI 

 
 
 

Definition of Critical Energy Infrastructure Information (CEII) 
 
The Critical Energy Infrastructure Information (CEII) guidelines of the Federal Energy Regulatory 
Commission (FERC) define CEII as specific engineering, vulnerability, operational or detailed design 
information about proposed or existing critical energy infrastructure (physical or virtual) that relates to the 
production, generation, transportation, transmission or distribution of energy, could be useful to a person 
planning an attack on critical infrastructure, is exempt from mandatory disclosure, and gives strategic 
information beyond the location of the critical infrastructure. 18 CFR §388.113 and RCW 42.56.520.  
 

 
Definition of Bulk Electric System Cyber System Information (BCSI) 

 
The North American Electric Reliability Corporation (NERC) has been designated by the FERC, through 
the Energy Policy Act of 2005, to establish and enforce standards and requirements for the reliable operation 
of the Bulk Electric System. The Bulk Electric System includes the District’s electrical generation 
resources, transmission lines, and interconnections with neighboring electric systems. Information related 
to the District’s Bulk Electric System Cyber Systems (BCS) is required to be protected due to the sensitive 
security nature of such information, and the need to protect public safety (hereinafter referred to as “BCSI”). 
BCSI generally (not exclusively) is defined as information about the BCS that could be used to gain 
unauthorized access or pose a security threat to the BCS and affect the reliable operations of the Bulk 
Electric System. The District is required to protect this information including, but not limited to, network 
topology/diagrams; floor plans for computing centers; equipment layouts; security configuration 
information and other information as defined in the NERC standards. FERC Order No. 706, issued January 
18, 2008; 18 CFR Part 40; and RCW 42.56.070.   
 
 

Definition of Security Sensitive Information (SSI) 
 
Security Sensitive Information is those portions of records assembled, prepared, or maintained to prevent, 
mitigate, or respond to criminal or terrorist acts, which are acts that significantly disrupt the ability of the 
District to fulfill its mission and goals and that manifest an extreme indifference to human life, the public 
disclosure of which would have a substantial likelihood of threatening public safety.  SSI includes: (a) 
Specific and unique vulnerability assessments or specific and unique response or deployment plans, 
including compiled underlying data collected in preparation of or essential to the assessments, or to the 
response or deployment plans;  (b) Records not subject to public disclosure under federal law that are shared 
by federal or international agencies, and information prepared from national security briefings provided to 
state or local government officials related to domestic preparedness for acts of terrorism;  and (c) 
Information regarding the infrastructure and security of computer and telecommunications networks, 
consisting of security passwords, security access codes and programs, access codes for secure software 
applications, security and service recovery plans, security risk assessments, and security test results to the 
extent that they identify specific system vulnerabilities. 
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APPENDIX “G” 
BACKGROUND CHECK/IDENTITY VERIFICATION BY CONTRACTOR/VENDOR 

 
 
Contractor Name: ___________________________ Date: _________________________  

Contract Number:  ___________________________       Procurement Officer:  ____________________ 

   Project Manager: _________________________ 
  

 
In accordance with NERC Reliability Standards CIP 002-011, we are providing Public Utility District No. 
2 of Grant County, Washington certification of background checks performed on personnel who will 
require authorized Unescorted Physical Access and/or Electronic Access to District High or Medium 
Impact BES Cyber Systems, and their associated EACMS and PACS.   
 
Accordingly, we certify that: 

1. A background check has been conducted on the following employee(s) that includes a seven year 
criminal history records check, a current residence check and a residence check at other locations 
where, during the seven years immediately prior to the date of the criminal history records check, the 
employee has resided for six consecutive months or more; and the assessment of the employee is 
consistent with the safe and efficient performance of the services and meets the minimum standard for 
criminal checks as set forth by the attached Evaluation Criteria.  

2. Employment eligibility identity verification has been completed to ensure employee is legally 
permitted to work in the United States. (Citizenship, Federal I-9 form verification) 

 
Employee Name Background 

Check 
Completion Date 

Indicate 
Pass (P) 
or Fail 

(F) 

Identity 
Verification 

Completion Date 

PRA Completion 
Date  

(District use 
only) 

     

     

     

     

     

     
 

(Do not send actual background check documents) 
 
Name of company where background check was performed: __________________________________ 
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Certified by:  ____________________________  Title: __________________________ 
 
Phone No.:   ____________________________  Email: _________________________ 
 
Return this form to: CIPDocuments@sp.gcpud.org  
 

***Access will not be granted until this Background Check has been completed and training taken*** 
 

These are sub-sections of the “Grant County PUD Personnel Risk Assessment Program” relevant to 
Vendor(s) and/or Contractor(s).  For the complete program please contact rcstaff@gcpud.org 
 
Evaluation Criteria: 
Contractors with physical or electronic access to District High or Medium Impact BES Cyber Systems and 
their associated EACMS and PACS, shall certify a background check was met using the following criteria: 

Whether the individual has ever been convicted of any of the following FELONIES: 

Murder 

Kidnapping 

Manslaughter 

Fraud, theft, and/or robbery 

Criminal sexual conduct 

Arson 

Whether the individual has ever been convicted of the following MISDEMEANORS: 

Violence related 

Honesty related 

Whether the individual has ever been convicted of a single misdemeanor, other than minor traffic offenses, 
which are generally defined as traffic offenses that did not involve property damage and/or personal injury. 

Individual is not currently awaiting adjudication on any criminal charge other than minor traffic offenses, 
which, again, are generally defined as traffic offenses that did not involve property damage and/or personal 
injury. 

In the event the individual has been convicted of a felony or misdemeanor, the Contractor shall not assign 
such individual to a District location without first discussing such conviction with the District and obtaining 
the approval of the District’s PRA Committee for such assignment in accordance with the District’s 
Personnel Risk Assessment Program. The District reserves the right to refuse the assignment of an 
individual who does not pass the above Evaluation Criteria after review and consideration of the extenuating 
circumstances by the District’s PRA Committee. 
 

FOR GRANT PUD USE ONLY 
 

     If Background Check failed enter date of PRA Committee Review: _________      Pass ___      Fail ___ 
             (Check one)  

     Signature of PRA Committee member: ___________________________________ 
 

 
  

mailto:rcstaff@gcpud.org
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APPENDIX “H” 
CIP-013 SUPPLY CHAIN RISK MANAGEMENT 

A. Introduction 

Public Utility District No. 2 of Grant County, Washington (herein called the "District" or “Grant 
PUD”), is mandated by the Federal Energy Regulatory Commission (“FERC”) and the North 
American Electric Reliability Corporation (“NERC”) to implement Critical Infrastructure 
Protection (“CIP”) reliability standard CIP-013-1 Cyber Security – Supply Chain Risk 
Management (herein called “CIP-013”), as may be amended.  CIP-013 requires the District to 
endeavor to negotiate the terms herein in order to assess the cyber security risk(s) to the Bulk 
Electric System (“BES”) 1  from Contractor products or services resulting from procuring and 
installing Contractor equipment and software. 
 
This document titled Appendix “H”, CIP-013 Supply Chain Risk Management (herein called “CIP-
013 Appendix”), identifies terms and conditions requested by the District to comply with CIP-013. 
 
TBD (herein called “Contractor”) is presented these terms that apply to District procurements of 
hardware, software (including patches/updates) and services manufactured, supplied, or performed 
by Contractor. 
 
The terms of this CIP-013 Appendix are applied at the sole discretion of the District for procured 
Contractor hardware, software, or services that are intended for use in BES Cyber Systems subject 
to CIP-013 or other contractual agreements deemed necessary by the District. 
 
Conformance to these terms influences product and service selection.  Non-conformance to these 
terms does not disqualify a product or service from consideration. 
 
District Contact Information 
 
Telephone:  (509) 754-0500, ext. 4193  
E-Mail:   Cybersecurity@gcpud.org 
Mailing Address:  Grant County PUD 

Cyber Security 
PO Box 878 
Ephrata, WA  98823 

 
B. Requirement R1.2.1 

 
Notification by the Contractor of Contractor-identified incidents related to the products or services 
provided to the District that pose cyber security risk to the District. 
 

Contract Language 

Contractor agrees to notify the District as soon as reasonably possible, and no more than 72 hours, 
after the determination by telephone and e-mail, and subsequently via written letter, whenever a 
Security Incident occurs for Contractor products or services owned, licensed, or contracted by the 
District using the information listed in the “District Contact Information”, Section A of this CIP-
013 Appendix. 

 
1 Glossary of Terms Used in NERC Reliability Standards, describes “Bulk Electric System” and “District” definition. 
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The notice shall include, at a minimum, the date and time of the Security Incident occurrence 
(or the approximate date and time of the occurrence if the actual date and time of the occurrence 
is not precisely known) and a detailed summary of the facts and circumstances of the Security 
Incident, including a description of (a) why the Security Incident occurred (e.g., a precise 
description of the reason for the system failure or compromise), (b) the amount of District 
Information known or reasonably believed to have been subject to Information Theft and (c) 
the measures being taken to address and remedy the occurrence to prevent the same or a similar 
event from occurring in the future. 

Contractor shall provide written updates of the notice to the District addressing any new facts 
and circumstances learned after the initial written notice and shall provide such updates within 
a reasonable time after learning of those new facts and circumstances. 
 
Contractor shall cooperate with the District efforts to determine the risk to the BES posed by the 
Security Incident, including providing additional information regarding the Security Incident upon 
request from the District. 

C. Requirement R1.2.2 

Coordination of responses to Contractor-identified incidents related to the products or services 
provided to the District that pose cyber security risk to the District. 
 
Contract Language 

1. Development and Implementation of a Response Plan: 
 

Contractor shall identify its implemented policies and procedures that address Security 
Incidents (“Response Plan”) by mitigating the harmful effects of Security Incidents and 
addressing and remedying the occurrence to prevent the recurrence of Security Incidents 
in the future2. Contractor shall provide the District access to inspect a summary of its 
Response Plan. The development and implementation of the Response Plan shall follow 
best practices that, at a minimum, are consistent with the contingency planning 
requirements of the National Institute of Standards and Technology (“NIST”) Special 
Publication 800-61 Rev. 23 and NIST Special Publication 800-53 Rev. 4 medium impact 
security controls for CP-1 through CP-10 and IR-1 through IR-10 as may be amended4. 
 
Immediately upon learning of a Security Incident related to the products and services 
provided to the District, Contractor shall implement its Response Plan and, within 24 
hours of implementing its Response Plan, shall notify the District using each 
communications method listed in the “District Contact Information”, Section A of this 
document. 
 

2. Recurrence Prevention: 
 

Within 30 calendar days of a Security Incident, Contractor shall: 
 

 
2 Language based on 45 C.F.R. § 164.308(a)(6)(i) and (ii). 
3 National Institute of Standards and Technology (NIST), Computer Security Incident Handling Guide, Special 

Publication 800-61 Rev. 2 (2012). 
4 NIST, Security and Privacy Controls for Federal Information Systems and Organizations, Special Publication 800- 
53 Rev. 4 (2012). 
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a. Develop and execute a plan that reduces the likelihood of the same or a similar 
Security Incident from occurring in the future consistent with the 
requirements of its Response Plan and NIST Special Publication 800-61 Rev. 
2 and NIST Special Publication 800-184 as may be amended5, and shall 
communicate that plan to the District. 

b. Communicate recommended actions to be taken by the District on District-
controlled systems to reduce the risk of a recurrence of the same or a similar 
Security Incident, including, as appropriate, the provision of action plans and 
mitigating controls. 

c. Coordinate with the District in developing those action plans and mitigating 
controls. 

d. Provide the District guidance and recommendations for long-term 
remediation of any cyber security risks posed to District Information, 
equipment, systems, and networks as well as any information necessary to 
assist the District in any recovery efforts undertaken by the District in 
response to the Security Incident. 

3. Notification to Affected Parties: 
 

 Contractor shall, at its sole cost and expense, assist and cooperate with the 
District with respect to any investigation of a Security Incident, disclosures to 
affected parties, and other remedial measures as requested by the District in 
connection with a Security Incident or required under any applicable laws 
related to a Security Incident. 
 

 In the event a Security Incident results in District Information being Disclosed 
such that notification is required to be made to any person or entity, including 
without limitation any customer, shareholder, or current or former employee 
of the District under any applicable laws, including privacy and consumer 
protection laws, or pursuant to a request or directive from a governmental 
authority, such notification shall be provided by the District, except as 
required by applicable law or approved by the District in writing. The District 
will have sole control over the timing and method of providing such 
notification. 

 
4. Unrelated Security Incidents: 
 

In the event  

(a) Contractor’s Proprietary Information, as such information relates to the products 
and/or services provided to The District under this Agreement, has been corrupted or 
destroyed without authorization or has been accessed, acquired, compromised, 
modified, used or disclosed by any unauthorized person, or by any person in an 
unauthorized manner or for an unauthorized purpose;  

(b) Contractor knows or reasonably believes that an act or omission has compromised 
or may reasonably compromise the cybersecurity of the products and services 

 
5 NIST Special Publication 800-61 (Rev. 2) (2012) and NIST, Guide for Cybersecurity Event Recovery, Special 
Publication 800-184 (2016). 
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provided by Contractor to an entity other than The District”), and the Unrelated 
Security Incident has or may have a material impact to The District; or  

(c) Contractor receives any valid complaint, notice, or communication which relates 
to  

(i) Contractor’s handling of Contractor Proprietary Information or 
Contractor's compliance with applicable law in connection with Contractor 
Proprietary Information or  

(ii) the cybersecurity of the products and services provided by Contractor to 
an entity other than The District (“Unrelated Security Incident”), and the 
Unrelated Security Incident has or may have a material impact to The District,  

D. Contractor shall provide to The District a confidential report describing, to the extent legally 
permissible, a detailed summary of the facts and circumstances of the Unrelated Security 
Incident, including a description of (1) why the Unrelated Security Incident occurred, (2) the 
nature of the Contractor's Proprietary Information disclosed, and (3) the measures being taken to 
address and remedy the occurrence to prevent the same or a similar event from occurring in the 
future. 

E. Requirement R1.2.3 

Notification by Contractors when remote or onsite access should no longer be granted to Contractor 
representatives. 

Contract Language 

1. Development and Implementation of Access Control Policy: 

Contractor shall develop and implement policies and procedures to address the security of 
remote and on-site access to District Information, District systems and networks, and 
District property (an “Access Control Policy”) that is consistent with the personnel 
management requirements of NIST Special Publication 800-53 Rev. 4 medium impact 
security controls for AC-26, PE-27, PS-48, and PS-59, as may be amended, and also meets 
the following requirements: 

2. District Access Authority: 

In the course of furnishing products and services to the District under this CIP-013 
Appendix, Contractor shall not access, and shall not permit its employees, agents, 
contractors, subcontractors, partners, affiliates, and other personnel or entities within its 
control (“Contractor Personnel”) to access the District’s property, systems, or networks 
or District Information without the District’s prior express written authorization. Such 
written authorization may subsequently be revoked by the District at any time in its sole 
discretion. Further, any Contractor Personnel access shall be consistent with, and in no 
case exceed the scope of, any such approval granted by the District. All District 
authorized connectivity or attempted connectivity to District systems or networks shall 
be in conformity with District security policies as may be amended from time to time 

 
6 AC-2 covers Account Management. 
7 PE-2 covers Physical Access Authorization. 
8 PS-4 covers Personnel Termination. 
9 PS-5 covers Personnel Transfer. 
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with notice to the Contractor. 

3. Contractor Review of Access: 

Contractor shall review and verify Contractor Personnel’s continued need for access 
and level of access to District Information and District systems, networks and property 
at the time of award and annually thereafter until termination of Contract. Contractor 
shall retain evidence of the reviews for two years from the date of each review and 
evidence of reviews shall be made readily available upon the District’s request. 

4. Notification and Revocation: 

Contractor shall immediately notify the District using the e-mail listed in the “District 
Contact Information”, Section A of this document (no later than close of business on 
the same day as the day of termination or change set forth below) and shall immediately 
take all steps necessary to remove Contractor Personnel’s access to any District 
Information, systems, networks, or property when: 

a. Any Contractor Personnel no longer requires such access in order to furnish 
the services or products provided by Contractor under this CIP-013 Appendix, 
 

b. Any Contractor Personnel is terminated or suspended or his or her 
employment is otherwise ended, 
 

 Contractor reasonably believes any Contractor Personnel poses a threat to the 
safe working environment at or to any District property, including to 
employees, customers, buildings, assets, systems, networks, trade secrets, 
data, confidential data, and/or employee or District Information, 
 

 There are any material adverse changes to any Contractor Personnel’s 
background history, including, without limitation, any information not 
previously known or reported in his or her background report or record, 

 Any Contractor Personnel fails to maintain conduct in accordance with the 
Contractor’s internal security policies, 

 Any Contractor Personnel loses his or her U.S. work authorization, or 

 Contractor’s provision of products and services to the District under this CIP-
013 Appendix is either completed or terminated, so that the District can 
discontinue electronic and/or physical access for such Contractor Personnel. 

Contractor shall take all steps reasonably necessary to immediately deny such 
Contractor Personnel electronic and physical access to District Information as 
well as District property, systems, or networks, including, but not limited to, 
removing and securing individual credentials and access badges, multifactor 
tokens, and laptops, as applicable, and shall return to the District any District-
issued property including, but not limited to, District photo ID badge, keys, 
parking pass, documents, or electronic devices in the possession of such 
Contractor Personnel. Contractor shall notify the District using each 
communication method listed in the “District Contact Information”, Section 
A of this document once access to District Information as well as District 
property, systems, and networks have been removed. 

 



Contract Documents 130-10805B 
   

 

 
 

34 

 

F.  Requirement R1.2.4 

Disclosure and remediation by Contractors of known vulnerabilities related to the products or 
services provided to the District. 

Contract Language 

1. Contractor shall develop and implement policies and procedures to address the 
disclosure and remediation by Contractor of vulnerabilities and material defects related 
to the products and services provided to the District under this CIP-013 Appendix 
including the following: 

a. Prior to the delivery of the procured product or service, Contractor shall 
provide summary documentation of publicly disclosed vulnerabilities and 
material defects related to the procured product or services, the potential 
impact of such vulnerabilities and material defects, the status of Contractor’s 
efforts to mitigate those publicly disclosed vulnerabilities and material 
defects, and Contractor’s recommended corrective actions, compensating 
security controls, mitigations, and/or procedural workarounds10. 

b. For critical vulnerabilities which are likely to be or are being actively 
exploited, Contractor shall immediately provide mitigations which may 
include methods of exploit detection and/or workarounds, followed by 
appropriate software and firmware updates. 

c. Contractor shall disclose the existence of all known methods for bypassing 
computer authentication in the procured product or services, often referred to 
as backdoors, and provide written documentation that no undocumented 
authentication bypass methods allowing unauthorized access exist.11 

Contractor shall implement a vulnerability detection and remediation program 
consistent with NIST Special Publication 800-53 Rev. 4 medium impact 
security controls for RA-512, SA-1113, and SI-2, as may be amended14. 

2 .  Vulnerabilities Disclosure: 

Whether or not publicly disclosed by Contractor and notwithstanding any other 
limitation in this CIP-013 Appendix, the District may disclose any vulnerabilities or 
material defects in the products and services provided by Contractor to (a) the 
Electricity Information Sharing and Analysis Center (E-ISAC), the Industrial Control 
Systems Cyber Emergency Response Team (ICS-CERT), or any equivalent entity, (b) 
to any entity when necessary to preserve the reliability of the BES as determined by 
the District in its sole discretion, or (c) any entity required by applicable law. 

G. Requirement R1.2.5 

 
10 Based on language in Energy Sector Control Systems Working Group (ESCSWG) Procurement Guidance § 3.2.1. 
 
11 Based on language in ESCSWG Procurement Guidance § 2.1.5. 
 
12 RA-5 covers Vulnerability Scanning. 
13 SA-11 covers Developer Security Testing and Evaluation. 
 
14 SI-2 covers Flaw Remediation. 
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Verification of software integrity and authenticity of all software and patches provided by the 
Contractor for use in the BES Cyber System. 

Contract Language 

1. Hardware, Firmware, Software, and Patch Integrity and Authenticity: 

 Contractor shall establish, document, and implement risk management 
practices for supply chain delivery of hardware, software (including patches), 
and firmware provided under this CIP-013 Appendix.  Contractor shall 
provide documentation on its: chain-of-custody practices, inventory 
management program (including the location and protection of spare parts), 
information protection practices, integrity management program for 
components provided by sub-suppliers, instructions on how to request 
replacement parts, commitment to ensure that for 10 years from the date of 
purchase, spare parts shall be made available by Contractor. 

 Contractor shall specify how digital delivery for procured products (e.g., 
software and data), including patches, shall be validated and monitored to 
ensure the digital delivery remains as specified.  If the District deems that it 
is warranted, Contractor shall apply encryption to protect procured products 
throughout the delivery process. 

 Contractor shall specify how physical delivery for procured products (e.g., 
software and data on physical media) including patches shall be secured to 
ensure that delivery remains as specified.  If the District deems that it is 
warranted, Contractor shall apply encryption to protect procured products 
throughout the delivery process. 

1) If Contractor provides software or patches to the District, Contractor 
shall publish or provide a hash conforming to the Federal Information 
Processing Standard (“FIPS”) 140-215or similar standard information 
on the software and patches to enable the District to use the hash value 
as a checksum to independently verify the integrity of the software 
and patches and avoid downloading the software or patches from 
Contractor’s website that has been surreptitiously infected with a 
virus or otherwise corrupted without the knowledge of Contractor. 

2) Contractor shall identify the country (or countries) of origin of the 
procured product. Contractor shall identify the countries where the 
development, manufacturing, maintenance, and service for the 
product are provided.  Contractor shall notify the District of changes 
in the list of countries where product maintenance or other services 
are provided in support of the procured product.  This notification 
shall occur prior to initiating a change in the list of countries. 

3) Contractor shall use trusted channels to ship procured products, such 
as U.S. registered mail. 

4) Contractor shall demonstrate a capability for detecting unauthorized 
access throughout the delivery process. 

5) Contractor shall demonstrate chain-of-custody documentation for 

 
15 Federal Information Processing Standard (“FIPS”) 140-2, Security Requirements for Cryptographic Modules 
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procured products as determined by the District and require tamper-
evident packaging as an option for the delivery of this hardware, 
including software delivered on physical media. 

 
2. Patching Governance: 

a. Prior to the delivery of any products and services to the District or any 
connection of electronic devices, assets or equipment to the District’s 
electronic equipment, Contractor shall provide documentation regarding its 
patch management and vulnerability management/mitigation programs and 
update process (including third-party hardware, software, and firmware) for 
products, services, and any electronic device, asset, or equipment required to 
be connected to District assets during the provision of products and services 
under this CIP-013 Appendix. This documentation shall include information 
regarding: 

1) The resources and technical capabilities to sustain this program and 
process such as Contractor’s method or recommendation for how the 
integrity of a patch is validated by the District; and 

2) Contractor's approach and capability to remediate newly reported 
zero-day vulnerabilities. 

b. Unless otherwise approved by the District in writing, current or supported 
version of Contractor products and services shall not require the use of out-
of-date, unsupported, or end-of-life version of third-party components (e.g., 
Java, Flash, Apache, web browser, DLLs, databases, etc.). 

c. Contractor shall verify and provide documentation that procured products 
(including third-party hardware, software, firmware, and services) have 
appropriate updates and patches installed prior to delivery to the District. 

d. In providing the products and services described in this Agreement, 
Contractor shall provide or arrange for the provision of appropriate updates 
(including third party and open-source hardware and/or software) to 
remediate newly discovered vulnerabilities for Contractor products within 
180 days.  Updates to remediate critical vulnerabilities shall be provided 
within a shorter period than other updates, within 60 days.  If updates to 
remediate critical vulnerabilities cannot be made available by Contractor 
within these time periods, Contractor shall provide mitigations, methods of 
exploit detection, and/or workarounds within 30 days.  For critical 
vulnerabilities which are likely to be or are being actively exploited, 
Contractor shall immediately provide mitigations which may include methods 
of exploit detection and/or workarounds, followed by appropriate software 
and firmware updates. 

3. Viruses, Firmware and Malware: 

a. Contractor shall use reasonable efforts to investigate whether computer 
viruses or malware are present in any software or patches before providing 
such software or patches to the District. 

b. Contractor warrants that it has no knowledge of any computer viruses or 
malware coded or introduced into any software or patches, and Contractor 
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shall not insert any code which would have the effect of disabling or otherwise 
shutting down all or a portion of such software, damaging information or 
functionality, propagating malicious code to other District assets, applying 
security bypass mechanisms (i.e., backdoors), or compromising any other 
cyber security mechanism. 

c. When install files, scripts, firmware, or other Contractor delivered software 
solutions are flagged as malicious, infected, or suspicious by an anti-virus 
Contractor through open source solutions like “Virus Total,” Contractor must 
provide technical proof as to why the “false positive” hit has taken place to 
ensure their code’s supply chain has not been compromised. 

d. If a virus or other malware is found to have been coded or otherwise 
introduced as a result of Contractor’s breach of its obligations under this CIP-
013 Appendix, Contractor shall immediately and at its own cost: 

1) Take all necessary remedial actions and provide assistance to the 
District to eliminate the virus or other malware throughout the 
District’s information networks, computer systems, and information 
systems, regardless of whether such systems or networks are operated 
by or on behalf of the District; and 

2) If the virus or other malware causes a loss of operational efficiency 
or any loss of data (a) where Contractor is obligated under this CIP-
013 Appendix to back up such data, take all steps necessary and 
provide all assistance required by the District and its affiliates, and 
(b) where Contractor is not obligated under this CIP-013 Appendix to 
back up such data, use commercially reasonable efforts, in each case 
to mitigate the loss of or damage to such data and to restore the 
efficiency of such data. 

4. End of Life Operating Systems: 

a. Contractor-delivered solutions shall not be allowed to reside on end-of-life 
operating systems, or any operating system that will go end-of-life in under 
12 months from the date of installation. 

b. Contractor solutions shall support the latest versions of workstation-class 
operating systems on which Contractor-provided software functions within 
six months from official public release of the operating system version. 

c. Contractor solutions shall support the latest versions of server-class operating 
systems on which Contractor-provided software functions within nine months 
from official public release of the operating system version. 

5. Cryptographic Requirements: 

a. Contractor shall document how the cryptographic system protects the 
confidentiality, data integrity, authentication, and non-repudiation of devices and 
data flows in the underlying system as specified by the District. This 
documentation shall include, but not be limited to, the following: 

1) The cryptographic methods (hash functions, symmetric key 
algorithms, or asymmetric key algorithms) and primitives (e.g., 
Secure Hash Algorithm [SHA]- 256, Advanced Encryption Standard 
[AES]-128, RSA, and Digital Signature Algorithm [DSA]-2048) that 
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are implemented in the system, and how these methods are to be 
implemented. 

2) The preoperational and operational phases of key establishment, 
deployment, ongoing validation, and revocation. 

a) Contractor shall use only “approved” cryptographic methods 
as defined in the FIPS 140- 2 Standard when enabling 
encryption on its products. 

b) Contractor shall provide an automated remote key-
establishment (update) method that protects the 
confidentiality and integrity of the cryptographic keys. 

c) Contractor shall ensure that: 

i. The system implementation includes the capability 
for configurable cryptoperiods (the life span of 
cryptographic key usage) in accordance with the 
Suggested Cryptoperiods for Key Types found in 
Table 1 of NIST 800-57 Part 1 Rev. 4 [6], as may be 
amended. 

ii. The key update method supports remote re-keying of 
all devices within 48 hours as part of normal system 
operations. 

iii. Emergency re-keying of all devices can be remotely 
performed within 24 hours. 

d) Contractor shall provide a method for updating cryptographic 
primitives or algorithms. 

H. Requirement R1.2.6 

Coordination of controls for (i) Contractor-initiated Interactive Remote Access, and (ii) system-to-
system remote access with a Contractor(s). 

 Contract Language 

Contractor shall coordinate with the District on all remote access to District systems and networks, 
regardless of interactivity, and shall comply with any controls for interactive remote access and 
system-to-system remote access sessions requested by the District. 

1. Controls for Remote Access: Contractors that directly, or through any of their 
affiliates, subcontractors or service providers, connect to the District’s systems or 
networks agree to the additional following protective measures: 

a. Contractor shall not access, and shall not permit any other person or entity to 
access District systems or networks without District authorization and any 
such actual or attempted access shall be consistent with any such 
authorization. 

b. Contractor shall implement processes designed to protect credentials as they 
travel throughout the network and shall ensure that network devices have 
encryption enabled for network authentication to prevent possible exposure 
of credentials. 

c. Contractor shall ensure Contractor Personnel do not use any virtual private 
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network or other device to simultaneously connect machines on any District 
system or network to any machines on any Contractor or third-party systems, 
without 

1) using only a remote access method consistent with the District’s 
remote access control policies, 

2) providing the District with the full name of each individual who uses 
any such remote access method and the phone number and email 
address at which the individual may be reached while using the 
remote access method, and 

3) ensuring that any computer used by Contractor Personnel to remotely 
access any District system or network will not simultaneously access 
the Internet or any other third-party system or network while logged 
on to District systems or networks. 

d. Contractor shall ensure Contractor Personnel accessing District networks are 
uniquely identified and that accounts are not shared between Contractor 
Personnel. 

I. Supporting Provisions 

Contract Language 

1. Contractor Cybersecurity Policy: 

Contractor shall provide to the District a summary of the Contractor’s cybersecurity 
policy, which shall be consistent with NIST Special Publication 800-53 (Rev. 4) as may 
be amended. Contractor shall implement and comply with that cybersecurity policy. 

Any changes to Contractor’s cybersecurity policy as applied to products and services 
provided to the District under this CIP-013 Appendix and District Information that are 
inconsistent with the security requirements of NIST Special Publication 800-53 (Rev. 4) 
as may be amended shall be subject to review and approval by the District prior to 
implementation by Contractor. 

2. Return or Destruction of District Information: 

Upon completion of the delivery of the products and services to be provided under this 
CIP-013 Appendix, or at any time upon the District’s request, Contractor shall return to 
the District all hardware and removable media provided by the District containing District 
Information. District Information in such returned hardware and removable media shall 
not be removed or altered in any way. The hardware should be physically sealed and 
returned via a bonded courier or as otherwise directed by the District. If the hardware or 
removable media containing District Information is owned by Contractor or a third-party, 
a notarized statement detailing the destruction method used and the data sets involved, the 
date of destruction, and the entity or individual who performed the destruction shall be 
sent to the District using the e-mail listed in the “District Contact Information”, Section 
A of this document within 15 calendar days after completion of the delivery of the 
products and services to be provided under this CIP-013 Appendix, or at any time upon 
the District’s request. Contractor’s destruction or erasure of District Information pursuant 
to this Section shall comply with best industry practices (e.g., Department of Defense 
5220-22-M Standard, as may be amended). 

3. Audit Rights: 
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The District or its third-party designee may, but is not obligated to, perform audits and 
security tests of Contractor’s IT or systems environment and procedural controls to 
determine Contractor’s compliance with the system, network, data, and information 
security requirements of this CIP-013 Appendix. These audits and tests may include 
coordinated security tests, interviews of relevant personnel, review of documentation, 
and technical inspection of systems and networks as they relate to the receipt, 
maintenance, use, retention, and authorized destruction of District Information. 
Contractor shall provide all information reasonably requested by the District in 
connection with any such audits and shall provide reasonable access and assistance to 
the District upon request. Contractor shall comply, within reasonable timeframes at its 
own cost and expense, with all reasonable recommendations that result from such 
inspections, tests, and audits. The District reserves the right to view, upon request, 
summaries of any original security reports that Contractor has undertaken or 
commissioned to assess Contractor’s own network security. If requested, copies of 
these summary reports shall be sent via bonded courier to the District mailing address 
listed in the “District Contact Information”, Section A of this document. Contractor 
shall notify the District e-mail listed in the “District Contact Information”, Section A 
of this document of any such security reports or similar assessments once they have 
been completed. Any regulators of the District or its affiliates shall have the same rights 
of audit as described herein upon request. 

4. Regulatory Examinations: 

Contractor agrees that any regulator or other governmental entity with jurisdiction over 
the District and its affiliates may examine Contractor’s activities relating to the 
performance of its obligations under this CIP-013 Appendix to the extent such authority 
is granted to such entities under the law. Contractor shall promptly cooperate with and 
provide all information reasonably requested by the regulator or other governmental 
entity in connection with any such examination and provide reasonable assistance and 
access to all equipment, records, networks, and systems reasonably requested by the 
regulator or other governmental entity. Contractor agrees to comply with all reasonable 
recommendations that result from such regulatory examinations within reasonable 
timeframes at Contractor’s sole cost and expense. The foregoing cooperation and 
assistance shall be rendered at Contractor’s then-current time and materials rates, subject 
to the District’s prior written authorization. 

J. Definitions 

1. Business Days – Monday through Friday from 8:00 a.m. to 5:00 p.m. Pacific Time. 

2. Information Theft – The unauthorized transfer or storage of any information to a 
recipient other than those with explicit authorization from the information owner. 

3. District Information - Any data specific to a District product or service, including but 
not limited to logs, configurations, Contractor product versions, documentation, or 
other information that may be used to specifically identify District use of a product or 
service. 

 

4. Security Incident - An event resulting in the compromise of a system, software, 
hardware, or data due to the failure of applied protection measures. 
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APPENDIX “I” 
CONTRACTOR SAFETY REQUIREMENTS 

 
CS-1. PURPOSE 

These Contractor Safety Requirements contain safety requirements that are in addition to those 
specified in the General Conditions.  Section CS-2 applies to all work.  To the extent applicable, 
the Contractor shall ensure that all workers, subcontractors, and suppliers comply with these 
requirements. In fulfilling these requirements, the Contractor shall also comply with material and 
equipment manufacturer instructions, and safety and health requirements stated in these Contract 
Documents where applicable.  If there are conflicts between any of the requirements referenced in 
the Contract Documents, the more stringent requirement shall prevail. 

CS-2. GENERAL 

A. Initial/Warning Notice:  Any District employee may notify the Contractor of any safety or 
health concern.  The notice may be delivered verbally to any Contractor employee or 
subcontractor and the District employee shall notify the District Representative of the Notice.  
Written notification may be provided to the Contractor at the discretion of the District 
Representative.   The notice shall have the same effect on the Contractor regardless of format 
or recipient.  The Contractor shall take immediate action to mitigate the safety and health 
concerns identified in the District’s notice.   
 

B. Stop Work Order:  District employees also have the authority to immediately stop a work 
activity without issuing the Initial/Warning Notice. The District employee will immediately 
notify the District Representative of the Stop Work Order.  The District Representative may 
direct the Contractor to stop work due to safety and health concerns.  The Stop Work Order 
may cover all work on the Contract or only a portion of the work.  After the District issues a 
Stop Work Order, the Contractor shall meet with the District Representatives (as directed by 
the District Representative) to present a written statement outlining specific changes and/or 
measures the Contractor will make to work procedures and/or conditions to improve safety 
and health.  A Stop Work Order can be rescinded only with the written approval of the District 
Representative. 

1. The Contractor shall not be entitled to any adjustment of the Contract price or 
schedule when the District stops a work activity due to safety and health concerns 
that occurred under the Contractor’s, Subcontractor’s, or supplier’s control. 

2. The District’s conduct does not alter or waive the Contractor’s safety and health 
obligations. 

3. Contractor shall provide an onsite Safety Professional as directed by the District 
Representative based upon number and/or severity of identified safety infractions. 

4. Non-compliance with safety requirements could lead to termination of the contract 
in accordance with Section 17.  

C. The Contractor shall maintain an accurate record of, and shall immediately report to the 
District Representative all cases of near miss or recordable injury as defined by OSHA, 
damage to District or public property, or occupational diseases arising from, or incident to, 
performance of work under this Contract while working within the District’s service territory. 

1. The record and report shall include where the incident occurred, the date of the 
incident, a brief description of what occurred, and a description of the preventative 
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measures to be taken to avoid recurrence, any restitution or settlement made, and the 
status of these items.  A written report shall be delivered to the District 
Representative within five business days of any such incident or occurrence. 

2. In the event of a serious incident, injury or fatality the immediate group shall stop 
work.  The Contractor/subcontractor shall secure the scene from change until 
released by the authority having jurisdiction.  The Contractor shall collect statements 
of the crew/witnesses as soon as practical.  The District reserves the right to perform 
an incident investigation in parallel with the Contractor. The Contractor, 
subcontractor, and their workers shall fully cooperate with the District in this 
investigation. 

3. All cases of death, serious incidents, injuries or other incidents, as determined by the 
District Representative, shall be investigated by the Contractor to identify all causes 
and to recommend hazard control measures.  A written report of the investigation 
shall be delivered to the District Representative within 30 calendar days of any such 
incident or occurrence. 

4. For situations that meet the reporting requirements of WAC 296-800, the Contractor 
shall self-report and notify the District Representative.  The District Representative 
shall notify the District’s Safety personnel.  

D. The Contractor/subcontractor shall conduct and document job briefings each morning with 
safety as an integral part of the briefing. The Contractor/Subcontractor shall provide an 
equivalent job briefing to personnel and/or visitors entering the job site after the original job 
briefing has been completed. Immediately upon request, the Contractor shall provide copies 
of the daily job briefing and any other safety meeting notes to the District Representative.  
The notes, at a minimum, shall include date, time, topics, and attendees and shall be retained 
by the Contractor for the duration of the Contractor’s warranty period. 

 
E. Job Site Reviews Performed by the District: The Contractor Site Representative or other lead 

personnel, if requested by the District, shall be required to participate in District job briefs 
and/or District job site reviews that pertain to the work being performed by the District that 
may impact the Contractor’s work. 

 
F. Site Specific Safety Plan (SSSP):  The Contractor shall prepare, implement, and enforce a 

SSSP for all work included in this Contract.  The SSSP shall be delivered to and accepted by 
the District Representative prior to the start of any on-site work.  

 
1. The SSSP shall, at a minimum, identify and provide mitigation measures for any 

recognized hazards or conditions.  Site and adjacent conditions shall be considered.  
All significant hazards, including unusual or unique hazards or conditions specific 
to the Contract work shall be identified and mitigated.  The Contractor shall provide 
a clear delegation of authority for the work site(s). The Contractor shall identify, 
locate, and provide direction to the nearest emergency medical facilities.  This shall 
include telephone numbers for emergency services in the area. 

2. The Contractor shall make available to all workers at the site(s) the SSSP and ensure 
that all workers are familiar with the content and requirements of the SSSP. Any 
subcontractors shall adhere to the Contractor’s SSSP. 

3. Any emergent hazards not identified in the SSSP shall require a Job Hazard Analysis 
prior to starting work on the associated job.  
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In lieu of the SSSP, the District Representative may, at their discretion, accept an Accident 
Prevention Program implemented and maintained in accordance with Washington state 
law. 
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